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Abstract : 
Digital technology in India has grown rapidly an d brought numerous benefits. However, it has also caused an 

increase in cybercrime that poses threats to personal, business, and national security. The country's vast online 

population and expanding digital infrastructure necessitate improved security measures urgently. This study 

concentrates on utilizing machine learning—an advanced technology—to enhance the prediction and prevention 

of cybercrime. Active Voice: The research aims to enhance India's defenses against these digital crimes by 

analyzing cybercrime trends and developing models to forecast future threats. 

Data on cybercrime from the National Crime Records Bureau (NCRB) and Kaggle encompassing different Indian 

states between 2003 to 2022 were collected and analyzed by the researchers. Machine learning approaches like 

Logistic Regression, Random Forests, and CatBoost models were employed to identify vulnerable regions and 

detect patterns of cybercrime. The aim was to detect emerging threats and trends in cybercrime rates by focusing 

on state-specific analyses for tailoring prevention strategies more effectively. 

The results indicated that cybercrime saw a clear increase across India, with significant variations in its impact 

on different regions. The study found the predictive models to be beneficial in identifying areas that are more 

prone to higher risks of cybercrime, thereby emphasizing the necessity for targeted security measures in those 

specific regions. Ultimately, this research underscores the essential role played by machine learning in combating 

cybercrime within India. Active Voice: The study supports the development of proactive strategies to protect 

against cybercrime by providing insights into potential future threats, thus contributing to a safer digital 

environment for India's citizens and businesses. 
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I. Introduction 
Digital technology is exploding at an exceedingly rapid pace, and it showers India with more benefits on 

one side, opening doors for a more growing problem: cybercrime. Activities include a number of criminal 

activities, for instance, hacking, fraud, and theft; the great threat that they pose to the safety of an individual, 

business, and overall nation digital infrastructure (Abidi et al., 2020). It is for this reason that this study intends to 

apply cutting-edge technology, essentially machine learning, for enhanced understanding and prevention of 

cybercrime. This research will focus on three main targets: the trends of cybercrime in the past, the new potential 

threats, and devising a predictive model for sensing and preventing future cybercrimes. 

The study is hence very key, enhancing India's defense against cybercrime, analyzed and understood 

from the data available at the National Crime Records Bureau (NCRB), amongst other sources across the country. 

Such patterns are what the study tries to find in each case, to know who would appear to be at greater risk and 

what type of crime is on the rise. This data will be important in developing a predictive model of the most prone 

places and ways in which the cybercrimes could happen to offer intervention before the commission of the crime 

(Ramirez-Asis et al., 2023). 

Therefore, its findings will be important for the decision makers, security agencies, and professionals 

among Indian government setups. It has been the potential for researchers to improve the cybersecurity mechanism 

in India with an in-depth and forecast trend of cybercrimes using machine learning techniques to discover 

unidentified threats (Saini & Kalia, 2023). They are not just data and digital assets; they need to be secured for a 

safer online environment for every individual in the country. 

 

II. Background Of The Study. 
The worldwide terrain has been radically altered by digital technologies, reshaping the way people, 

enterprises and governments interact, communicate and do business. This digital revolution has created an era of 

unparalleled connectivity, progress and financial expansion- propelling a move towards an intellect-based 

community (Sandhu, 2021). Nevertheless, amidst the numerous advantages of digitization correspondingly comes 
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an escalation in cyber dangers that present significant obstacles to cybersecurity measures and data privacy 

protection, undermining trust in all things digital (Al Obaidan & Saeed, 2021). 

India, a rapidly growing economy with an increasing online populace, faces significant challenges posed 

by cyber threats. With its burgeoning digital infrastructure and over 1.3 billion people, India presents an attractive 

target for cybercriminals seeking to exploit weaknesses in the country's digital ecosystem (Ghosh, 2022). The 

threat landscape in India is evolving continually and multifaceted, ranging from sophisticated attacks on critical 

infrastructures and government institutions to widespread problems of financial fraudulence, such as identity 

thefts or harassment concerning online activities. 

There are multiple reasons for the surge in cybercrime incidents observed in India, such as the swift 

implementation of digital technologies without proper safeguards, insufficient cybersecurity protocols and user 

education initiatives. Additionally, both national and international networks dedicated to committing cyber crimes 

have flourished (Özsungur, 2021). Furthermore, with COVID-19 necessitating remote work arrangements and 

online learning environments on a massive scale, an increase in threats, including attacks through ransomware or 

phishing attempts exploiting weaknesses within remote access systems, occurred. 

To tackle the advancing threats, India must prioritize implementing proactive and successful 

cybersecurity measures to preserve its digital infrastructure, secure sensitive data, and build trust with users in the 

virtual marketplace. Advancing these initiatives lies in integrating leading-edge technologies, including machine 

learning, artificial intelligence and extensive data analysis, to rapidly identify potential cyber threats (Saeed et al., 

2023). 

Considering this context, this research aims to address India's urgent requirement for improved 

cybersecurity capabilities. This will be achieved by applying machine learning to predict and counteract 

cybercrime. The study aims to develop predictive models to detect emerging digital threats and forecast future 

trends in cybercrime. Ultimately, actionable intelligence generated from these models should empower 

policymakers, law enforcement professionals, and cybersecurity experts with superior tools necessary for 

safeguarding India's online domain (Bahuguna et al., 2019). 

By fostering interdisciplinary collaboration and deploying rigorous methodologies alongside innovative 

approaches, this study hopes to furnish valuable insights for strengthening Indian computer systems against 

evolving attacks perpetrated by hackers or other bad actors who perpetrate such malicious deeds on behalf of their 

clients globally, enhancing their resilience vis-a-vis current critical issues concerning state security. 

 

III. Literature Review 
Machine Learning Approaches in Cybersecurity: A Comprehensive Review 

This seminal review comprehensively covers the application of machine learning techniques for 

cybersecurity. This encompasses all areas: intrusion detection, malware analysis, anomaly detection, and threat 

intelligence. These reviews encompassed the major findings of existing research works and brought into 

perspective the strengths, limitations, and challenges entailed with the different machine learning algorithms for 

combating cybercrime. This paper will identify some of these threats to e-commerce and study some emerging 

trends and future directions of research in this rapidly changing field  (Martínez Torres, Iglesias Comesaña, & 

García–Nieto, 2019; Handa, Sharma, & Shukla, 2019). 

 

Predictive Analytics for Cybersecurity: A Survey of Current Trends and Future Directions 

The aim of this study is to comprehend cyber threats by focusing on the most frequently employed form 

of predictive analytics, which entails machine learning and its application in cybersecurity. It will therefore assess 

the efficiency of the applied methodology, techniques, and tools used for conducting predictive cybersecurity 

analytics and discuss the applicability of its efficiency toward the identification and alleviation of cyber risks. 

Basically, it seeks to ask the respondents how the integration of predictive analytics is done with other approaches 

towards cybersecurity, like intelligence sharing in threats and security orchestration, to promote overall 

capabilities in defense from cyberattacks (Xin et al., 2018). 

 

Deep Learning for Cybersecurity: Challenges, Opportunities, and Future Directions 

The focus of this review is to determine the effectiveness of deep learning techniques in carrying out 

cybersecurity tasks, such as identifying intrusions, categorizing malware and recognizing phishing attempts. This 

book offers insight into different domain-specific deep learning models: how traditional models, such as CNNs, 

RNNs, etc., in isolation are not enough to effectively deal with convoluted and dynamic cyber threats. It also 

outlined the challenges regarding deployment in realistic cyber security environments, and potential ways for 

future research and development (Bharadiya, 2023). 
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Cyber Threat Intelligence: A Comprehensive Review of Concepts, Methods, and Applications 

This review gives an overview of cyber threat intelligence (CTI) and its role in improving the 

cybersecurity posture. It includes the CTI data collection, analysis, dissemination, and proactive use to mitigate 

threats. This review investigates ways in which machine learning and artificial intelligence methodologies and 

algorithms can be incorporated into CTI frameworks for the automation of threats' detection, attribution, and 

response. This review also comprises the challenges that arise during the implantation of CTI, which includes data 

quality, privacy issues or barriers, sharing information related to such issues, and overcoming obstacles from some 

of the suggested strategies (Dasgupta & Collins, 2019). 

 

Adversarial Machine Learning: A Survey of Techniques, Applications, and Defense Strategies 

The survey conducts a thorough evaluation of adversarial tactics in machine learning, encompassing 

evasion attacks, poisoning attacks, and model inversion attacks. The purpose is to address the increasing menace 

posed by these types of attacks on machine learning models. It elaborates on how adversarial attacks would affect 

systems on cybersecurity and presents different mechanisms of defense: robust training, adversarial training, and 

model verification that can be used to mitigate the adversarial manipulation risks. It exposes equally the quest to 

correlate interdisciplinary research and, at the level of industry, find a solution to their changing problems of 

adversarial machine learning in cybersecurity (Fraley & Cannady, 2017). 

 

IV. Research Methodology 
Data and Sources of Data 

The study sourced data from the National Crime Records Bureau (NCRB) and an Open data repository 

(Kaggle) on cybercrime. The NCRB data deals with the time frame (2003-2022), geographical location of India, 

and number of cybercrimes based on the IT and IPC acts. On the other hand, the Kaggle data also comprises the 

cumulated timeline and the geographical locations in India (states and union territories), but its focus is on the 

number of rates of cybercrime based on motives. 

 

Data Processing and Analysis 

The preprocessing phase will encompass data cleaning, handling missing values, merging data based on 

states to extract useful features, and conducting data mining for longitude, latitude, and geo positions of 

states/union territories. These tasks aim to standardize the dataset for predictive model application. 

The trends of cybercrime rates from 2014-2021 will be analyzed through exploratory data analysis. This 

includes state-specific analysis to identify emerging threats and anomalies within specific states. Our 

methodologies include descriptive statistics, time-series trend analysis, and feature-specific analysis such as states, 

population density, and categorization by state and union. 

 

Anomalies Detection 

Anomaly detection can uncover data points that are significantly different from the majority. This process 

reveals crime-dense regions and indicates fraud, errors, or other areas of interest. 

 

DBSCAN (Density-Based Spatial Clustering of Applications with Noise) 

DBSCAN is a density-based clustering algorithm that groups closely packed points together and 

identifies outliers in low-density regions. It operates on the concept that clusters correspond to dense areas in the 

data space, which may be separated by less populated regions. 

 

Defining concepts: 

1. Epsilon (ε): A radius within which to search for neighboring points. 

2. MinPts: The minimum number of points required to form a dense region (cluster). 

3. Core Point: A point that has at least MinPts neighbors within distance ε. 

4. Border Point: A point that is within distance ε of a core point but does not have MinPts neighbors. 

5. Noise Point: A point that is neither a core point nor a border point. 

 

Algorithm Steps: 

1. Randomly select a point that has not been visited. 

2. Expand the cluster around the selected point by adding all reachable points within distance ε. 

3. If the point is a core point, a cluster is formed. If it's a border point, the point is assigned to a nearby cluster. 

Otherwise, it's marked as noise. 

4. Repeat the process until all points have been processed. 
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Infusion Forest 

The Isolation Forest algorithm detects anomalies by randomly selecting a feature and then randomly 

choosing a split value between the maximum and minimum values of the selected feature. It partitions the dataset 

recursively until it isolates all data points, creating an ensemble of isolation trees. 

 

Algorithm Steps: 

1. Randomly select a feature and split the value. 

2. Partition the data based on the feature and split value. 

3. Repeat the process recursively for subspaces until all data points are isolated. 

The results would be visualized by showing the clusters of outlier regions, areas with fewer outlier 

regions could be affected by other factors such as socioeconomic factors or population density. 

 

Feature Engineering 

To establish the significance of features required for building a predictive model, Logistic Regression 

(LR) classification method can be employed. LR is a conventional statistical technique extensively applied in 

binary classification duties. In this study, employing LR as a benchmark model enables comparison with more 

complex algorithms and allows interpretation to ascertain feature importance in predicting incidents of 

cybercrime. 

 

Model Selection 

CatBoost: CatBoost is a gradient-boosting algorithm deliberately created to perform exceptionally well 

with categorical characteristics, which implies it is an ideal option for datasets where city names are classified 

variables. Its efficiency in managing categorical data without elaborate preprocessing procedures makes it 

valuable for this study. 

Random Forest (RF): To enhance forecast precision and diminish overfitting, the Random Forest (RF) 

Technique of Ensemble Learning employs many decision trees. Its ability to handle extensive datasets with both 

numeric and categorical attributes suits it for forecasting the incidence of cybercrime in India. 

XGBoost (XG): XGBoost is a highly capable gradient-boosting method that is known to excel with 

structured data and offers ample room for growth. Moreover, it can handle missing values and outliers seamlessly. 

Implementing XGBoost in this research could facilitate the identification of subtle patterns within the dataset 

which may result in accurate predictions of cybercrime occurrences. 

Validating several assumptions is necessary to ensure the reliability of a linear regression model. These 

include verifying linearity, independence in observations, homoscedasticity (uniform variance of errors), and 

confirming normal distribution existing in residuals. Meeting these requirements is essential for considering the 

model trustworthy. In this investigation's feature selection process, relevant features consisting of demographic 

data like population size or geographic location alongside other possible factors linked with cybercrime incidents 

-such as socio-economic indicators- are chosen as independent variables based both on theoretical knowledge and 

empirical evidence suggesting their potential influence. 

 

Model Evaluation 

By conducting feature importance analysis, policymakers and law enforcement agencies in India can 

identify the key factors that contribute to cybercrime incidents. The obtained insights will be valuable for 

addressing this issue effectively. In addition, the predictive proficiency of every algorithm will be assessed by 

utilizing performance metrics like Mean Squared Error (MSE) and R-squared (R2) score. The research objective 

is to contrast CatBoost, LR, SVR , RF, and XGBoost algorithms' computational efficiency as well as predictive 

accuracy to determine their relative strengths. 

The Mean Squared Error (MSE) measures how much the predicted values of a target variable differ from 

their actual counterparts, by taking an average of the squared differences. Meanwhile, the R2 score denotes what 

proportion of variance in said dependent variable can be foreseen based on independent variables. The quality 

performance for models is indicated by higher R2 scores and lower MSE. To showcase algorithm strengths and 

limitations, outcomes are presented both visually and as tables. 

 

V. Result And Discussion 
Descriptive Analysis: 

Table 1 presents annual cybercrime statistics in India from 2014 to 2021, tracking key descriptive 

measures. In 2014, cybercrimes averaged at 267 incidents with a median of 103.5, suggesting a skewed 

distribution where most incidents were of lower magnitude compared to a few high-intensity events, as the 

maximum reaches 1879. Through 2015 and 2016, there is a slight uptick in mean and median values, indicating a 

growing trend in both typical (median) and extreme (maximum) cybercrime incidents. 
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This rising trajectory steepens from 2017 onwards, with the mean more than doubling from 2016 to 2017, 

and the maximum surging to 4971. By 2020, the data portrays a significant escalation, with the mean reaching 

1390, and maximum recorded incidents at 11097, reflecting an intensified cybercrime landscape. The median also 

sees substantial growth, particularly from 2020 to 2021, where it almost doubles, mirroring the increasing 

regularity of substantial cybercrime events. The broadening range between percentiles over the years underscores 

escalating variability and severity in cybercrime incidents, necessitating robust machine learning-driven 

cybersecurity solutions to proactively identify and counteract these threats. 

 

Table 1: Descriptive Statistics 

Year Mean Median 
Standard 

Deviation 
Minimum 

25th 

Percentile 

75th 

Percentile 
Maximum 

2014 267 103.5 444 0 16.75 283.75 1879 

2015 322 122.5 553 0 7.5 314 2208 

2016 342 94 603 0 7 371.75 2639 

2017 605 166.5 1103 0 9.25 606 4971 

2018 757 180 1482 0 18.5 765.75 6280 

2020 1390 270 2694 0 26.75 1300.75 11097 

2021 1472 434.5 2649 0 28.5 1435.75 10303 

Source: Author’s computation (2024) 

 

Overall Trend Analysis 

From 2014 to 2021, the trend of cybercrime rates in India depicted by Figure 1 is on an upward trajectory. 

The years spanning from 2014 until 2016 observe a gradual yet consistent increase revealing how widespread 

digital expansion impacted the nation. This period could indicate that during those early stages of developing 

cyber infrastructures were emerging, paving the way for greater opportunities exploited by cybercriminals. 

From 2017 to 2021, there was a sharp increase in cybercrime rates. The biggest leap occurred from 2018 

to 2019 indicating that as digital usage grew deeper, so did the sophistication and frequency of attacks. This 

continual rise highlights an immediate necessity for strengthened cybersecurity measures. With machine learning's 

predictive capabilities, integrating it into India's cyber defense strategy could play a crucial role in halting this 

concerning progression. The consistent upward trend not only reflects India's expanding online presence but also 

emphasizes the growing significance of utilizing advanced technologies such as machine learning to enhance 

security against cyber threats. 

 

Figure 1: Overall Trend of Cybercrime rates in India (2014-2021) 

 
Source: Author’s computation (2024) 
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Year-on-Year Change Analysis 

Figure 2 presents a bar chart depicting the average cybercrime rates in India from 2014 to 2021 with 

year-on-year percentage changes. In terms of growth, there were moderate increases during the years 2014 and 

2015. However, this trend took a downward turn in 2016 suggesting that countermeasures had been effective or 

it was only temporary respite. However, things changed drastically as there was an exceptional spike seen in 

cybercrime rate during the year of 2017 indicating increased activities by hackers/exploitation via new means 

available for them at that time. 

Between 2018 and 2019, a noteworthy decrease in growth indicates that there may have been success in 

combating cybercrime or changes made to reporting practices. The year 2020 witnessed a significant increase that 

may have been provoked by amplified digital engagement and susceptibilities as a result of the COVID-19 crisis. 

By 2021, the rate of growth decreased yet again likely because of improved cybersecurity measures or stabilization 

after last year's surge. 

These fluctuations underscore how cybercrime trends are constantly evolving and responsive - ultimately 

emphasizing the urgent need for machine learning with adaptive algorithms as proactive defense mechanisms 

within India’s digital environment. 

 

Figure 2:Year-on-Year Change in Average Cybercrime Rates Across India (2014-2021) 

 
Source: Author’s computation (2024) 

 

State-Specific Trend Analysis 

From 2014 to 2021, cybercrime rates in Indian states and union territories increased moderately. Figure 

3 illustrates this trend, showing a gradual rise in incidents until 2016. However, from 2017 to 2018, there was a 

sharp surge in rates, with certain regions experiencing an especially steep climb. These findings indicate the 

growth of a growing cybercrime landscape in India over this period. 

After 2018, there is a noticeable fluctuation in cybercrime rates. In 2019, it reaches a dramatic peak but 

then declines in 2020. This could be due to variations in reporting methods, enforcement efficiency, or preventive 

measures being implemented. However, the decrease does not last long due to a rebounding pattern in 2021. The 

extreme spikes and falls highlight inconsistent trends across different regions and emphasize the complex nature 

of cybercrime dynamics. Advanced solutions like machine learning are needed to effectively predict, detect, and 

counteract cyber threats. The variability and upward trajectory of these threats emphasize the pressing need for 

such technology. Machine learning plays a critical role in bolstering cyber defenses against hackers. 

 

Figure 3: Cybercrime Rate Trends Across All Indian States and Union Territories (2014-2021) 

 
Source: Author’s computation (2024) 
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Emerging Threats result 

The heatmap provides a visual comparison of cybercrime rates across Indian states and union territories 

from 2014 to 2021, as shown in figure 4a. Darker shades represent higher rates; thus, the map offers a stark visual 

depiction of regions with the most significant cybercrime challenges. For instance, some states - Maharashtra and 

Uttar Pradesh being notable examples - show a pronounced darkening over the years. This striking trend highlights 

a substantial rise in cybercrime incidents that may potentially correlate with their larger populations and robust 

tech sectors. 

In contrast, Sikkim and Lakshadweep maintain lighter shades throughout the period in order to indicate 

lower cybercrime rates. This could reflect smaller populations or fewer reporting instances. Notably, Telangana 

exhibits a fluctuating pattern which may suggest varying levels of digital literacy and changing effectiveness of 

law enforcement. 

Tailored machine learning solutions are needed in each region to address the uneven spread of cybercrime 

across India, as highlighted by this heatmap. Machine learning systems trained on vast datasets can be beneficial 

in high-risk areas for predicting and responding to complex cyber threats. Conversely, regions with lower rates 

can concentrate on utilizing preventative machine learning tools to maintain their safety records. In the diverse 

and dynamic landscape of cybercrime in India, adopting machine learning can help create robust and adaptive 

defenses across the board. 

 

Figure 4a: Heatmap Analysis 

 
 

Figure 4: Total Cybercrime incidents by State/UT 

 
Source: Author’s computation (2024) 
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Machine Learning Model Results 

Feature Importance results from Logistic regression 

1. Accuracy: The accuracy of the logistic regression model is approximately 0.43, indicating that the model 

correctly predicts the class label (True or False) for around 43% of the samples. 

2. Precision, Recall, and F1-score: For the True class (indicating higher cybercrime incidents), the precision is 

0.75, recall is 0.50, and F1-score is 0.60. This suggests that when the model predicts cybercrime incidents to be 

True, it is correct 75% of the time, but it only captures 50% of all true cybercrime incidents. The F1 score is a 

balance between precision and recall. 

3. Best Hyperparameters: The best hyperparameter for regularization strength (C) is found to be 0.001. 

4. Cross-Validation Mean Accuracy: The mean accuracy obtained through cross-validation is 1.0, indicating that 

the model performs well across different folds of the data. 

5. Feature Importance: The feature importance values indicate the contribution of each feature to the prediction. 

Features such as "Fraud", "Causing Disrepute", "Sexual Exploitation", "Others", and "Mid-Year Projected 

Population (in Lakhs)" have relatively higher importance values, suggesting they play a more significant role 

in predicting cybercrime incidents. On the other hand, features like "Personal Revenge", "Anger", "Prank", and 

"DBSCAN_Labels" have very low importance values, indicating they have minimal impact on the predictions. 

Overall, while the logistic regression model achieves a decent accuracy, there might be limitations in its 

predictive performance, especially in capturing true cybercrime incidents. 

The results of the model in predicting the number of times a cybercrime incident might occur based on 

city, and other features are shown below in Table 2. 

 

Table 2: Machine Learning Model Results 

Model MSE R2 

Linear Regression 5.938267e+06 0.809734 

Random Forest 7.027028e+06 0.774850 

XGBoost 1.606255e+07 0.485346 

CatBoost 5.938267e+06 0.809734 

Source: Author’s computation (2024) 

 

Linear Regression and CatBoost outperform other models with the lowest MSE and highest R2 score, 

indicating a good fit to the data,  suggesting it captures the variance in the data well and provides reliable 

predictions. 

 

Figure 5: Actual vs Predicted - Linear Regression 

 
Source: Author’s computation (2024) 
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Random Forest and XGBoost show higher MSE values and relatively lower R2 scores compared to 

Linear Regression and CatBoost, indicating they might not generalize as well or capture the underlying patterns 

in the data as effectively. Overall, Linear Regression and CatBoost seem to be the most suitable models for 

predicting cybercrime incidents based on the data. 

 

V. Conclusion 
This study has shown the increasing weak spots that come along with India's move towards being more 

digital. The research also shows a rising trend in cyber criminal activities which makes it important to have defense 

strategies specific to this region. The use of machine learning techniques like Logistic Regression, Random Forest 

and CatBoost has made it possible to predict when possible cyber crimes could happen - this allows for action 

before they occur. 

The ability of machine learning to predict cybercrime shows how powerful it is to use data analysis 

technologies for strengthening defense. This method helps both in stopping threats and enhancing comprehension 

about the changing nature of cybercrime as India becomes more digitized. The study supports including this kind 

of prediction analytics into the country's cybersecurity system as an important step for staying ahead of criminals. 

In conclusion, the research gives a base for improving security in India's digital areas. It supports keeping 

up with new ideas and working together to make policies based on these findings. Such actions are expected to 

protect Indian people's data privacy and financial safety while strengthening the growing digital market's honesty 

- all shaping a direction towards a safe internet future. 
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