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Abstract: Cryptography is an art and science of converting original message into non readable form. Fast
progression of digital data exchange in electronic way, information security is becoming much more important
in data storage and transmission. Cryptography has come up as a solution which plays a vital role in
information security system against malicious attacks. In this project, encryption will be implemented
information that makes it hard to be readable and secure. For that matter, encryption method known as Caesar
cipher, one of the simplest and most widely used encryption techniques. In this encryption, it uses the three
methods in which each letter in the plaintext is replaced by some fixed number of position down the alphabet.
The result from this project is a data which is encrypted and be decrypted to its readable form. As a conclusion,
Caesar cipher algorithm can be implemented in many encryption projects to make data secure and better.
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I.  Introduction

Security is one of the important aspects in computing. In data transfer,security must be considered as
one of the method implemented to ensure secure data transfer. Data transfer is transferring information from a
location or host to another host, or server. To have a secure data transfer, few method can be applied, and one of
them is encryption of data, prepare it to be transferred in encrypted way and decrypted when the data want to be
used.

As the importance and the value of exchanged data over the Internet or other media types are
increasing, the search for the best solution to offer the necessary protection against the data thieves' attacks
along with providing these services under timely manner is one of the most active subjects in the security related
communities. The primary goal of any system is that the data cannot be modified by any external user or
intruder [1]. To avoid such a type of situation convert data into a non readable form at sender side and convert
that data in readable form again at receiver side. The technique and science of creating non readable data or
cipher so that only authorized person is only able to read the data is called Cryptograph [2].It is the art and
science of protecting information from undesirable individuals by converting it into a form non-recognizable by
its attackers while stored and transmitted [3]. In Cryptography, Caesar cipher is one of the most widely known
encryption decryption algorithm. Caesar cipher is a type of substitution type cipher in this kind of cipher each
letter in the plaintext is replaced by a letter some fixed number of positions down the alphabet. The encryption is
represented using modular arithmetic [4].

Some of important definition in cryptography science

« Data security- how to prevent someone else from knowing the contents of a message while it is
being transmitted.

* Encryption - transform information into a different,unintelligible form.

* Decryption - restore the original information from theencrypted form.

* Plaintext - original data.

* Ciphertext - encrypted data.

*Cryptanalysis -techniques for deciphering a message without knowledge of the enciphering details.
*Cryptology- areas of cryptography and cryptanalysis.

Il.  Objective
The objectives of the research are to:
i. Implement three methods of encryption using Caesar Cipher algorithm.
ii. Develop a prototype that helps to test the output from the encryption process.
iii. To compare the propose encryption method with Caesar Cipher.
iv. Create strong encryption by using the different algorithm.

I11.  Scope
L Caesar cipher algorithm is applied to increase the strength of security.
ii. Create encryption and decryption method for the propose encryption.
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IV.  Cryptography

Cryptology is not a new; it has existed for more than 2000 years. The word cryptology is derived from
two Greek words: kryptos, which means "hidden or secret and graphein” (to write), is the art and science of
making communication unintelligible to all except the intended recipients [5]. In the language of cryptography,
the message one intends to send is called the plaintext while the message that is actually sent is called the cipher
text. Ciphers make textual communication a mystery to anyone who might unduly intercept it. Hence, a cipher is
a method used to encode characters to hide their values. Cipher is employed in design of cryptosystem. A
cryptosystem is a system, method, or process that is used to provide encryption and decryption [6]. There are
two main categories of cryptography depending on the type of security keys used to encrypt/decrypt the data.
These two categories are: Asymmetric and Symmetric encryption techniques.

4.1 Symmetric Encryption

When same key is used to encrypt and decrypt the message then it is known as symmetrical key
cryptography. It is also known as private key cryptography; users have the provision to update the keys and use
them to derive the sub keys. It is much effective and fast approach as compared to asymmetrical key
cryptography. In symmetrical key cryptography; key has been generated by the encryption algorithm and then
send it to the receiver section and decryption takes place [7, 8]. There are few challenges in the technique; the
key should be transmitted over the secure channel from sender to receiver. The point is that if the secure channel
already exits then transmit the data over the same channel, what is the need of encryption in such case.
Practically no secured channel exits therefore key has been transmitted along the data which increases the
overheads and effective bandwidth gets reduced. Secondly, the channel noise put harm to the key and data
during the transmission [3].

4.2 Asymmetric Encryption

It is also called as public key cryptography. It uses two keys:
public key, which is known to the public, used for encryption and private key, which is known only to the user
of that key, used for decryption. The public and the private keys are related to each other by any mathematical
means. In other words, data encrypted by one public key can be encrypted only by itscorresponding private key
[9].

This capability surmounts the symmetric encryption problem of managing secret keys. But on the other
hand, this unique feature of public key encryption makes it mathematically more prone to attacks. Moreover,
asymmetric encryption techniques are almost 1000 times slower than symmetric techniques, because they
require more computational processing power [10].

There are two techniques for converting data into non readable form:
1. Transposition technique

2. Substitution technique.

Caesar cipher is an example of substitution method [11].

V.  Why do we need cryptography?

Cryptography is defined as “the science or study of the techniques of secret writing, esp. code and
cipher systems, methods, and the like.” Cryptography is needed so that text can be kept secret. It is easy to
imagine situations in ancient times where a writer who sent a message via courier would want to make sure that
if the runner were intercepted, the interceptors could not read the message. Cryptography and encryption have
been particularly important throughout history in times of war when a general would not want the enemy to
figure out the plans he was distributing among his troops. Recently, the uses of cryptography have grown
drastically. Cryptography is still important in times of war, but with the advent of computers and with it the vast
amount of information being shared on the internet, there has been a need to create better, more efficient
encryption strategies to protect private information, such as credit card numbers, private communications, and
so on[12].

VI.  Cryptographic systems are characterized by:
1. The type of operations used for transforming plaintext to ciphertext (substitution, transposition). Fundamental
requirement - no information be lost.
2. The number of keys used (1 key - symmetric, single-key, secret-key; 2 keys — asymmetric, two-key, public-
key).
3. The way in which the plaintext is processed (block cipher, stream cipher). Stream cipher may be viewed as a
block cipher with block size equal to 1 element [13].
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VIIl.  CaesarCipher

Caesar cipher is an example of substitution method [11]. It is said to have been used by Julius Caesar to
communicate with his army. Caesar is considered to be one of the first persons to have ever employed
encryption for the sake ofsecuring messages. Caesar decided that shifting each letter three places down the
alphabet in the message would be his standard algorithm, and so he informed all of his generals of his decision,
and was then able to send them securedmessages.

One of the strengths of the Caesar cipher is its ease of use and this ease of use would be important for
Caesar since his soldiers were likely uneducated and not capable of using a complicated coding system. Further
enhancement to original three places shifting ofcharacter in Caesar cipher uses modulo twenty six arithmetic for
encryption key that is greater than twenty six[14].

In cryptography, a Caesar cipher, also known as a Caesar’s cipher or the shift cipher or Caesar's code or
Caesar shift, is one of the simplest and basic known encryption techniques.

It is a type of replace cipher in which each letter in the plaintext is replaced by a letter with a fixed
position separated by a numerical value used as a "key".
Caesar Cipher is or was probably the very first encryption methodology[15].

VIII.  The Cryptographer’s Suggestion to Increase the Security of a Message
The more secure you want your messages to be, the more frequent you have to change the secret key.

For instance, during World War 2 the Germans changed the keys of their Enigma encryption machine
multiple times a day to ensure secure communication. Even these days, cryptographers follow the principle that
it is more important to keep the key secret than which cryptosystem you use. For example, it was more
important for the Germans to keep the used Enigma keys secret than the usage of the Enigma machine as a
cryptosystem. In fact, the wondrous Enigma machine was known in detail before the beginning of World War 2.
Full credit goes to the brilliant British mathematician Alan Turing and his team who cracked the Enigma at
Bletchley Park, England in 1940 which, according to some historians, might have ended the war earlier.

Consequently, in order to vary the secret keys and thus gain security, we will not limit ourselves to
Caesar’s 3-letter-shift preference. We will allow any number of left or right shifts as a secret key and classify
them as a Caesar Cipher, in respect for Gaius Julius Caesar [16].

IX.  ProposedAlgorithms

To encrypt a text proposed algorithm requires Text and encryption key. The encryption key is an
integer value and it determines alphabet to be used for substitution. It is based on modulo twenty six arithmetic
to ensure that integer value wraps round in case encryption key supplied is more than twenty six. Decryption
follows reverse operations per Formed during the process of encryption. It requires decryption key, and
encrypted text. The decryption key should be complement to the encryption key so that reverse character
substitution can be achieved. As stated earlier, Caesar cipher simply shifts encrypted character by number of
positions. In this paper we can use three methods, where key size isfixed. First method is depend on the address
of message, second depend on the length of first word in message and third method is depend on number of
words in first line. Furthermore, the characters of the encrypted text are scrambled in such a way that if an
attempt is made to decrypt the cipher text it would not be easy to decrypt the text.

9.1 Encryption Algorithm

Stepl: Take the plain text as input.

Step2: Use the key with one of the methods which | mentioned earlier.
Step3: Get the encrypted text.

9.2 Decryption Algorithm

Step 1: Insert cipher text.

Step2: insertthe key depend on one of the methods which | mentioned earlier.
Step 3: Get the plain text

X.  Cryptography of Caesar Ciphers
Proper Definition of the Encryption Function of the Caesar Cipher:

The Encryption Function of the Caesar Cipher is F: P 2 C = P+3 MOD 26,
where C and P are the integers from 0 to 25.

What does modular arithmetic (MOD) mean for our Caesar Cipher?
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1) Since our alphabet consists of 26 letters we use the modulus 26. This can be viewed as a clock that
holds 26 hours (just like the Caesar disk)
2) The number of turns on the Caesar disk which are congruent MOD 26 produce the same cipher letter.

Here is the key for a simple substitution cipher:

Plaintext letters: abcdefghijklmnopgrstuvwxyz

Ciphertext letters: YNROTKMCPBDVXZALEWUSFQJIHGI

Could you remember the plaintext/ciphertext correspondences? Probably not; you would probably need a
written copy of the key. But, having a written copy of the key could lead to problems with key security — the key
might be lost or stolen. It is desirable to have a key that need not be written down. (Of course a person who has
memorized the key might be coerced to give it up, but that it a different story.)

Caesar’s cipher, to which reference was made in the David Kahn quote at the beginning of this section, was a
simple substitution cipher, but it had a memorable key. For Caesar’s cipher, “letters were replaced by letters
standing three place further down the alphabet ” Here is the key to Caesar’s cipher:

Plaintext letters ABCDEFGHIJKLMNOPQRSTUVWXYZ

Ciphertextletters DEFGHIJKLMNOPQRSTUVWXY ZABC

The key can be memorized because there is a pattern to it , the ciphertext alphabet is just the plaintext alphabet
shifted to the right three places and sender and receiver just need to remember the shift.

Of course, other shifts could be used. All such shift, or translation, ciphers are now usually called Caesar
ciphers. Here is the plaintext/ciphertext correspondence for a Caesar cipher depend on address of message, if the
message contain an address we just account the number of words in address of message.

Example:

A: Encryption

Step 1: Suppose that address of message is Baghdad the Beautiful city

Step 2: Now apply Caesar cipher to encrypt the plain text. Shifting the key by four depend on number of words
in address.

PlaintextBaghdad the Beautiful city

CiphertextFeklhehxlifieyxmjypgmxc

Where ciphertext= plaintext +4 mod 26

B:Decryption

If we know the key we can decrypt the ciphertext to plaintext, as we mentioned in the first method the key here
is four depend on address of message.

CiphertextFeklhehxlifieyxmjypgmxc

Plaintext Baghdad the Beautiful city

The second method is depending on the length of first word in message.

Example:

A: Encryption

Step 1: Suppose original message is Baghdad the Beautiful city

Step 2: Now apply Caesar cipher to encrypt the plain text. Shifting the key by seven depend on number of
character in first word (Baghdad).

Plaintext Baghdad the Beautiful city

Ciphertextlhnokhkaolilhbapmbsjpaf

Where ciphertext= plaintext +7 mod 26

B: Decryption

If we know the key we can decrypt the ciphertext to plaintext, as we mentioned in the second method the key
here is seven depend on number of character in first word.

Ciphertextlhnokhkaolilhbapmbsjpaf

Plaintext Baghdad the Beautiful city

The third method isdepend on number of words in first line

Example:

A: Encryption

Step 1: Suppose original message is Baghdad the Beautiful city in iraq

Step 2: Now apply Caesar cipher to encrypt the plain text. Shifting the key by six depend on number of words
in first line.
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Plaintext Baghdad the Beautiful city in iraq
Ciphertexthgmnjgjznkhkgazolarioaeotoxgw
Where ciphertext= plaintext +6 mod 26

B: Decryption

If we k now the key we can decrypt the ciphertext to plaintext, as we mentioned in the third method the key here
is six depend on number of words in first line .

Ciphertexthgmnjgjznkhkgazolarioaeotoxgw

Plaintext Baghdad the Beautiful city in iraq

For each of these ciphers, the method of encryption is the Caesar cipher (which is a special case of the simple
substitution cipher) and the key is the shift. At the end,we note thatencryptionis changingdepending on theinput
key.

XI.  Conclusion And Scope Of Future Work.

In this paper we have shown that Caesar cipher being one of the simplest and widely used encryption
techniques can be fortified beyond what common Caesar cipher algorithm can achieve. Many methods are used
for Security purpose based on Caesar cipher algorithms. In our future work we can use various types of keys in
one method also we can add more algorithms to enhance the security.
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