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Summary: A 'Packer' is a compression routine that compress an executable file. Packers are used on
executable for two main reasons: to shrink programs or to thwart detection or analysis. When malware has
been packed, an analyst typically has access to only the packed file, and cannot examine the original unpacked
program or the program that packed the malware. In order to unpack an executable, we must undo the work
performed by the packer, which requires that we understand how a packer operates. All packers take an
executable file as input and produce an executable file as output. The packed executable is compressed,
encrypted, or otherwisetransformed, making it harder to recognize and reverse-engineer. Unpacked executable
are loaded by the OS. With packed programs, the unpacking stub is loaded by the OS, and then the unpacking
stub loads the original program. The code entry point for the executable points to the unpacking stub rather
than the original code. The original program is generally stored in one or more extra sections of the file.
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I.  Introduction:

UPX unpacking is a process of decompressing the packed executable and reconstructs its import
address table.When an Executable or DLL is packed its IAT table destruct and need to construct during
unpacking process. Unpacked executable or DLL are loaded by the operating system.But when the program is
packed,only the unpacking stub is loaded by the O.S and then unpacking stub load the original program.The
code entry point points to the Unpacking stub then OEP.

The unpacking stub can be viewed by the malware analyst and understanding different parts of stub is
necessary to unpack the executable. The unpacking stub is often small and its main functionality is to unpack
the Original Executable.

The unpacking stub perform the following steps:

e Unpack the original executable into memory.
¢ Resolve all the imports of original executable.
e Transfer execution to the Original Entry point.

Header

Imports

Exports

Entry Point -

.data Section

1src section

Fig 1: Original Executable prior to Packing

Header

Entry PoimE Unpacking Stub

Packed original Code

Fig 2: Packed Executable after original code is packed and unpacking stub added.
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Il.  Theoretical Consideration:
When the UPX packed exe will execute followings will happen:
Execution starts from OEP.
First it saves the current register status using PUSHAD instruction
All the packed sections are unpacked into memory
Resolve the import table of original executable file
Restore the original register status using POPAD instruction
Finally jump to the original entry point to begin actual execution.
The instruction that transfers execution to the OEP is commonly referred toas the tail jump.A jump instruction
is the simplest and most popular way to transfer execution.Since it’s so common, many malicious packers will
attempt to changethis function by using a retor callinstruction. Sometimes the tail jump is obscured with OS
functions that transfer control, such as NtContinueor ZwContinue.

Header

Exports

Jtext

.data

ISIC

Entry Point

Unpacking Stub

Fig 3: The program after being unpacked and loaded into memory and there is no import.
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Exports

Entry Poin
A text

.data

IEIC

Unpacking Stub

Imports

Fig 4: The fully unpacked program.The import table is reconstructedand starting point is backto OEP.

Identifying Packed Programs:

There are few indicators which show that the file is packed or not:

e The program has few imports, and particularly if the only imports are LoadLibraryand GetProcAddress.

e When the program is opened in IDA Pro, only a small amount of code is recognized by the automatic
analysis.

e When the program is opened in OllyDbg, there is a warning that the program may be packed. The program
shows section names that indicate a particular packer (such as UPX0).

e The program has abnormal section sizes, such as a .text section with a Size of Raw Data of 0 and Virtual
Size of nonzero.

o Packer-detection tools such as PEiD,ExeScan can also be used to determine if an executable is packed.

Entropy Calculation

Packed executables can also be detected via a technique known as entropycalculation. Entropy is a
measure of the disorder in a system or program.Compressed or encrypted data more closely resembles random
data, and therefore has high entropy; executables that are not encrypted or compressed have lower entropy.

Unpacking Options:
There are mainly three options for the unpacking of executable:

. Automated static unpacking,
. Automated dynamic unpacking
. Manual dynamic unpacking

I will explain Manual Unpacking:
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Manual Unpacking:

Sometimes, packed malware can be unpacked automatically by an existing program, but more often it
must be unpacked manually. Manual unpacking can sometimes be done quickly, with minimal effort; other
times it can be a long process.

There are two common approaches to manually unpacking a program:

o Discover the packing algorithm and write a program to run it in reverse. By running the algorithm in
reverse, the program undoes each of the steps of the packing program. There are automated tools that do
this, but this approach is still inefficient, since the program written to unpack the malware will be specific to
the individual packing program used. So, even with automation, this process takes a significant amount of
time to complete.

e Run the packed program so that the unpacking stub does the work for you, and then dump the process out
of memory, and manually fix up the PE header so that the program is complete. This is the more efficient
approach.

. Rebuilding the Import Table with Import Reconstructor:

Rebuilding the import table is complicated, and it doesn’t always work in OllyDump. The unpacking
stub must resolve the imports to allow the application to run, but it does not need to rebuild the original import
table. When OllyDbg fails, it’s useful to try to use Import Reconstructor (ImpRec) to perform these steps.

I11.  Experimental Consideration:
In order to unpack the packed program need the following steps:
1. Load the UPX packed EXE into PEid or ExeScan to confirm that it is UPX Packed.

IE PED v0.95

File: | C:iDocuments and Settings)administraboriDeskiop) PackedProchon. e

Enkrypoint: | 00264240 EP Seckion: | LPX1 il
File OFfset: | OODBF&40 First Bytes: |&0,BE,00,B0 il
Linker Info: 9.0 Subsystem: [winsz GUI il
P DKZII.DS—Z.:> Markus & Laszlo [Swverlay]
Multi Scan | Task Viewer | Options | Abouk | Exit |
v Stay ontop ﬁ ﬂ

Fig 5: PEid result showing UPX Packed File.

ExeScanConfirmed that it is packed.
+]1 File: C:“Documents and Settings~AdministratorsDesktop~PackedProcmon.exe

[+1 MD5S : ed3V?14allc447hiiBbA87bh4a?cc268hE
[+]1 SHA-1 = cb4B27F6af63AAVYEF417bA3357a305286a2F89F5
- [;] SHA-256 : 1h38cB5d68e2298f 4c4aV5cB8YACc44933c65b1c4Vc157ad64aabel
Caa

+1 File Type: EXE

+] Sdignature [Comnidzr- Packer]

[*UPR 2.7d [LZMA] —-> Markus Oberhumer. Laszlo Molnar & John Reiser’]
+]1 Address of entry point = Bx@8z6az48
+1 Image Base Address = BxBAA4A888A

+] Sections
Name : UFPXA UVirtual Addm 1 AxPPBa1aaa Size: AxP01aaB00

Uirtual Addre 1 Bx@81ah@dn S8ize: BxB00cA@E0

aum Virtual Address: BxB826hBAAE Size: OxB00B883888
ntropy: 5.216868

+1 Anomalies Check

[+]1 Based on the sections entropy check? file is possibly packed

[#] Header Checksum is =zero?
Ted [#]1 Enrty point is outside the 1st{(_.code?> section? Binary is possibly pa
e

+] Following expected Malware AFIz are Detected

[-1 Import Table

IA: Bx@8672aZ28 GetProcAddress
IA: BxPB6Y2alc LoadLibraryf
IA: BxBA672a28 UirtualAlloc
IA: BxBB672a24 WUirtualProtect

[—1 Entire Executahle

times GetProcAddress
times LoadLibrary
times LoadLibraryf
times UirtualAlloc

Fig 6: ExeScan Result showing that PackedProcmon.exe is a packed file.
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2. Load the UPX Packed EXE into Ollydbg.

The first instruction is usually PUSHAD, before starting decompression routine, it saves all the register
content.Now the instructions following are basically decompressing original code.

OllyDbg - PackedProcmon.exe - [CPU - main thread, module PackedP

IEI File  View Debug Plugins Options wwindow  Help

l»:ﬂ | =i L|E[M[T[w|H]|c]|r]

m—

SccAzal| . BE. DoD@SAGa | MOU ESI.PackedPr.onsABoon
ERZ . SOBE o@EOESFF|LEA EDI,DWORD FTR DSz [ESI+FFESE@881
R4 57 PUSH _EDT
SRAZ40 &3co Fr Of: EEBC.FEFCFFEF
EAZSal E JHP SHORT PackedPr.@ossAzes
ERZEZ L s
ERZES L 0F
ERZE4 L 0F
ERZEE L 0F
ERZEE L 0F
EAZET L OF
SAZEE| > SABe oL AL, BYTE PTR DS: [ESI]
chZEAal o 4 IHC
SAZEE| 1 ogev MO0 EYTE FTR DS:CEDII. AL
SAZED| . 47 IHC EDI
SAZEE( 3 BiDE ADD EE, EE
ERAZEE| .75 BV JNZ SHORT PackedPr.@ocszes
SAZEZ| > SBLE noyY EEX.DWORD PTR DS:LEST)
EHZE4| o 93EE FC suB
EHZE7| . 11DB AD
cHZEm| 32 El ._B SHORT P ack edPr . BRGEAZES
EHZEE| . BB Dloeeoes ER,
cHz-a > aiDe BB EBL: Ee:

EAZrz| 75 Bv ONE SHORT FackedPr, poccasze
EHZ74| I SBLE 0u EEX. DWORD PTR' DS:ESI)
EHZre| I 93EE FC Sg ESI. -

£HZ79 1 110B AOE EBA.EB

cHzsE[ 3 1ice ADC ERi: ER

£HZ70| . @ibe Tul]

EAZFF| ~73 BE GRE SHART FackedPr.oocsazac
EAZEl| IvvE 28 dHZ SHORT Packizdbr oocch2HE
EHZE2 SB1E MoU EBX.OWORD PTR DS:[ESI]
EHZEE 23EE FC SUB EST.

EHZ2ES 11DE

EAZEA| .72 1F .JB SHORT P ackedPr . BBGEAZAB
cRZec| 3 4

EHZE0 Qa1DE AGD EBN, EBx

EHZEF| Iv7E @ JNZ SHORT PackedPr.@eccA2om
EHZS1 SELE MoU EEX.OWORD FTR DS:[ESI]
ERZDZ S3EE FC SUE )

ERZS 10E ADC EEX. EEx

cnzoz| > 1ice AOC EA, EA%

3 : Now we reach PUSHAD,put a hardware breakpoint so as to stop at POPAD instruction.This will help
us to stop executlon when POPAD instruction is execu_ted later on.

sy leL gLl LEru
EFIX [EEEEEEEE]
ECH BE12FFEE
EOi FCO9EE4F4 ntdll.KiFastSustenCal LRet
EEX FFFO4888
{ .
T Increment Pys
EDI 7C%  Decrement Minus
EIF &i&g Fero
c A Ef
P1 Ci Setktol
A& 5f )
1 DS Todify Enter
? S Eg Copy selection bo dipboard  ChrH-C
B2 . Copyalregisters ta clipboard

}in Dump

ST1 emr i
EAR: Follow in Stack

~75 7 23]

T Gy 1
iiog | Cony I

72 ED | jnary B

Breakpoirt

IMemary, on accass

BBIE Search for Memary, on write
ESEE F o
3 }}Eg Follow DWORD in Disassembler =y Bt
rdar e
Gi0E | Follow DWORD in Dump ki ¥
~73 6B toto N Hardware, on wrike b Word
ot Herduare, onexeauton
L P e .
"Zé i? Text y B
10l
BE | S
ageE | L0 '
10E Float 3
Disassemble
Special 3

Now execute the program.Program execution stop at Breakpoint.

OllyDbg - PackedProcmon.exe - [CPU - main thread, module Packs
. File View Debug Plugins Options  Window Help

i 1] O O 5

3 8D4424 ] L

BBE.E.F!SEB
BRSEASED
HESEHIEF

BRSEAZF 4

7S FR

. 93EC 2@

—E9 YRABSE4FF
jalt]
falulalsRastale]
sl ]

SUE ESP,

2. Now Search for Jmp instruction which will

ER ERH.

&4 4| + vjE[M|T|wW/H|c|

DWORD PTR SS: [ESP-281

CHF ESF.ER:
JHE SHDRT PackedF‘r HESCAZER

JHP PackedPr BA4BEOT S
OB B@
OO PackedPy. 80420808
OB &&

take us to the actual OEP in the original program.At

this point we know the decompression stub is executed and ready to jump at original code.

OllyDbg - PackedProcmon.exe

- [CPU - main thread, module Packs

File Miew Debug Plugins Options

Window  Help

Sl x| w|n| wi+ ¥4 Y| 3 L[E|M|T|WH|C|

. 204424 2R
* GA B8
. 3304
73 FR

. BZEC 2@

.—E3 FHESE4FF
S]]
QaEE4288
S]]

LEA ERX,
FUSH &
CHP ESP

BELEAZER
BEGEAZED
HAGEHIEF
SUE ESF

HEGEHZF 4
BRLEAZFD

OWORD PTR S5: [ESP-281

, ERE
JME SHDHTBEack edPr. BBGEHIEE
JHP PackedPr. BE4ESO7S
OB G&

OO0 PackedPr.004268088
OE @&
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3. Now we reach at original OEP,now it’s time to dump the process.
el
S x| w[N] wi*f 3L ] = LE[M|T[wW[H|c[s[x

ES B4HIHH0E CHLL FackedPr.B84C8120

OlyDump - PackedProcmon. exe

Start Address: | GiLEEEE Size: |273000
e
Enty Point: | 264240 > Modify: BED73 GetEIF as OEF | Cancel |
————
Ease of Code: | 1ABO00 Base of Data:  26B000
v Fix Faw Size & Offzet of Dump Image
Section | Virtual Size | “irtual Offset | Raw Size B aws Offset Charactaristics

LIP=0 00124000 00001 oo
LIP= 0o0Co000 001AB000
TEIC oooosnoo 00ZEE D00

001.A4000 00001000 EOOO0020
0ooCoo00 001ABDOO EQOO0040
ooooso0o O0ZEE D00 cooooo4o0

Save Dump to File

Savein: | [EF Deskiop

= |

=f BB

)My Documents
4 My Computer

My Recent Sy Metwork Places
Documents W8 n ke Reader 21
[‘* @ Mcafes Security Sean Plus

- (@ Mazills Firsfos
Deskiop & WLC media player

B |C5) DemoProgram

,) I[C)Exescan
My Do | Eele 210123
wEhon:

= [ reversing softwares
g_! L) Setlps

L WinDBG Uncavered

B2 depends.exe
PI0a Pro Free

£ TrportREC.exe
() LardPE.EXE

{5 MDecoder sxe

nc.exe

2 PackedProcmon. exe
EdreiD.exe
[ElrETo0ls. exe

2 procexp.exe

23 Procmon.exe
Eeoregshot.exe

3 Shorteut to OLLYDBG. EXE
LA shorteut bo PEview.sxe

=] shorteut to ResHacker.
5 shorteut to sinst.exe
(&%) Shorteut to Winfsm.ex:
Sk Tepview. exe

M wireshark

iy (Bt 17 bintext. exe & Shartcut bo Recycls Bin
. £ | E
Mypllx‘lai;;\;nrk File name: |UnpackedProcmon Save
Save as lype: | Execunable file* exe) - Cancel
4. Now if we try to open the UnpackedProcmon.exe it gives error because IAT table is not
constructed.
T
packedProcmon.exe - Application Error
@ The application Failed to initialize: properly {0xc0000005), Click on O to terminate the application.

5. Now next step is to Reconstruct the AT using importREC.

Attach the Packedprocmon and get imports and Fix Dump to Unpackedprocmon.exe.

# Import REConstructo c KT/UCF
Attach to

an Active Process

exe [00000DFE)

[en and setlingsh desklop

Imported Functions Found

fitfibs, il FThunk: 00001 0C4 NEFune: 4 [decimat ] valid YES

e e e S S YR S e

Log

advapi32.dil FThunk:000D1000 MbFunc:18 [decimal: 27) valid YES
comcliZ2.dil FThunk:000071070 NbFune:D [decimat 13) vabd YES
comdig32.dil FThunk: 00001048 NbFunc B [decimal B) valid YES

gdi32 dll FThunk: 0000100 8 NbFurc: 28 (decimal 40) valid YES
kemef32. di FThunk: 00001170 NbFunc:93 (decimal: 147) vabd YES
oleaut32. dl FThunk: 00001 3CC NBFune: 10 [decimal 18] valid YES
shell32.dil FThunk:-00001410 NBFunc:4, [decimal 10] vald YES
shilwapi.dil FThunk:0000143C NbFunc:1 [decimak 1) valid YES
uzer32.dll FThunk 00007 444 NBFunc:BD [decimal141) vald YES
wersion. dll FThunk-0000167C NbFunc:3 [decimal 3] vabd YES
ws2_32.dll FThunk: 0000 168C NbFunc: 15 [decimat 21) vabd YES
ole32 dil FThunk: 0000 16E 4 NbFunc: 7 [decimal 7] vald YES

w0000 11EB forwarded from mod ntdll dll ord: 004D name: RtlFreeHeap ~
rva: 00001270 forwarded from mod ntdlldil ord:00BS name RiReAllocateHeap

ez 00001268 fonwarded from mod ntdl.dil ord: 0348 name: Rirwind

300001314 forwarded frorm mod ntdl.dil ord: 0083 name: AR estoreLastwWin32Emor

1va: 000D 123C fanwarded from mod ntdllLdll ord: 01 3C name: RtiGetl astwin32E mor

:J Pick DLL

Show Invalid H Oplions H
Show Suspect|| || _CloarLog |
Auto Trace H About H
coarimpon | | __£0_|
IAT Infos Needed
OEP |0008SD73 e
AV |000DO0FFC
Size 00000708
New Impot Infos

FVA |00000000  Size |DOO0TF7O0

v Add New Section

Load Tree: Il Save Tree H

Fix Dump I
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7.

Now choose Unpacked file to Fix IAT. And now we have an Unpacked file.

Choose your dump file to fix

RIX

Look in: | [} Desktop

- L_iMy Documents

£ )
l_a;) 3 My Computer

g ) 5etlps
My Computer ¢

MyRecent | €dMy Network Places
Documerts P8 adobe Reader 11
B @ McaFes Serurity Scan Plus
@'Mozilla Firefox
Desktop £ WLC media player
) DemaProgram
[JExeScan
Cpefile-1.2,10-123
My Documents SPythanz?

Creversing softwares

=l ck EB-

() WinDBG Uncovered

77 binkext.exe
B depends.exe
ﬂIDA Pro Free

() LardPE.EXE

I MDecoder. exe

Flnc.exe

24 PackedProcmon. exe

[ reD.exe

R PETo0ls 030
2 procexp.exe
EI‘ Procmon.exe

ﬂ ImportREC. exe

E}hregshot.exe
*Shortcut to QOLLYDEG.E
%Shortcut to PEview.exe
2/ Shortcut to Recycle Bin
Eshortcut to ResHacker,
BJShortcut ko siinsk, exe
B8] Sharteut to Windsm, ex
&Tcpwew exe

>

|UnpackedProcmon.exe

Open |

‘ J File name:
My Network Files of type:
Plaras

|PE files [* exe, *.dll

ﬂ Cancel

When we double click UnpackedProcmon.exe ,we have following result. IAT has been fixed.

= L
EH | ABE | SAG| B 4K | (B
Time... | Process Mame FID | Dperation Path

:2... (=fUnpackedProc...
2 UnpackedProc...
= UnpackedProc...
2 UnpackedProc...
2 UnpackedProc...
2 UnpackedProc...

2636 ﬁHegDpenKey
2636 % Regtueni/alue
2636 % Regtueni/alue
2636 @ Regluent/alue
2636 @ Regluent/alue
2636 @ ReaClosekey

HE Lk S ystemiCurrentContro
HE Lk S yztemiCurrentContro
HE Lk \Systemt CurrentContro
HE LM \SystemhCurrentCantro
HE LM \SystemhCurrentCaontro
HE LM S pstermhCurentContra

:2... (2 UnpackedProc...
:2... (2 UnpackedProc...
:2... (=fUnpackedProc...
:2... (ZfUnpackedProc...

2636 &Y Thread Create
2636 &Y Thread Create
2636 &Y Thread Create
2636 EN’ Thread Ereate

IV.  Conclusion:
In an experiment observation we found that we can manually unpack UPX packed file and reconstruct IAT table
using Ollydbg and importRec .

Program result before unpacking:

+1 File: G:NDocuments and Settings“AdministratorsDesktopsFackedFrocmon.exe

[»1 MD5S : e37914al1c449b11iAbB89b4aPcc26@hE
[+*]1 SHA-1 : chb482796af630A7ff419bB3357a305286a2289F5
- [;] SHA-256 = 1bh38cB5d68e2298f 4c4a?5c8878c44933c65hlc47c157adb4aabhel
caa’

+1 File Type: EXE
Signature [Comnidcr- Packer]
[UPY 2.7d L[LZMA] —-> Markus Oberhumer. Laszlo Molnar & John Reiser’]

Addre of entry point = BxPB26a248

Image Base Address : BxB848808808

Sections
Hame = UVirtual Address: Bx00060168680
A .8 IBBE
Hame : UPX1
2. 93'?'?82

.rsrc

Hau
ntropy: 5 .216363

Bx001 aaBB@
ntropy:
Uirtual Addr Bx081 ahaea Siz Bx088c a0
ntropy:

Uirtual Address: Bx0026hO6G Size: BxO00008060

+1 Ancomalies Check

[#]1 Based on the sections entlnpy check? file is possibly packed
[+#] Header Check ro?
[%]1 Enrty point is out

e the 1st<.code> sectiont Binary is po
75 PED v0.95 [ Yed

+1 Following expected Malware APIs are Detected
File:  C:\Documents and SettingstAdministrator|DeskiopiPackedProcmon.e ...

[-1 Import Tahle

Entrypoint: | 00264240 EP Section: | LIPE1 (=]
Iﬂ B BxBEG7252B GetProcAddress
File Offset: | D00BF&40 First Bytes: |60,BE,00,60 | = | 672alc LoadLibraryf
672428 UirtualAlloc
Linker Info: [9,0 Subsystem: | Win3z GUI (=] 672a24 UirtualProtect
( [-1 Entire Executable
UPK 0,898 - 1,02 /1,05 - 2,90 - > Markus & Laszlo [Overlay]
1 times GetProciddre
®ulti Scan | | Task viewer | | options | about | Exit | times LoadLibrary

i
1 times
1 times

LoadLibraryf

¥ Stay on top UirtualAlloc
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Program Result after Unpacking:

File: | Cr\Documents and SettingshadministratoriDesktoptinpackedProcmorn

Entrypoint: | 000BSD7S EP Section: |UPE0 >
File Offset:  [Do0BSD73 First Bytes: |Eg,B4,A3,00 >
Linker Info: 2.0 Subsystem: |win3z GUI =
Mothing Found * /
Multi Scan | Task Viewer | Options | About ‘ Exit |

¥ sStay ontop

WINDOWS\system 3 2\cmd.exe

[+] File: C:“Documents and Settings“Administrator-Desktop~UnpackedProcmon.exe
[=]1 MD5S : B5£983BfaSf95d7E 8251598253 fcdbh
[=]1 SHA-1 : eBab3abe?ebc2a?169373e73£ 4152 Fe3d3?1dch
[=]1 SHA-256 : e8hBeB4ad6274F1826530124F54a4%chabh4?2ecIf 394740084365
5688357hed
[+] File Type: EXE
[+] Signature [Compiler-Packer]

[#]1 No match found.

[+] Address of entry point : BxBBAAL5A73
[+] Image Base Address : BxBB4100000

[+] Sections
ame : UPHB Uirtual Address: BxBB0816088 Size: BxBB01aaBB@

Uirtual Addre B01ahBan Size: OxB0AcABOA
Uirtual Addre BxB026 hBaa Size: BxDBEBI00A

[+]1 Anomalies Check
[%]1 Header Checksum is zero!

[+] Following expected Malware APIz are Detected
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