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Abstract: Lattice-based cryptographic constructions hold a great promise for postquantum cryptography, as
they enjoy very strong security proofs based on worst-case hardness relatively efficient implementations, as well
as great simplicity. LéoDucas and Wessel van Woerden in [5] proposed a polynomial algorithm allowing
solving the Closest Vector Problem (CVP) in the tensor product of two lattices of type A. And as anopen
problem, theses authors asked to extend this resolution in the case of three lattices and in the general case of k
lattices of type A. Our goal is therefore to propose a solution of this problem. We use the associativity of the
lattice of type A and the same techniques to solve this problem in the tensor product of three lattices of
type A and even in the tensor product of a finite number of lattices of type A. So we will determine a polynomial
algorithm to solve CVP in Any1 69 Ans1 A1
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I. Introduction

Searching for the nearest vector in a lattice is a difficult mathematical problem [6], used in
cryptography to build robust and secure cryptosystems [9] resistant to quantum computers [12]. The fact of
determining a basis whose vectors are relatively closed and almost orthogonal makes it possible to easily find
the nearest vector in a lattice of integers [13]. The polynomial LLL reduction algorithm has been
generalized by Napias on the Euclidean rings of integers [11]. As a result, Conway
and Sloane [3] setup polynomial algorithms to solve the problem of the nearest vector in root lattices
of type A. In order to improve the tolerance of the error of the cryptosystem, L éoDucas and Wessel
van Woerden wused the isomorphisms of root lattice defined in[5] to build a polynomial algorithm
to solve the problem of the nearest vector in the tensor product of two root lattices and in the
direct sum of a finite number of root lattices of type A [14].

In this work, we propose a polynomial algorithm to solve the problem of the nearest vector
inthe tensor product An.1&@ Ami @A, Indeed, there is already an algorithm to solve this problem in A, [5].
A motivation could be to use the full characterization of the Voronoi relevant vector in this case in
term of simple cycle inthe complete directed tripartite graph Kniimi1p+. SO We need to establish the
relationship  between the Voronoi relevant vectors in the tensor product A& An.i @A and the
complete directed tripartite graphs Kp.qmep. Subsequently, we will modify some parameters of the
polynomial algorithm in [3] to solve this problemin A @ Ana®Aga.

This work is organized as follows: In Section 1, we review the definitions of lattices, graphs, tensor
product and basic properties of the root lattices of type A and simple graph to understand the results of further
sections. In Section 111, we present the characterization of the Voronoi relevant vector in the tensor product
of three root lattices of type A and give the polynomial algorithm to solve the problem of the nearest
vector in An® Ani®@Ag. . In Section IV, we willgeneralize this result in the case of the tensor product of k
root lattices of type A.

Il. LatticeandgraphBackground
Throughout this paper, for some positive integer d, we use the Euclidean product onR%hat is defined by:
(XY =X1Y1 T XoY2 ...+ XaYd
for X = (X1,Xp,...,xa) and Y = (Y1,Y2,....ya) in RY. The Euclidean norm on R'is defined as follows: ||x|| =/(x, y ).
All definitions in this section are taken form [5, 13].

Definition 1.A lattice is a discrete additive subgroup of R for some positive integer d. We deal exclusively
with any lattice Aof rank r, which is generated as the set of all integer linear combinations of r linearly
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independent vectors by, bzy...brin[Rd as follows:

A={3_,z.b;: (21,25,...,2) €2 "} )
Obviously, r < n. Another lattice A’ in R%f the same rank r such that A> C A is called a full rank sublattice of
A. A generator matrix of A is a matrix whose rows form a base of A. The linear subspace of RY spanned by the

elements of A is denoted span(A). The dual lattice of A is defined as A*= {x€ R? :(A,x)C Z }, where(A,x) = {
(Y,X) 1y € A }. It is easy to see that (A*)* = A. The minimum distance of a lattice A w.r.t Euclidian norm,
denoted ||A|l, is the length of a shortest lattice nonzero vector, i.e., ||Al| =ming.e o [IX]I-

Given that we are going to associate the oriented graphs in our work, the definitions below will allow a
better understanding for the rest of the work.

Definition 2.
1. A graph G is a ordered pair (V,E) where :

e Vs a finite set of vertices (also called nodes or points);

o Ec{(xy)/(X)y) € V2andx #y}isasubset of V x V. The elements of E are called the edges of the
graph.

2. A graph G is connected if it is possible from any vertex, to join all the others vertices following the
edges.

3. A complete graph is a graph that has an edge between every simple vertex in the graph. We label K,
the complete graph with n vertices.

4. A graph G is said to be tripartite if there exists a partition {V,, V,, V3} of V such that each edge of G
connects a vertex of V; to a vertex of V,and to a vertex of V.

5. A cycle of a graph, also called a circuit is a non-empty trail in which the only repeated are the first and
the ending vertices.

6. A simple cycle is a cycle with no repeated vertices (except for the beginning and the ending vertex).

Inspired by the characterization of the tensor product of two and three root lattices of type A, we will generalize
the characterization of the tensor product of a finite number of root lattices of type A as below.

Definition 3.Let A;,cR™ and A,cR"™ be lattices of respectively ranks n; and n,, let a; ... ay€R™and by, ...,
bra€R™ be respective bases. The tensor product A @A, R™"™ is defined as the lattice with basis
{a®Y: i€l,...ny; jEl,...n; }.
Here X®y = (X1,..%Xn1) @ (V1,...yn2) with xeR™ and yeR™is defined as the natural embedding in R™" as
follows:

(XaY1, XaY2s s X1Yn2, XaY1, - s Xn1Yn2) ER™™.
For three lattices, the tensor productA;®@A,®A;cR™™(with A;cR™ and it basis ¢y, ..., cg€R™ ) s
defined as the lattice with basis {a;®b;®G:i=1,...,ns; j=1,...,np; k=1,...,n3 }.
Here X®Y®Z = (X®Y)®Z = (lell le27 LR lenZ: X2y19 ey anYnz) ®(Z1: ey Zn3);
Thus XQyQ®z = (XiY1Z1, X1Y1Za, ..., X1Y1Zn3, X1YoZ1, ---» Xn1YnoZng) ER™,
Definition 4.Let A;cR™ , A,cR™,..., A,cR"™ be lattices of respectively ranks n; , n,....ng let a,®, ...,
amPeR™: a,@, .. an@eR™..; o, ., a,MeR™be respective bases. The tensor product A;@A,R...
®ACR™™™ s defined as the lattice with basis {ain”®ai)?®..QaiE™: i(1)=1,....n;...;i(K)=1,...,n
}
Here, we use the associativity to compute X @x@®...®x® as below :
X(1)®X(2)®...®X(k) = (X1(1)X1(2)...X1(k), 1M1 @ . x,®, ., an(l)XnZ(Z)---Xm(k)) E[Rnlnz..nk.l
Closest Vector Problem 1. Let AcR® be a lattice and t€span(A). The aim is to construct a vector x in A that
minimizes the distance |[|t-X||. Such an x is also called a closest vector to t.
The following example recalls the definition of the root lattice of type A below, gives its dual lattice, and
provides a generator matrix for both.

Example 2.1.[5, Lemmas 2. and 3.] Let n be a positive integer. The subset A, of R™* defined by:
An={xe Zn+1:(x,[1] ) =0} ;
where [1]=(1,1,...,1) is a lattice of rank n in R™" with a generator matrix
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1 -1 0 0 0
01 -1 0 - 0
B=| oo )
0 - 0 1 -1 0
0 0 0 1 -1

A generator matrix of its dual (A,)* is the nx (n+1) — matrix B* given by
/n -1 -1 - —1\
-1 n -1 _.1 |
"“\—1 won -1 —1/

-1 - -1 n -1

Definition 5. (Voronoi region)[5] The Voronoi region of a lattice A is defined by:

V(A) = {xespan(A):| XS] | x—V]|VveEA}

= {xespan(A):2(X,V)<(V,V)VVEA}

Consistingofallpointsinspan(A)thathaveOasaclosestvector.ltismeansthatitisthesetof
pointsofspan(A)havingthenearestvectorQinthelattice A.
TheVoronoiregionisjusttheintersectionofhalfspacesH,:={x€span(A):2(X,v)<(v,v)}
forallve A\{0}.NotethattheonlyhalfspacesH,inthisintersectionthatmatterarethose correspondingtoafacet
(rank(A)-1dimensionalfaceofV(A)), {xespan(A): | IXI =] Ix—V]I3FN
V(A)oftheVoronoiregion.Suchve AarecalledVVoronoirelevantvectors.

®)

Definition 6. (Voronoirelevant vectors)[5]: Let A be a lattice. Let v €A\{0}; v is an
Voronoirelevantvectorsifthereexistxespan(A)suchthat: | |x] |=] [ x—V]||andvYweAN{LO}] |x] | <] Ix—w]].

These are also the minimal set RV (A) C Aof the vectors such that
V (A) =nH,, with v ERV (A)
Voronoi showed that for ve A\{O}we have that v is a Voronoi relevant vector if and only if 0 and v are the only
closest vectors to g in A.
Lemma 1. [5]Lettespan(A)andxeA.Thereexistsavectorye Asuchthat]|(x+y) —t]|<||x— t]]
ifandonlyifthereexistsaVoronoirelevantvectorveRV (A)suchthat| | (x+v) —t]|<]|x—t]].
Proof.
We suppose that there exists y& A such that ||(x+y)-t||<||x-t||;
we know that: [|(x+y)-t|| = [|t-(x+y)|| and [[x-t]| = [[t-X||;
thus [|t-(x+y)lI</|t-X][;
by Definition 10, we deduce that (t-x) is not in the set V(A);
it is means that there exists a vector ve RV(A) such that |[t-x|[>]|(t-X)-V||;
thus there exists a vector ve A such that ||(x+v)-t||<[|x-t]|.
Inversely, we suppose now there exists ve RV (A) such that [|(x+y)-t]|<||x-t||;

SinceRV (A) CA, then there exist a vector vE A such that ||(x+y)-t||<||x-t||;
for y = v, we have the result.
Proposition 1.Let A be a lattice. A vector v€ A\{0} is Voronoirelevant vector if and only if
(v, x)<(x ,x ), forall x e A\{O, v }.
Proof.
1 1 1 1

We remark that |5 v — x|[* [ vl = [15 vl - (v.x) + [[x]]2 - [l; vl = [} - (v.x);
Thus [l2v = xIP= (x,X) - (v,x);
Then, fora ve A\{0} and all xe A\{0,v} we have that:

1 1 1 .
5 v — 2l 115 Il > >3 vIPiff(x,x)>(v. ).
The construction of the tensor product of two root lattices of type A is done as below.

Let m,n > 1, we consider the lattice A,QALCZ" V™D of rank nm. Note that this lattice consists of all

Z(n+l)(m+1

elements X = (X11, X12, ---, X1(n+1)s X211, » X(n+1)(m+1)) € which satisfy the following conditions :

) ?=+11 x; =0 forj=1,...,m+1
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2 74 x;; = Ofor i=1,...,n+1
Remark 1.From the root lattice tensor product constructions, it follows that A,&QA., is a subgroup of
lattice Au+1ym+1)-1- T0 solve CVP in the tensor product of three lattices of type A, it will be enough to use

associativity and solve C V P first in A,@An then in Agiymr1)-1 QA

Definition 7.Let t€ {-1,0,1}™"™ pe given. We will define the subgraph G;= (V,E))CK sy meny = (V, E )
corresponding to t.Let E; consist of the following directed edges:

e Theedge(u;,v;)foreacht;jthathasvalue—1;

e Theedge(v;,u;)foreacht;jthathasvaluel.

I11. ClosestVectorProbleminA,® AnQA,

In this section, we will characterize the Voronoi relevant vector in A,QAR®A, (m,n,p > 1) in order
to determine a polynomial algorithm to solve the closest vector problem in this lattice. We will use the
same techniques as for the case of the tensor product of two root lattices of type A. But in this case of the
tensor product of three root lattices of type A, we will use the complete directed tripartite graph.
Definition 8.Let m,n,p > 1, be three positives integers that are not all zero. We call root lattice
ARARRA, CZO+Dm+1 e+ of rank nmp all of elements

X = (X1105- -5 X11(p+1)s X121 »... . X12(p+1)0r Xuen)(men)pe)) € Z MDD which satisfy the following conditions
D) yntl Xy =0 forj=1,...m+landk=1,...,p+1
2 Z}";llxijk =0 fori=1,...n+tlandk=1,...,p+1

?3) Zz:} X5, =0 fori=1,...,n+landj=1,....m+1
We will use the indices i, j and k throughout this section.

Characterizing the Voronoi relevant vectors.
As announced we construct a polynomial algorithm to solve the closest vector problem for the lattice
A®ALRQA,. For this, we characterize the Voronoi relevant of A,QAL®A,. First we will limit our
search space.

Many of the results present here are due by LéoDucas and Wessel van Woerden[5].

Proposition 2.For all voronoi relevant vectors ue A, @ An @A, we have |uj| < 6 for all i =1,...,n+1;
j=I,...m+tland k=1,...,p+1.

Proof.

Let ucA,®ALQA, be a Voronoi relevant vector. We suppose that there exist i, j, k such that |ujy| > 6;
because of symmetry of the Voronoi region we can assume without loss of generality that |u;;] > 6. And
because u is a Voronoi relevant vector iff —u is also a relevant vector, we can also assume that ujj, > 6.

Let X" e A, @A, QA foralli=2,...,n+1; j=2,...,m+1andk=2,...,p+1 begivenby
X111=lek=xij1"=xi1!-_:1;X11k=X1j1=Xiu=Xijk= -1 and 0 otherwise.

Note that ( x1IK x1JKy = 8 foralli,j,k. Thenby Definition2,weget: ;1 +Usjic+Uijs+Uigj- Uk — Ugjy — Uigg — Uik =
(u,xiKy < 8 for all i=1,...,n+1; j=1,...,m+1landk=1,...,p+1.

Because these are all integers, we even have that :U;13+UgjitUija+Uisk - Ugk - Ugjg - Uizg - Uik < 7.
Summingmultipleoftheserelationsfor afixedj=2,...,m+1gives:

MUy — MUyt MU — mui11+2}";51.(uljk+ Ujp - Ugjs - Ujjk) < 7(m+1-1). Summing multiple of these
relations for a fixed k = 2,...,p+1 gives : mpuy; — mpui11+2£:%.(muilkf mu11k)+2£:;.(2}”:§1.(u1,-k+ Uijs -
Ugj1 - Ujjk)) < 7(m+1-1)(p+1-1);

therefore —mujy; = Y220 muiy, and —muygy = X220 muyyy;

as becomes: mpuyi; — MPUjz; — MUjag +mpui11+2£:%- Z}n:zl-(uljk*‘ Uij1 - Ugj1 - Ujjk)) < 7(m+1-1)(p+1-1);

+1 1 _wptl _
furthermore, Y7 2,. ij:z (Ugj+ Uit = Ugj - Uij)) = 2P Z5-(-Urtk — Ui + Uggg + Uin) = Uggg — PUisg + PUigs —

Uiz,
so the inequations becomes: mpuyy; — MPUjz; — MUj13+MPU;za+ Ugg — PUisy + PUigg — Uiy < 7(m+1-1)(p+1-
1);
. 7(m+1-1)(p+1-1),
thus, (M+1)(p+1)(Uy11 — Uig) < 7(m+1-1)(p+1-1); SO Uggy — U jgq < W
7(m+1-)(p+1-1) A,
(m+1)(p+1) '

by hypothesis we have u;;; > 6, then we now get that: uj;; >
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7(m+1+p+1-1),

and thus uj;; > -1 + DD and we also have (7(m+1)(p+1)-1) > (m+1)(p+1) for all (p+1),(m+1) >

3.

S0 Uj11=>0 for all i = 2,...,n+1 and uy1;> 6; but in that case:

0 = Y™ Luj;; > 6+0+0+...+0 = 6 which gives a contradiction.

Therefore |uij| < 6 for all i=1,...,n+1; j=1,....m+l and k=1,...,p+1.

Remark 2.From the Proposition 2, we can deduce that all VVoronoirelevant vectorsofA,Q A& A, must lie
in X ={5,-4,-3,-2,-1,0, 1, 2, 3, 4, 5}™D™LE*DI (A QA ®A,). As for the case of two root lattices
we have determined the set of coordinates of the Voronoirelevant vector in A,QApbut the
characterization of its elements according to a certain subgraphs
ofthecompletedirectedtripartitegraph K1 m+1,0+1=(V,E)isverydifficult. Thisisthereason why,we will use
the associativity of the lattice of type A and the results obtained by LéoDucas and
WesselvanWoerdenin [5]tosolveCVPinthetensorproductofmorethantwolatticesoftype A.
Sincethetensorproductsof A 1ym+1)-1 @ ApandAn+1 @ At 1yp+1)-1areusedtosolveCVP

inA,®ARQA, thefollowingpropositiongivesusthecharacterizationoftheVVoronoirelevant vector in

Aty mi)-1QAp:

Proposition3.(VoronoirelevantvectorsofA . 1ym:1)-1@A,andA, QA ,QA,)

Now consider X = {-1,0,1}. The Voronoi relevant vectors of Ag.iym:1)-1 @A, are precisely all ue X \{0}
such that G, consists of a simple cycle.

The Voronoi relevant vectors of A,,®Am®Ap are also precisely all s& X \{0} such that G consists of a
simple cycle.

Proof.Just use (Theorem 2, [5]) and associativity.

SinceG, andG;areconnectedandthattheindegreeofeachnodeisexactlyl, wecanjust
thatthewholegraphconsistsofasingledirectedsimplecycle.

From Theorem 2, [5]we can deduce that the number ofVoronoi relevant vectors ofA,@ A @A, is equal to:

z ((n + 1)i(m + 1)) <p -:- 1).1‘!.(1‘ 11

L

Where i =2,...,min{(n+1)(m+1) , (p+1)}.

Finding the closest vectorin A,® Am®Ap

The VoronoireIevantvectorsofAn®Am®Apbeingcharacterized,wewiIIinthefoIIowing present a polynomial
algorithm allowing solving CVP in this type of lattice.

Lemma 2.Let xeA,®A,®A,, and let tespan(A,®A,®A,) be our target. If there exists a Voronoi
relevant vector ueRV(A,® A,®A,) such that ||(x+u)-t|| < ||x-t|| we can find such a Voronoi relevant
vector in O(((n+1)(m+1)-1+p)((n+1)(m+1)-1)p) operations. If it doesn’t exist this will be directed by
algorithm.

Proof.Just use (Lemmas 3 and 8, [5]) and associativity.

ijk - ik _ ik _ g ijk _ ik _ 1.
Remark 3.Let b"™€A,®A,®A, be given by:b/’ = bl = b= bl =15
ik _ ik _ 4ijk _ L ijk _ . - L
bl.lj'kJr1 = bi,j+1,k = bi+1,j,k = bl.Jrl_].Jrl‘kJrl = —1 and 0 otherwise for all i =1,...,(n+1); j =1,..,(m+1) and

k=1,...,p+1. Note that B = {b" : i =1,...,(n+1); j =1,..,(m+1) and k=1,...,p+1} is a basis of A,® A, QA,.
Because the basis B is so sparse we can efficiently encode elements in this basis.

Lemma 3.For any tespan(A,®A,®A,), we can find an xeA,QA,®A, such that

[Ix-t]| < 2/(n + D(m + D(p + 1) in O(((n+1)(m+1)-1)p)) operations.

Proof.Just use (Lemmas 7, [5]) and associativity.

In Lemma 5, if ¥; a;bY€ span(A,® A®A,)N(2ZMDM™DED) from the transformation, it is clear
that a; € 279Z. Since A,® A,®A, has only integer vectors, we can that if t€2“Z™V™DC*D then the

squared distance to the targetwill in each iteration improve with at least 27" which exactly what we
need to bound the number of iterations.

Algorithm1: ApolynomialCVPalgorithmforthelattice An@ Am®@A,.
Require:n,m,p,d > 1 andt=}; a; bY € span(A,®A®A,). witha;; € 279Z.
Ensure: a closest vector x to t in A, ARRA, .
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1:Find(agr)qrsuchthatt=3 . aq, b7 ;
2a:=Yqlag b7, b:=a;
3:fori=1,..., d (outer loop) do

4: ti=Ygr 27127 ag, 1b7";

5 constructweightedK . 1ym+1y,p+1)(Withu :=a - t;);

6: constructweightedK .1 m+1yp+1)(Withs:=a - t;);

7 whileK n+1ym+1),(p+1)(2 - ti)hasanegativecycleGdo(innerloop)
8: a:=a+u;

9: Xi.=a;

10: whileKn1),m+1)p+1)(2 - ti)hasanegativecycleG,do(innerloop)
11: b:=b+u;

12: Vii=a,

13: if [|xq — t]|<|| y — t[|then

14: Xgisaclosestvectortot;

15: else

16: yqisaclosestvectortot;

Proposition 4.Given a target t= ¥;; a;; b” espan(A,®A,®A,). witha;; € 27¢Z and with d > 1 we can find a
closest vector to t in A,®A,®A, in O(d.((n+1)(m+1)-1)p)?min{(n+1)(m+1)-1),p}) arithmetic operations
with the previous algorithm.

Proof.Just use (Theorem 3, [5]) and associativity.

Remark 4.Ingeneral,theoptimalparenthesiswouldbethatwhichcontainsthevector
(ABA,®A,). Thismeansthatwecouldfirstcheckifthevectortespan(A,®A,®A;). This means that we
could first check if the vector t is either in span(An®A(m+1)(p+1)_l) or in
span(A(n+1)(m+l)1®Ap),andthiswiIIaIIowustogaininagoodnumberofoperations.Notealsothatthesearchfort
hisoptimalparenthesisbecomesmorecomplexwhen thenumberoflatticesincreases.

V. Closest Vector Problem in A1 Q@A R...Q A«
Accordingtothe previousremark,we can generalizethe resolution of CVP in the tensor product of kroot lattices of
type A.
Let k lattices A1, ...,AnOf type A.
Definition 9.Let ny, ...,n> 1, be k positives integers that are not all zero. We call root lattice An1®An2®

QA, 7™ Dof rank ny.n,...ny all of the elements
k

_ 1+1)...(nk+1 P S
X= (Xlll...lyxll...l(nk+l):X121...ln-~'aX(n1+l)...(nk+l)€Z(n +1)-(nker1) satisfying conditions:
+1 _ (2 P
. Yoy XK@ a0 =0 fori® =1, n,+1; .5 09 =1, n, +1
+1 _ (2 o
. Y6, Xiwi@ 00 =0 fori® =1, .y +1; .5 i® =1, n +1
O
ny+1 . (k—
. Yo, Xiw@ 00 =0 for i =1,..,n; +1; .. i®D =1, ngegy) +1

We will use the indices i(l),...,i(k ) throughout this section.

Wenote that by gradually regrouping these lattices, and two by two,and by using the associativity of
thetensorproduct, solving CVP inA,1QALQ...QAkamounts to solving the same problem in
(An1®An2)®An3®---®Ank-

Stepbystep,solvingCVPIin  Ani@An®...QA couldbereducedtosolving  itinAn @ Amz+1y...(nk+1)-1, OF in

An1+1)(n2+1)-1QAm3+1)...(nk+1)-1, OT in ...

Thus,wewillhaveseveralsublatticeswhenthenumberkislarge. Therefore,theclosestvector
associatedtothevectorassociatedwiththelatticewillbequitesimplybetheonewhosenormwillbesmallestamongallthevec
torswhichwillbedeterminedintheaforementionedlattices. Theprevioussectionillustrateswellthecasefork=3.
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V. Conclusion
In this project, we have shown that we can use the optimal parenthesis to solve the closest

vector problem in the tensor product of three root lattices of type A; and this optimal parenthesis could also
allow to generalize this resolution in the case of a finite number of root lattices of type A, this having
previously solved the problem of optimal parenthesis which becomes complex when the numbers of root
lattices becomes large.

In our future work, we will use the characterization of the Voronoi relevant vectors and the

oriented complete k —graphs to solve CVP in the tensor product of k lattices of type A
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