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Abstract: Key exchange protocols are a fundamental aspect of information security. A clear understanding of
these protocols is required for security practitioners who wish to apply such protocols in SSH, TLS, or similar
secure communications protocols. This paper provides a generalized overview of the most widely used key
exchange protocols as well as an analysis of any weaknesses in such protocols.
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I.  Introduction
Key exchange protocols are used in all secure communications. Virtual Private Networks, encrypted
web traffic, SSH, all depend upon first exchanging a symmetric key. Despite this pivotal role in secure
communications, many network security practitioners do not have a clear understanding of these protocols. The
purpose of this paper is to provide a clear overview of each of the major key exchange protocols as well as any
issues with those protocols.

Il.  Diffie-Hellman

Diffie Hellman, was the first publicly described asymmetric algorithm. This is a cryptographic
protocol that allows two parties to establish a shared key over an insecure channel. In other words, Diffie-
Hellman is often used to allow parties to exchange a symmetric key through some unsecure medium, such as the
internet. It was developed by Whitfield Diffie and Martin Hellman in 1976.

The Diffie-Hellman has two parameters called p and g. Parameter p is a prime number and parameter g
(usually called a generator) is an integer less than p, with the following property: for every number n between 1
and p-1 inclusive, there is a power k of g such that n = g* mod p [1]. Literally, g is able to generate all n’s in the
set of p to p-1 by raising g to some power k, mod p.To illustrate this concept, I will use the ubiquitous Alice and
Bob examples. Alice and Bob to illustrate this
Alice generates a random private value a and Bob generates a random private value b. Both a and b are drawn
from the set of integers
They derive their public values using parameters p and g and their private values. Alice's public value is ga mod
p and Bob's public value is gb mod p.
They exchange their public values.
Alice computes gab = (gh)a mod p, and Bob computes gba = (ga)b mod p.
Since gab = gba =k, Alice and Bob now have a shared secret key k [2].
This framework for establishing a shared key over an insecure medium is based on fundamental mathematics
that makes it suitable for constructing efficient cryptographic systems with strong security properties [3].

This is shown in figure 1
@ Both parties know pand g @

Alice Bob
Alice

1. Alice generates a 1. Bob generatesB

2. Alice's public value is 2. Bob’s public value is g°
g°mod p mod p

3. Alice computes g = 3. Bob computes g7 =
(g”)2 mod p, (9°)” mod p.

Since g° = g®@they now have a
shared secret key usually called
k(k=g"=g")

Figure 1 — Diffie-Hellman
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Diffie Hellman was the first published asymmetric cipher and is widely used for key exchange. It is used in
protocols such as IPSec and SSH to generate a shared key.

There have been various improvement sin Diffie Hellman. Some, such as those discussed later in this paper, are
significant departures from Diffie Hellman, such as are described subsequently in this paper, to minor
modifications. Among the modifications to Diffie Hellman are the addition of authentication [4][5].

I11.  Elgamal
It is based on the Diffie-Hellman key exchange. It was first described by Taher Elgamal in 1984. ElGamal is
based on the Diffie Hellman key exchange algorithm described earlier in this chapter. It is used in some
versions of PGP.
The ElGamal algorithm has three components: the key generator, the encryption algorithm, and the decryption
algorithm[6]. We will keep with the format we have used so far, that of using Alice and Bob.
Alice generates an efficient description of a multiplicative cyclic group G of order g with generator g.
Note: You should remember groups from chapter 5. A cyclic group is a group that is generated by a single
element, in this case that is the generator g. With a multiplicative cyclic group, each element can be written as
some power of g.
Next Alice chooses a random from x from a set of numbers {0,...,q-1)
Then Alice computes h = gx Remember g is the generator for the group and x is a random number from within
the group.
h, G,q, and g are the public key, x is the private key.
If Bob wants encrypt a message m with the public key Alice generated, the following process is done:
Bob generates a random number y is chosen from {0,..,q-1}. Y is often called an ‘ephemeral key’
Next Bob will calculate c1. That calculation is simple: c1 = g”
next a shared secret s =h” is computed.
the message m is converted to m’ of G
Next Bob must calculate ¢2. That calculation is relatively easy: c2 =m’ * s
Bob can now send c1 and c2 = as the encrypted text
To decrypt a message m with the public key the first person generated, the following process is done:
The recipient calculates s = ¢1*
The then the recipient calcualtes m’ = ¢2 * s
Finally, m’ is converted back to the plain text m
The structure should look somewhat similar to Diffie Hellman. The algorithm has a similar basic structure.
ElGamal is based on the difficulty of solving the discrete logarithm problem within a cyclic group[7][8].

V. MQV
Like EIGamal, MQV (Menezes—Qu-Vanstone) is a protocol for key agreement that is based on Diffie—Hellman.
It was first proposed by Menezes, Qu and Vanstone in 1995 [9] then modified in 1998. MQV is incorporated in
the public-key standard IEEE P1363 [10]. You can see the MQV process in figure 2.

Sending Channel (AA) Receiving Channel (BB)

Stage 1: Sender generates a key
pair (X,x). First generate a
random x and then calculate
X=xP, where P is a point on an
elliptic curve.

Stage 1: Receiver generates a key
pair (Y,v) by first generating a
random y and calculating Y=yP;
where P is a point on an elliptic
curve.

Stage 2: Sender calculates S, = x +
Xa and sends to receiver.

Stage 2: Sender calculates Sy =x +
Xb and sends to sender.

Stage 3: Sender calculates K=h *
S,(Y +YB)

Stage 3: Receiver calculates K= h
* S, (X +XB)

K is the secret key
Figure 2 MQV
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The primary advantage MQV has over Diffie-Hellman is that MQV is authenticated [11]. Though there now
exist variations of Diffie-Hellman that are authenticated, the original protocol was not. There are also variation
of MQV that are based on an elliptic curve and are thus called Elliptic Curve MQV (ECMQV)[12].

V.  Conclusion
The three key exchange protocols discussed in this paper are the most widely used, and most

thoroughly studied key exchange protocols. These protocols are central to a wide range of security technology.
A thorough understanding of the details of each; Diffie-Hellman, MQV, and Elgamal, is critical to
understanding the exchange of symmetric keys.
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