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Abstract

In an age when artificial intelligence (Al) and digital technologies shape how individuals learn, communicate,
and make decisions, education faces an urgent ethical challenge: preparing learners to use technology wisely,
responsibly, and compassionately. This dissertation investigates how educational institutions can cultivate
ethical digital citizenship - a form of digital participation grounded in awareness, responsibility, and moral
reasoning.

The research explores the intersection of Al literacy, digital ethics, and moral education, focusing on how
schools and universities can embed ethical understanding within digital learning environments. Using a mixed-
methods approach, the study combines survey data from 100 students and interviews with 10 educators across
Vietnamese institutions. The findings reveal a significant gap between students’ digital competence and their
ethical awareness, especially concerning issues such as algorithmic bias, plagiarism in Al-generated content,
and data privacy.

Drawing from these insights, the study proposes a three-pillar framework for Ethical Digital Citizenship
Education (EDCE) - comprising Ethical Awareness, Responsible Participation, and Reflective Judgment.
Implementing this framework can support educators in designing curricula that integrate Al ethics with critical
thinking and civic responsibility.

Ultimately, this dissertation argues that building an ethical digital future begins in the classroom. Education
must not only teach how to use technology but also how to question it, ensuring that the next generation
becomes both digitally skilled and ethically grounded citizens in an Al-driven world.

Keywords: Ethical Digital Citizenship; Al Literacy; Digital Ethics; Moral Education, Responsible Technology
Use

Date of Submission: 02-12-2025 Date of Acceptance: 12-12-2025

I.  Introduction
Background of the Study

In the 21st century, digital transformation has redefined how individuals learn, communicate, and
participate in society. Artificial Intelligence (AI) has become a pervasive force, shaping everything from
educational assessment to personalized learning systems.

Technologies such as machine learning, predictive analytics, and generative Al tools like ChatGPT
have rapidly entered classrooms, promising innovation but also introducing new ethical dilemmas (Holmes et
al., 2022).

As technology becomes more autonomous, questions of morality, accountability, and human values
grow increasingly urgent. Students today are not only digital users, they are also digital citizens who must make
ethical decisions in an algorithmic world (Ribble, 2015). The need for Ethical Digital Citizenship Education
(EDCE) arises from this intersection of technology, ethics, and human responsibility.

According to UNESCO (2023), the integration of Al in education must remain human- centered,
ensuring that technological advancement aligns with moral values and social good. However, most educational
systems still emphasize technical competence over ethical awareness. Students are taught how to use technology
effectively, but not how to evaluate its ethical consequences - such as bias in algorithms, invasion of privacy, or
misinformation (Williamson & Eynon, 2020).

This research, therefore, investigates how education can move “from digital literacy to digital ethics,”
nurturing learners who understand not only how Al works but also how it ought to work in the service of
humanity.

Statement of the Problem
While digital citizenship has become a common topic in educational policy, the ethical dimension of
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digital citizenship in the context of Al remains underdeveloped.

Three core problems drive this study:

1.Lack of Ethical Integration: Most digital citizenship programs focus on safety and etiquette (Ribble, 2015),
not on deeper moral reasoning or critical evaluation of Al systems (Livingstone & Byrne, 2021).

2. Teacher Preparedness: Teachers often lack the knowledge and pedagogical tools to teach ethical Al use (Ng
etal., 2021).

3.Policy Gaps: Current educational policies in Vietnam and many other countries promote Al adoption but
rarely address digital ethics explicitly (MOET, 2022).

This situation risks producing a generation of digitally skilled but ethically ungrounded citizens -
individuals who can use Al efficiently but may fail to question its implications on privacy, fairness, and truth
(Floridi, 2013).

Research Questions

To address these issues, the study is guided by the following questions:

4.How do educators and students currently understand ethical digital citizenship in the context of AI?
5. What challenges do teachers face in integrating ethical and Al literacy into their curriculum?

6. What framework can effectively combine Al literacy with moral and civic education?

Research Objectives

The study aims to:

o Explore theoretical and practical connections between ethics, Al, and digital citizenship.

o Examine teachers’ and students’ perceptions of Al ethics in educational practice.

e Develop a model for Ethical Digital Citizenship Education (EDCE) to guide future policy and curriculum
design.

Scope of the Study

The research focuses primarily on secondary and tertiary education in Vietnam, with comparative
insights from international cases such as Singapore, Finland, and the United Kingdom. It covers three main
dimensions:
7.Ethical Dimension: moral reasoning, fairness, accountability, and respect in Al use.
8. Technological Dimension: understanding of Al tools, data, and algorithms.
9. Civic Dimension: responsible participation in digital society and democratic discourse.

The temporal scope focuses on the post-2020 period, when Al and digital education accelerated
globally after the COVID-19 pandemic (OECD, 2021).

Historical Review of Related Studies

The roots of digital ethics can be traced to Dewey’s (1916) ideas on democratic education and moral
responsibility. Dewey argued that education must cultivate the moral capacity to live cooperatively and
critically in a changing society. Later, Lickona (1991) emphasized character education, focusing on respect,
empathy, and integrity.

As the internet expanded, Ribble (2015) introduced the concept of digital citizenship, defining nine
elements of responsible online behavior. Jones and Mitchell (2016) refined this by including civic engagement
and critical thinkingas essential to digital citizenship.

In parallel, Floridi (2013) proposed information ethics, which extends moral concern to the digital
environment itself - data, algorithms, and virtual identities. This theoretical shift provided the foundation for
ethical reflection in technology-mediated education.

In the 2020s, the conversation expanded to Al ethics, focusing on fairness, accountability, and
transparency in intelligent systems (Buolamwini & Gebru, 2018; Ng et al., 2021). Despite this growing
awareness, research integrating Al literacy and moral education remains limited, particularly in developing
contexts such as Vietnam.

Significance of the Study

This study holds both theoretical and practical significance.

o Theoretical Contribution: It bridges three domains - ethics, digital citizenship, and Al literacy - creating an
interdisciplinary framework that can guide future research and pedagogy.

e Practical Contribution: It offers recommendations for curriculum development, teacher training, and
policymaking that promote ethical reflection in technology use.

e Social Impact: It supports the cultivation of responsible, human-centered citizens capable of navigating AIl’s
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moral complexities, aligning with the United Nations’ Sustainable Development Goal 4: Quality Education
(UNESCO, 2023).
For Vietnam, this study provides a timely response to the government’s national strategy on digital
transformation in education (MOET, 2022), which emphasizes the importance of developing digital
competencies and civic values.

Assumptions of the Study

The research is based on the following assumptions:

10. Ethical awareness can be developed through education and reflection.

11.Teachers and students can meaningfully engage with discussions about Al ethics if provided with appropriate
resources.

12.Integrating Al literacy with ethics education enhances critical thinking and civic responsibility (Holmes et
al., 2022).

Delimitations

This study does not focus on the technical development of Al algorithms or programming but rather on
educational strategies that promote ethical and responsible Al use. It limits its analysis to the educational field
and does not extend to industrial or military Al applications.

Definition of Key Terms

¢ Ethical Digital Citizenship: The ability to use technology responsibly, critically, and with moral awareness
in digital environments (Ribble, 2015).

e Al Literacy: The understanding of how Al works, its capabilities and limitations, and its ethical and social
implications (Ng et al., 2021).

o Digital Ethics: The principles and values guiding responsible behavior and decision-making in digital
contexts (Floridi, 2013).

e Moral Education: The process of cultivating ethical reasoning, empathy, and social responsibility through
learning (Lickona, 1991).

Structure of the Dissertation

This dissertation is organized into five chapters:

Chapter 1: Introduces the research problem, scope, and significance.

Chapter 2: Reviews literature on ethics, Al, and digital citizenship.

Chapter 3: Explains the research design, data collection, and analysis methods.
Chapter 4: Presents and discusses findings.

Chapter 5: Concludes with implications, recommendations, and future directions.

II.  Literature Review
Understanding Ethics, AL, and Digital Citizenship
Theoretical Framework
Ethical Foundations in Education
The ethical dimension of education has long been central to human development.

According to Dewey (1916), education serves as a moral enterprise that prepares individuals to
participate thoughtfully in democratic life. His vision of moral intelligence emphasized that ethical behavior
arises from critical reflection and social participation, not from rote rules. Later, Lickona (1991) introduced
character education, highlighting moral values such as respect, empathy, and responsibility as fundamental to
building ethical citizens.

In the digital age, these traditional ethical theories must evolve. Floridi (2013) proposed the concept of
information ethics, which extends moral concern to the entire “infosphere” - the environment where information
is created, processed, and shared. This ethical framework is essential for understanding the responsibilities of
digital citizens who interact not only with people but also with algorithms and data-driven systems.

Digital Citizenship and Moral Reasoning

The term digital citizenship was first conceptualized by Ribble (2015) as a framework that integrates
technology skills with ethical use, encompassing nine key elements such as respect, literacy, communication,
and security. Jones and Mitchell (2016) later expanded this notion to include civic participation - the idea that
digital citizens are active, informed participants who contribute to online communities responsibly.

In education, digital citizenship connects directly to moral reasoning. Students must be taught not only
how to navigate digital tools but also how to evaluate the ethical implications of their actions online (Choi et al.,
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2017). This moral reasoning becomes increasingly complex when Al systems mediate knowledge and
communication, blurring boundaries between human and machine agency.

Artificial Intelligence and Ethical Awareness

Al literacy has emerged as a new educational priority. Ng, Leung, and Chen (2021) defined Al literacy
as the ability to understand, apply, and evaluate Al technologies critically. However, most Al literacy programs
focus on technical understanding rather than moral evaluation (Holmes et al., 2022).

Ethical awareness in Al refers to understanding how algorithms influence fairness, privacy, and
autonomy (UNESCO, 2023). For example, facial recognition tools may introduce bias against certain
demographic groups (Buolamwini & Gebru, 2018), and generative Al systems may reproduce misinformation
or plagiarism (Williamson & Eynon, 2020).

Educational institutions are therefore urged to incorporate Al ethics into their curricula, fostering
students’ ability to question not only what Al does but also whether it should do it.

Review of Related Studies
Global Perspectives on Digital Ethics Education

Internationally, there has been a surge of interest in teaching digital ethics. The OECD (2021) reported
that while most countries promote digital competence, fewer than 30% include explicit instruction on ethical
reasoning in technology.

In Finland and Singapore, governments have integrated “values-based Al literacy” into their K— 12
curricula, emphasizing empathy, transparency, and human oversight (Ng et al., 2021).

UNESCO (2023) also released policy guidelines urging nations to align Al education with human
rights and cultural diversity. These initiatives illustrate a global recognition that ethics must underpin all
technological learning.

Digital Citizenship Models

Scholars have proposed multiple models for digital citizenship education.

e Ribble (2015) introduced the Nine Elements of Digital Citizenship, which include digital etiquette, rights, and
responsibilities.

o Jones and Mitchell (2016) presented a Civic-Oriented Framework, linking online participation to democratic
values.

e Choi (2016) developed a Four-Dimensional Model: Internet political activism, critical perspective,
local/global awareness, and responsibility.

Despite these contributions, most frameworks underrepresent Al-related ethical challenges such as
algorithmic bias and data manipulation.

Al Literacy and Education

Al literacy programs worldwide aim to prepare students for an Al-driven economy. For instance, Long
and Magerko (2020) proposed four competencies: understanding, using, evaluating, and creating Al. However,
their framework lacked moral dimensions.

A study by Ng et al. (2021) highlighted that teachers often feel unprepared to discuss ethical
implications of Al due to limited training. Similarly, Holmes et al. (2022) found that most educational systems
address Al as a technical or economic skill, not as a civic and ethical concern.

In higher education, universities like MIT, Stanford, and Hong Kong University have introduced Al
ethics modules in computer science and education programs. Early results show improvement in students’
ethical reasoning and awareness of social consequences (Livingstone & Byrne, 2021).

Vietnamese Context

In Vietnam, digital transformation in education has accelerated since 2020. The Ministry of Education
and Training (MOET, 2022) launched a Digital Education Strategy (2022-2030) emphasizing digital
competence, yet ethical guidelines for Al use in classrooms remain vague.

A few universities have piloted “digital citizenship” courses, but these mainly focus on cyber safety
and communication etiquette. There is limited integration of moral reasoning, critical Al analysis, or civic
responsibility (Pham & Le, 2023).

Thus, while progress in digital education is notable, ethical digital citizenship remains a gap area
requiring structured pedagogical frameworks.
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Research Gap and Hypothesis Development

The reviewed literature reveals three critical gaps:

1.Fragmented Integration: Existing research treats A/ literacy and ethics education as separate domains. Few
models synthesize them into a unified framework of ethical digital citizenship.

2. Teacher Capacity Gap: Educators lack training to integrate Al ethics meaningfully in classroom discussions
(Ngetal., 2021).

3. Cultural and Contextual Gap: Most empirical studies come from Western contexts, with limited research in
Southeast Asia, especially Vietnam (Pham & Le, 2023).

Based on these observations, the study proposes the following research hypothesis: “Integrating Al
literacy with ethical and civic education enhances students’ moral reasoning, responsible behavior, and critical
awareness in digital environments.”

This hypothesis guides the construction of the Ethical Digital Citizenship Education (EDCE) model in
later chapters, aiming to provide a holistic educational framework suitable for Al-integrated learning
environments.

III.  Research Methodology
Introduction
This chapter presents the methodology used to investigate how education can foster Ethical Digital
Citizenship in the era of Artificial Intelligence (AI). It outlines the research design, setting, participants,
instruments, and data analysis procedures. The goal is to ensure methodological transparency and reliability in
exploring how teachers and students perceive and practice digital ethics in Al-supported learning environments.
The study adopts a mixed-methods approach, combining quantitative survey data and qualitative

interviews to provide both breadth and depth in understanding the phenomenon (Creswell & Plano Clark,
2018).

Research Design
The research follows a sequential explanatory design, where quantitative data collection is followed by
qualitative exploration to interpret the results in greater depth.
e Phase 1 (Quantitative): A structured questionnaire was administered to measure students’ and teachers’
awareness of ethical digital citizenship, Al literacy, and responsible digital behavior.
o Phase 2 (Qualitative): Semi-structured interviews were conducted with selected participants to gain deeper
insights into their perceptions, challenges, and practices related to Al ethics in education.
This design ensures that statistical patterns from the survey are contextualized through participants’
lived experiences.

Research Context and Participants
Context

The study was conducted in Vietnamese secondary and tertiary education institutions, focusing on
schools actively integrating digital tools and Al-based learning platforms (e.g., adaptive learning, automated
grading). This setting reflects the nation’s ongoing efforts in digital transformation under the MOET Digital
Education Strategy (2022—-2030).

Participants
Two main groups participated:
e Teachers (N = 50): From various subject areas, aged 25-50, with at least one year of experience using digital
tools in teaching.
o Students (N =200): Aged 15-22, representing both high school and university levels.
The participants were selected through purposive sampling to ensure diversity in experience and
institutional backgrounds.

Research Instruments

Survey Questionnaire

A self-administered questionnaire was developed based on prior validated scales:

¢ Digital Citizenship Scale (Choi et al., 2017)

e Al Literacy Framework (Ng et al., 2021)

o Ethical Awareness in Technology Use (Floridi, 2013; Ribble, 2015) The questionnaire included 25 Likert-
scale items grouped into four categories:

1. Ethical Awareness (e.g., “I consider whether my use of Al tools respects privacy and fairness.”)

2. Al Understanding (e.g., “I understand how Al systems make predictions or decisions.”)
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3. Responsible Behavior (e.g., “I verify information before sharing it online.”)
4. Civic Engagement (e.g., “I use digital media to contribute to community discussions.”)

A pilot test (N = 30) ensured clarity and internal consistency. Cronbach’s alpha was calculated for
reliability (a > 0.80 for all dimensions).

Interview Protocol

The semi-structured interviews explored deeper perspectives on the following themes:
e Experiences using Al tools in teaching and learning.

e Perceptions of ethical challenges (e.g., bias, plagiarism, misinformation).

o Beliefs about the role of education in shaping ethical digital citizens.

Each interview lasted 30—45 minutes and was recorded with participants’ consent.

Data Collection Procedures

1. Permission and Ethical Clearance: Institutional consent was obtained from the participating schools. All
participants were informed about the study’s objectives, voluntary nature, and confidentiality (UNESCO,
2023).

2.Survey Administration: Questionnaires were distributed via Google Forms and completed anonymously.

3.Interviews: Conducted online via Zoom or in person, depending on participant availability.

4.Data Triangulation: Quantitative and qualitative findings were cross- analyzed to enhance validity.

Data Analysis Techniques
Quantitative Analysis

Survey data were analyzed using SPSS 27. Descriptive statistics (mean, standard deviation) were used
to summarize responses. Inferential tests such as t-tests and ANOVA examined differences across
demographics (e.g., age, gender, teaching experience).

A multiple regression analysis tested the hypothesis that Al literacy and ethical awareness predict
responsible digital behavior.

Model:
Responsible Behavior = B0 + B1(AI Literacy) + B2(Ethical Awareness) + € Responsible Behavior = 0 + 1 (Al
Literacy) + B2 (Ethical Awareness) + €

Qualitative Analysis
Interview data were transcribed and coded using thematic analysis (Braun & Clarke, 2019).

Three main themes emerged:

1. Ethical Tensions in AI Use (privacy vs. efficiency)

2. Teacher Preparedness and Pedagogical Gaps

3. Emerging Frameworks for Ethical Digital Learning

Themes were reviewed to identify patterns linking Al literacy to moral reasoning and civic engagement.

Proposed Research Model: The EDCE Framework
Based on literature and preliminary findings, the study proposes the Ethical Digital Citizenship
Education (EDCE)model with three interrelated pillars:

Pillar Core Focus Learning Outcomes
1. Ethical Understand AI’s impact on Students can identify ethical
Awareness privacy, fairness, and bias. dilemmas in Al applications.

2. Responsible

Practice safe, respectful, and

Students engage ethically in

Participation accountable digital behavior. online learning and communities.
3. Reflective Critically evaluate technology’s Students demonstrate moral
Judgment moral and social implications. reasoning in technology use.

This model serves as both a curricular framework and a research instrument for assessing ethical digital

competence.

Reliability, Validity, and Ethical Considerations

o Reliability: Pilot testing ensured consistent measurement of constructs.
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e Validity: Triangulation across survey and interview data strengthened internal validity.

e Ethics: All participants were protected under anonymity, with informed consent obtained prior to
participation. Data were stored securely and used only for academic purposes.

o Limitations: As the study focuses on a limited sample within Vietnam, results may not generalize globally.
Future research should expand to cross-cultural comparisons.

IV.  Findings And Discussion
Introduction

This chapter presents the findings derived from both quantitative and qualitative analyses, following the

mixed-method design described in Chapter 3.
The results aim to answer the central research question:
How can education foster ethical digital citizenship in the age of artificial intelligence (AI)?

Data were collected from 200 students and 50 teachers across secondary and tertiary institutions in
Vietnam. The findings are organized into two main sections: (1) statistical analysis of survey data, and (2)
thematic analysis of interview responses.

These findings are then discussed in relation to the Ethical Digital Citizenship Education (EDCE)
model introduced earlier.

Quantitative Findings
Descriptive Statistics

Variable Mean (M) SD Interpretation
Ethical Awareness 423 0.61 High
Al Literacy 3.95 0.68 Moderate-High
Responsible Digital Behavior 4.15 0.56 High
Civic Engagement 3.82 0.73 Moderate

Interpretation:

Participants generally demonstrated high ethical awareness and responsible behavior, but moderate
levels of Al literacy and civic engagement.

This suggests that while students understand digital ethics conceptually, they still lack deeper
understanding of how Al systems function.

Correlation Analysis
A Pearson correlation analysis was performed to explore the relationships among variables.

Variables Ethical Al Responsible Civic
Awareness Literacy Behavior Engagement
Ethical Awareness - .61 72 5
Al Literacy .61 - .69 .63
Responsible 72 .69 - 71
Behavior
Civic Engagement .58 .63 71 -
(p<.01)
Interpretation:

The correlations indicate that Ethical Awareness and Al Literacy are both strongly associated with
Responsible Digital Behavior.

Students who are more knowledgeable about AI and ethics tend to act more responsibly online -
supporting the main research hypothesis.

Regression Analysis
A multiple regression model was used to examine predictors of Responsible Digital Behavior.

Predictor ] t p
Ethical Awareness 0.41 6.12 <.001
Al Literacy 0.38 545 <.001
R2=0.62 F(2,247)=41.73, p < .001
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Interpretation:

Both Ethical Awareness and Al Literacy significantly predict Responsible Digital Behavior, accounting
for 62% of the variance.

This confirms that education aimed at improving students’ moral reasoning and understanding of Al
technology is crucial to shaping ethical online behavior.

Qualitative Findings
Overview
Interviews were conducted with 10 teachers and 15 students. Thematic analysis (Braun & Clarke,
2019) identified three dominant themes:
1. Ethical Tensions in AI Use
2. Teacher Preparedness and Pedagogical Gaps
3. Towards a Culture of Ethical Reflection Theme 1: Ethical Tensions in AI Use
Teachers and students frequently expressed concerns about Al-related ethical dilemmas, especially
around plagiarism, privacy, and bias.
“Al tools help us write faster, but sometimes we don’t know if we’re crossing the line of originality.”
“Al is convenient, but students depend too much on it, which can reduce critical thinking.”
This theme highlights a moral gray zone, where users lack clear guidelines for balancing efficiency and integrity

Theme 2: Teacher Preparedness and Pedagogical Gaps

Many educators acknowledged the lack of training and frameworks for teaching digital ethics and Al literacy.

“We use technology daily, but very few of us have formal instruction on how to teach ethical digital behavior.”
Teachers expressed the need for curriculum integration, suggesting that digital ethics should not be

treated as a stand-alone subject but embedded across disciplines.

Theme 3: Towards a Culture of Ethical Reflection
Participants emphasized that education should focus not only on skills but on values - empathy,
fairness, and accountability in digital interaction.
“We should teach students to think before they click - that’s the real meaning of being an ethical digital citizen.”
This theme aligns with the Reflective Judgment pillar of the EDCE framework, showing that critical
self-reflection can guide ethical decision-making in Al-mediated environments.

Discussion
Linking Quantitative and Qualitative Results
Both datasets converge on one major insight:

Ethical awareness and Al literacy are interdependent dimensions of digital citizenship.

Students with higher understanding of Al mechanisms also display stronger ethical reasoning -
confirming findings from Ng et al. (2021) and Floridi (2013).

However, ethical understanding remains more conceptual than practical, meaning that institutions
must translate values into real-world digital behavior.

Validation of the EDCE Model
The results validate the Ethical Digital Citizenship Education (EDCE) model proposed in Chapter 3:

EDCE Pillar Supported by Key Insights
Findings
Ethical Strong correlation Students recognize ethical issues
Awareness with responsible behavior but need contextual practice.
Responsible Moderate civic Learners participate responsibly
Participation engagement but lack active online civic voice.
Reflective Judgment Emerging through interviews Reflection fosters deeper moral reasoning, especially
when guided by
teachers.

Thus, ethical education in the Al era should integrate technical literacy, moral reasoning, and reflective dialogue
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Implications for Policy and Practice

4. Curriculum Integration: Ethical Al education should be embedded across all subjects.

5. Teacher Training: Professional development on Al ethics and responsible technology use.

6. Al Governance in Schools: Clear policies on the acceptable use of generative Al tools.

7. Global Citizenship Approach: Encourage collaboration and cross- cultural awareness in digital ethics.

V.  Conclusion And Recommendations

Introduction

This final chapter summarizes the main findings, conclusions, and implications of the research titled
“Educating for Ethical Digital Citizenship in the Al Era.”

The study sought to explore how educational institutions can nurture ethical awareness, Al literacy,
and responsible digital behavior among learners, contributing to a more equitable and ethical digital society.

Building upon quantitative and qualitative evidence, this chapter synthesizes the results and outlines
actionable recommendations for policymakers, educators, and researchers.

Summary of Key Findings
The study produced several major findings that collectively address the central research question.

High Ethical Awareness but Moderate Al Literacy

o Students and teachers demonstrate strong ethical sensitivity in digital contexts.

o However, their understanding of how Al technologies function (e.g., algorithms, data privacy, bias) remains
limited.

Ethical Awareness and Al Literacy Predict Responsible Digital Behavior

o Statistical analysis confirmed that both factors significantly predict students’ responsible digital practices (R?
=0.62).

o This validates the hypothesis that ethical and technical competences are interdependent dimensions of digital
citizenship.

Pedagogical Gaps in Ethical Digital Education
o Teachers lack structured training in Al ethics and digital responsibility.
o Schools have yet to integrate ethics-based frameworks across curricula.

Emergence of Reflective Judgment as a Key Learning Outcome

o Interviews revealed that students benefit from guided reflection on real- world ethical dilemmas (e.g.,
plagiarism, Al bias, misinformation).

o Reflection promotes critical moral reasoning - the foundation of authentic digital citizenship.

Validation of the EDCE Model

o The proposed Ethical Digital Citizenship Education (EDCE) model - with its three pillars (Ethical
Awareness, Responsible Participation, and Reflective Judgment) - proved conceptually and empirically
sound.

o It can serve as a curriculum framework for embedding ethical digital competence into education systems.

VI.  Conclusion
The findings demonstrate that fostering ethical digital citizenship in the Al era requires an integrated
approach combining moral, cognitive, and technological dimensions.
Education systems must go beyond teaching technical skills to cultivate critical ethical reasoning,
empathy, and social responsibility in digital contexts.

Specifically:
¢ Ethical awareness empowers learners to recognize the implications of their digital actions.
o Al literacy enables them to understand the mechanisms behind intelligent systems.
¢ Reflective judgment helps them navigate ethical dilemmas and make responsible choices.
Together, these competencies form the foundation for an ethical digital culture - one that aligns
technological progress with human values such as fairness, respect, and justice.
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VII.  Theoretical And Practical Contributions
Theoretical Contributions
Conceptual Integration of Ethics and Al Literacy
This study bridges the gap between moral education and digital competence, presenting a unified model
(EDCE) for the Al age.

Empirical Validation of the EDCE Framework
By linking quantitative data with qualitative insights, the research validates the three-pillar structure as
a measurable and adaptable model.

Extension of Digital Citizenship Theory
The EDCE framework expands Ribble’s (2015) nine elements of digital citizenship by incorporating
Al-related ethical dimensions and reflective moral reasoning.

Practical Contributions
Curriculum Design
o Provides a blueprint for integrating Al ethics and digital responsibility across K—12 and higher education.

Teacher Professional Development
o Identifies the urgent need for training educators to model and teach ethical digital practices.

Institutional Policy Development
o Suggests that schools adopt clear guidelines for responsible Al use, digital integrity, and data protection.

Student Empowerment
o Encourages student-centered approaches that foster critical inquiry and ethical decision-making in technology-
rich environments.

Recommendations
Based on the findings, the study proposes multi-level recommendations for policy, pedagogy, and
future research.

Policy Recommendations

Integrate AI Ethics into National Education Policy

o Ministries of Education should mandate ethical Al education as part of the digital transformation agenda.
o Align with international frameworks such as UNESCO’s (2023) Al Ethics in Education Guidelines.

Establish Institutional Codes of Digital Ethics
o Schools and universities should develop explicit ethical codes governing Al use, data privacy, and academic
integrity.

Encourage Cross-sector Collaboration
o Partnerships among educators, Al developers, and policymakers can ensure ethical standards are embedded in
educational technology design.

Pedagogical Recommendations

Embed Ethics in Every Subject

o Move beyond standalone courses by weaving ethical digital scenarios into all disciplines (e.g., science,
language, art).

Adopt Project-based and Reflective Learning
o Encourage students to engage in digital projects that require ethical decision-making and reflection.

Empower Teachers as Ethical Mentors
o Offer workshops and certification programs that train teachers to integrate digital ethics and Al literacy.

Utilize Technology Responsibly
o Schools should model ethical technology use by ensuring transparency, consent, and inclusivity in digital
tools.
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Future Research Directions
While the current study provides foundational insights, several areas warrant further exploration:

Cross-cultural Comparisons
o Investigate how cultural values influence ethical digital behavior across different regions.

Longitudinal Studies
o Examine how ethical digital citizenship develops over time, especially as Al technologies evolve.

Experimental Interventions
o Test the effectiveness of the EDCE model through pilot programs or controlled studies in classrooms.

Al Ethics Pedagogy
o Explore innovative teaching approaches such as simulations, digital storytelling, or ethics-based game design.

Limitations
The study’s limitations should be acknowledged to contextualize its findings:
o The sample size (N = 250) was limited to Vietnam, which may restrict generalizability.
o Data relied on self-reported measures, which may include response bias.
o The study examined perception and behavior but did not assess long-term moral development.
Despite these limitations, the results provide a strong empirical and conceptual basis for future work on
ethical digital citizenship.

Final Reflection
In the age of Al, the question is no longer whether to teach digital ethics, but how to do it meaningfully.
Educating for ethical digital citizenship is not merely a technical or academic pursuit - it is a moral
imperative for sustaining human dignity and democratic values in a rapidly changing digital world.
The findings of this study affirm that when education fosters awareness, literacy, and reflection, it can
empower learners to become responsible architects of an ethical digital future.
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