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ABSTRACT: Image based Steganography is a potent tool used by Terrorists and Criminal organizations for
securely broadcasting, dead-dropping and communicating malicious secret messages over the internet by hiding
them in the images. Our cyber space is full of such mala-fide images containing hidden secret informations. The
most difficult aspect of tracking such malicious images is the lack of efficient and fast algorithms for identifying
and isolating them from the bulk of innocent images. In this paper a computationally fast mathematical
algorithm is designed for analyzing any stego-image generated using Distributing Spatial Domain
Steganographic Algortihms and assigning it a Suspicion Value. This Suspicion Value is a number associated
with the image and is bigger for those images which contain information and smaller for innocent images.
Based on this Suspicion Value it can be decided whether the given image must be interrogated thoroughly
(thorough interrogation of an image requires large amount of computation time but reliably and conclusively
identifies the hidden information using various steganalytic techniques) or not. This fast stego-identifier
algorithm can be used for quick filtering of the suspicious images flowing through the web servers, routers,
layer three switches and any other electronic media. Based on this algorithm the suspicion values of various
cover and stego-images generated by three different steganographic algorithms are computed and evaluated.
All the graphs and tables are generated using MATLAB ©Image Processing Tool Box.

Keywords: Bit Plane Slicing, Cyber Crime, Distributing Steganographic Algorithms, Global Terrorism, Image
Steganalysis, Multicolor LSB Transform, Pixel Aberration, SDT based Image Steganography, Suspicion Value.

l. INTRODUCTION

Image based steganography is a dangerous technique of hiding secret messages in the image in such a
way that no one apart from the sender and intended recipient suspects the existence of the message. It is based
on invisible communication and this technique strives to hide the very presence of the message itself from the
observer. As a result it has been used more frequently by various criminal and terrorist organizations than
anybody else.[1][2][3] Various agencies even claim that 9/11 attacks have been masterminded and planned
using image based steganography.[4] Image Steganography offers numerous advantages to the terrorists like
Anonymity, Electronic Dead Dropping, Secure Broadcasting and above all very high Secrecy and Security
(explained in detail in Section 5.2.1 of [5]). Thus an innocent looking digital image on any Web Portal, Online
Auction Site or even a Social Networking Site may be probably hiding a malicious and deadly terrorist plan or
any other significant criminal Information. The Steganalysis is the technique of identifying such malicious
Stego-images (original image which is used for hiding data is called the Cover-Image whereas the image
obtained after inserting the Secret Information in it is called Stego Image) from the bulk of innocent images. The
next step of steganalysis involves either the extraction of the hidden information or destroying the information
by adding visually imperceptible noise in the image or can be even used for embedding counter-information in
the Stego-Image. Considering the voluminous bulk of images flowing every day through the Internet and
amount of time and Computation Cost required for analyzing the Image the very first step of identifying an
innocent looking Image as a Stego Image becomes the most challenging part of any Steganalysis procedure. It is
because we do not have any foolproof method for crisply identifying a steganographic signature in the innocent
looking stego-image.

Every steganographic algorithms has a different signature. As mentioned in [7] the most spatial domain
steganographic algorithms can be broadly classified in to two types- Distributing Steganographic Algorithms
and Concentrating Steganographic Algorithms. In other words all spatial domain steganographic algorithms
either embeds the information in the Least Significant Bits of the pixel or changes the entire color code of the
pixel by inserting information in more than 2 bits of the pixel. In former algorithms large number of pixels are
required for inserting information because only one or two LSB is available from every pixel and hence known
as Distributing Type while in the latter algorithm the entire information can be stored in very few pixels because
large numbers of bits are available from every pixel for storing information and hence called as Concentrating
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Type. In this paper the suspicion value related only with the distributing steganographic algorithms is being
determined. Based on the suspicion value calculated in this paper (i.e. for distributing stego algorithms here
onwards termed as Distributing Suspicion Value and represented by A) and detailed analysis of the
concentrating stego algorithms a holistic suspsicion value (catering for both the concentrating and distributing
algorithms) is performed in [8].

1. PRELIMINARIES FOR DETERMINATION OF DISTRIBUTING SUSPICION VALUE (A)
The fast mathematical stego-identifier algorithm designed in this paper analyses any given digital
image (for the presence of distributing spatial domain steganographic signatures) and quickly generates a
Numerical Value (called in this text as Distributing Suspicion Value and denoted by A ) corresponding to every
image it has analyzed. This Suspicion Value is a number which is greater for those images which are more
likely to have stego information and lower for innocent images.

2.1 Preliminaries and Definition

Before we proceed to the technique of generating the Distributive Suspicion Value A for any image we
have to mathematically define the preliminary concepts to be used in this model. These preliminary concepts are
derived from the concepts mentioned in [6] and [7].

Definition 1 (Image)

Every digital image is collection of discrete picture elements or pixels. Let M be any digital image with
N pixels. So any particular pixel of image M is represented as M(z) and z can be any value from 1 to N. This
M(z) can be a gray level intensity of the pixel in gray scale image or RGB or YCbCr value of the pixel in a color
Image. The the individual RGB components of the pixel M(z) in image M is represented as M(z), M®(z) and
MB(z) respectively. Thus M(z) can be a set { M(z), M®(z) ,M®(z) } or equivalent gray scale representation or
(MR(2) + M®(z) + MB(2))/3. But it is always better to consider each R, G and B components individually
because the averaging effect cause loss of vital steganographic information. Further < {M},m > is multiset of

Image M such that M(z) € {M} for every z = 1 to N and m is a vector corresponding to the occurrence or count
of every element M(z) in {M}. Mathematically an image M with N pixels is:
For any Image NI wiah. N pixels

NM(z) vepresents its pixels Vz  1<z<N
M(z) = {MY2) M%2) | MY%2))
oy
M(z) = (M2) + MSz)+ MY2))/3
iND) INI(2): z =1 to N}

m occurvence of any posrticelar N(z) € (N
< {(Mj,m > is multiset representing image N

M)

Definition 2 (Cardinality or Size of Image)

Any Image M consists of certain number of pixels. So any particular pixel of image M is represented as
M(z) and z can be any value from 1 to total number of pixels in the image. The cardinality or the size of the
image M is the total number of pixels present in the image and represented as n(M). So any Image M has n(M)
pixels. Thus

n(M)

M = U M(z)
z=1 2
Definition 3 (Component of an Image)

Any sub part of an Image is a component of the image. In other words any Image M can be broken
down into pixel groups (or clusters) and each such cluster forms a component of the image and is identified by
its unique set of pixels. Thus in a Image M the Pixels M(z) from z = 1 to n(M) are the elements of the image M
and the subsets of the image M are composed of some of those pixels ( M(z) from z = 1 to n(M) ) and thus forms
the components of the image. Thus if the image M is broken in to K components then any component M' of the
image M is mathematically explained in (3).

McMand wvi:1 =i = K

M = U 4%

Mic- M
wirl=i = K 3

~Also for every component M' of the image M the M'(z) represents the pixels of the component M'and
n(M') represents the number of pixels in M'.
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Definition 4 (Neighborhood or Locality of Pixel)

If £(M(z)) is said to be set of neighboring pixels of any pixel M(z) in image M. Then any n; € {(M(z))
will be such that d(n;, M(z) ) <X where d is a function which calculates distance (can be Euclidean, City-Block,
Chess Board or any other type depending upon the steganographic algorithm) between its inputs (ie n; and
M(z)) and A is measurement of degree of neighbourhood and should be minimum (Generally equal to 1 pixel)
but also depends upon the steganographic algorithm used. Mathematically this can be represented as:

((M(z)) ={M(x): M(x) € M and d(M(x) M(z)) <), 2

An arbitrary pixel Y is shown with its neighbors P, Q, R, S, T, U, V and W. We represent this pixel Y as Y in
mathematical notation. Thus £(Y) = {P, Q, R, S, T, U, V ,W} is set of neighboring pixels of pixel Y. Here A = 1
and distance function d calculates Chess Board Distance.

P |0 |R

5 | X T

U |v |Ww
Piel Y

Definition 5 (Multicolored LSB Transform of Image)

The Multicolored LSB Transform of any digital image (elaborated in detail in Section 2.2.2 of [7]) is
the Multicolored LSB plane corresponding to the image and is obtained by bit plane slicing of the same. In other
words it is a variant of the image corresponding to the contribution of the LSB to the complete image. Since the
intensity levels for any of the R, G or B value of any image in LSB plane is at max 1 and hence is negligibly
small when compared with total of 255 intensity levels (assuming 24 bit BMP Image). As a result the image in
its LSB Plane appears black. As a remedy a technique used here is that if any of the R, G or B value of the LSB
Plane of the image is 1 then it is replaced by the intensity level of 255 whereas the intensity level of O is left
unchanged. So the new image obtained has R, G or B value of every pixel as either 255 (if the corresponding
true LSB value was 1) or else it remains 0. Therefore the modified LSB Plane of the image will appear
multicolored (may have one of the seven possible colors ranging from three primary colors (Red, Green and
Blue), four other colors obtained by their combination i.e. Yellow (R+G), Magenta (R+B) and Cyan (B+G),
White (R+G+B) and Black indicating absence of any of the three primary color components). The Multi-
Colored LSB Plane of the image has the maximum concentration of the hidden information and its significance
is elaborated in detail in Section 2.2.2 of [7].

Multicolored LSB Transform of Image M is represented by M, sg. Thus corresponding to the pixel M(z) of the
image M the pixel in M_sg is represented as My sg(z). The relation between M(z) and M sg(z) is explained
mathematically in (5).

Let M be the true image then the Multicoloved
LSB Transform: of M iy represented as Miss.

R, G and B componenty of pirel M(z) are M*(z), MS(z) M¥z)
Then the corresponding pirel in Miss iy given ay

Muss®(z) = ( M*(z) modulo 2 ) x 255

w

Mise€ (z) = ( MS(z) modulo 2 ) x 25
Mise® (z) = ( M*(z) modulo 2 ) x 255 (5)

Definition 6 (Deviation in the Multicolored LSB Transform)

In [7] it was concluded that any statistically significant Component (at least more than 50 x 50 pixels)
of Multicolored LSB Transform of an innocent image has nearly equal distribution of Red, Green and Blue
Components. The Degree of Deviation in Multicolored LSB Transform of the image is a quantifier that
measures the amount of deviation from equal distributions of the red, green and blue components in the image.
This degree of deviation in Multicolored LSB Transform of the image Msg is represented as D (Mysg).
Algorithm for determining ®(M_sg) is given in (6).

Definition 7 (Godel Color Code of a Pixel Color in Multicolored LSB Transform)

Godel Code of any symbol is a unique number corresponding to the symbol. Since any pixel in the
Multicolored LSB Transform of any image can have only of the seven possible colors (R, G, B, R+G, R+B,
B+G, R+G+B and Black (absence of all the three R, G and B) as mentioned in Section 2.2.2 of [7]. Thus we can
uniquely identify any pixel color in Multicolored LSB Transform by a unique numeric code called in this text as
Godel Color Code. We represent this Godel Color Code for the color of the pixel M sg(z) by ¢(M_ss(2)).

@ (Msp(z)) is determined by associating every pixel’s R,G and B value by a unique set of three different
numbers i.e a unique triplet of numbers < Wpg, Wg , W > acting as RGB _ Identifiers. These numbers are such
that the sum of any two numbers is different from any of the three numbers or the sum of any other two numbers
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count_red = 0
count_green = 0
count _blne - 0
FOR z =1 to niMusw)

IF (Musa® (2) == 255)

count_red = count_red +1
ENDIF
IF (Muss® (2) == 255)

count_green ~ count_green +1
ENDI¥

IF (Muw® (1) == 255)
count_blue = count_blue -1
ENDIF

END FOR

maximum_component = MAX ( count_red , count_green , count_biue )

A count_red
ratio_red =
maxamum (Dul’nﬂ!.l

coumt_green

ratio_green » ————
s EAXiUm_composent

count_blus
ratio_blue » —mM8 ———
IAXIES U _COmponent

D(Mom) = 3~ ( ratio_red = ratlo_green + vatio_blue ) (6)

or the sum of all the three numbers (eg: < 1, 2, 5> or < 1, 2, 4 > (this triplet is used in chmod command of Unix
based systems for directory r-w-x permissions and has similar purpose) but not < 1, 2, 3 > because 1+2 =
3). Since every pixel is made up of the combination of the R, G and B values so by RGB _Identifiers each pixel
color can be uniquely identified by a unique number. In other words the Gddel Color Code for any pixel in
Multi Colored LSB Transform of an image can be obtained using RGB _Identifiers by adding only those values
of Wr, Wi , Wp in the RGB _ldentifier corresponding to which the RGB colors are present in the pixel.
Mathematically this can be explained as:

let Multicoloved. LSB Transformv of Unage M iy Miw
RGB _Identiftiers = < Wu, W, Wa >

where Wy, Wa, Wi avre such that:

Wie We v Wee We+ Wa» Wa+ Waer Wa + Wi e Wi+ We + Wha

: ’ X M (Z) M{sn(Z) EJ:&B_'Q
@ (Muse(z)) 255 Wr + —e—Wg + —C—Wg (7)

Definition 8 (Pixel Difference in Multicolored LSB Transform)

Two pixels in the Multicolored LSB Transform of the image M are said to be different if they are
differently colored. The pixel difference is a function which determines whether two pixels are having same
colors or are differently colored. If the two pixels are differently colored then it produces value 1 and if they are
same it produces a 0 value. The Pixel Difference of two pixels M sg(y) and My sg(2) is represented as 9(Mysg(Y),
Mysg(z)) and its value is one if the difference of ¢(M_sg(Y)) and ¢(M_sg(z)) is non-zero otherwise the Pixel
Difference 9(Msg(y), Misg(2)) is zero. Mathematically the Pixel Difference function 9 in Multicolored LSB
Transform is explained in (8) as:

[1 if (Me(v)) — @(Mg(Z)) #0
I(Mysp(yv).Misg(z)) = 8 Mysp(z). Misply)) = - else
[,0 if @(Mysp(y)) — @(Msp(Z}) = 0(8)
Definition 9 (Pixel Anomaly in the Multicolored LSB Transform)

In [7] it was shown that any image‘s Multicolored LSB Transform can be broadly classified as Fine
Grained, Coarse Grained, Boulder Grained and Continuous Grained. This classification was based on the degree
of difference of any particular pixel in the Multicolored LSB Transform of the image from the immediately
neighboring pixels. The immediate neighbors of any pixel M sg(z) is the set of neighboring pixels of M sg(z)
obtained using locality function £(M sg(z)) with A = 1 and distance function d calculating the Chess Board
Distance (Definition 4, (4)). This degree of difference of any particular pixel in the Multicolored LSB
Transform of the image from the immediately neighboring pixels is called Pixel Anomaly of the given pixel
Mysg(z). Though logically the concept of Pixel Anomaly is similar to the concept of Pixel Aberration (Section
2.1 of [7] and Definition 7 in Section 2.2 of [6]) but since the Multicolored LSB Transform of any image has
only 7 possible colors where as any normal image can have 256 x 256 x 256 colors so the concept of Pixel
Aberration (which is based on standard deviation) does not apply satisfactorily in the given case. A more
specific method for determining the Pixel Anomaly in any Multicolored LSB Transform of the image is
obtained using Pixel Difference function 9 (Definition 8). The value of Pixel Anomaly for any particular pixel is
said to be 1 if it is different from every other pixel in its immediate neighborhood where as its value is 0 when
the given pixel is same (in color) as all its eight immediate neighboring pixels. Any value in between 1 and 0
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indicates some of the pixels (the number of pixels depends on the magnitude of the value) in the neighborhood
are different from the pixel concerned.

Thus Pixel Anomaly of any pixel in the multicolored LSB Transform of the Image is obtained by
determining the mean of the modulus of the Pixel Differences of the concerned pixel from its immediate
neighbors (locality function {(M,sg(z)) with A = 1 and distance function d calculating the Chess Board
Distance). Mathematically the Pixel Anomaly of any pixel M, sg(z) in multicolored LSB Transform of the Image
M is represented as Q(Msg(z), ¢(Mcsg(2))) and given as :

((M(z)) ={M(x): M(x) € M and d(M(x) M(z)) <))
Wheve distovnce fiunetione d caleulates
the Chess Borud Distance and A =1

—

1
Q (Mysp(2), (Mysp(2))) = 8 Z« 9 (Mysa(2),p)

pE{(MLgp(z))
Misp(2) € MLsp (9)

Definition 10 (Mean Pixel Anomaly of the Multicolored LSB Transform)

The Mean Pixel Anomaly Q(M,sg) of a Multicolored LSB Transform M, sg of an Image M is the mean
of the pixel anomalies of all the pixels in the given Multi Color LSB Transform of the image. Its value is said to
be 1 when every pixel in the image is different from its immediate neighborhood. The value of Q(M,sg) for the
Image Mg is given as:

1 = n{MLsE)
Q(Mysg) = a(Mysp) Z Q@ (Mysg(z), £(Misp(z)))
MLSBi;G Mise (10)

Definition 11 (Zero Count of Pixel Anomaly of the Multicolored LSB Transform)

The Zero Count of Pixel Anomaly z(M_sg) of a Multicolored LSB Transform M _sg of an Image M is
the measure of the number of pixels in M sg having Pixel Anomaly value as zero per unit pixel of M gg. l.e. it is
the measure of the percentage of pixels with absolutely no difference in color with all the eight immediately

neighboring pixels in M sg. 2(Msg) is explained mathematically as:
zero=0
FOR z =1 ton(Miss)
IF £2(Miss(2), £(Muisn(2))) == 0
zero = zero + 1
END IF
END FOR

zero

n(Mysg) (ll)
Definition 12 (One Count of Pixel Anomaly of the Multicolored LSB Transform)

The One Count of Pixel Anomaly O(M_sg) of a Multicolored LSB Transform M sg of an Image M is
the measure of the number of pixels in Mg having Pixel Anomaly value as absolutely one per unit pixel of
Mysg. l.e. it is the measure of the percentage of pixels which are having all its eight immediate neighbors
absolutely different (in color) from the given pixel in M sg. O(M_sg) is explained mathematically in (12) as:

one =0

Z(Muisn) =

FOR z =1 to n{Miss)
IF £2(Musa(z), £(Muinn(z))) == 1
one « one + 1
END IF
END FOR

Q(Misn) = one

n(Mpsn) (12)
2.2 Theoretical Base for Determination of Distributed Suspicion Value of an Image

The distributed suspicion value A for any given image is the measure of the presence of information
hidden in it using distributing stego algorithm. Thus before the A value is calculated for any image it is
necessary to know the properties of stego-image (original image which is used for hiding data is called the
Cover-Image whereas the image obtained after inserting the Secret Information in it is called Stego Image)
generate using distributing algorithms.

A 506 x 340 pixel BMP Image represented as M (Figure 1) is used as test image for analyzing three
different stego-algorithms. It is a characteristic typical image which helps in creating all possible difficult
scenarios which are possible in any real time situation and was selected after analyzing 200 different images.
The three steganographic algorithms used in this paper were analyzed in [5] and are referred in Section 5 of [5]
as Algorithm designed in section 4, QuickStego Software and Eureka Steganographer respectively. The stego-
images obtained after inserting information (first section of this paper is inserted as secret message) from these
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three different algorithms are represented as S, T and U respectively. The first two stego-algorithms (stego-
algorithms producing stego-images S and T) are distributing stego-algorithms while the third one (stego-
algorithms producing stego-images U) is concentrating stego-algorithm. First Distributing Stego algorithm
(Producing Stego Image S) uses one bit LSB Insertion and inserts data column by column while the second
Distributing Stego algorithm (Producing Stego Image T) uses two bit LSB Insertion and inserts data row by
row. From visual appearance the images M, S, T and U look same due to inherent weaknesses in the Human
Visual System (HVS) produced by Psycho-Visual effects of perception. As a result images S, T and U are not
shown, because they look exactly same as M (Shown in Fig 1).

Fyl v,...uu-uu-‘ ")
Although Multicolor LSB Transform of all these images is different (except that of Stego-Image U
which is produced by Concentrating Algorithm). The Multicolor LSB Transforms of all the four Images (M, S,
T and U) represented as M\ sg, Sisg, Tise and U sg are shown in Figure 2.

2.2.1  Properties of Stego Image

Properties of stego-images (images containing information) depends upon the properties of those pixels
in the stego-image which are storing the information. In other words the properties of stego-images become
different from the innocent image (image without information) due to deformation produced in certain pixels of
stego-image due to embedding of information in those pixels. The basic concepts of steganalysis of Distributing

Stego Algorithms are given in Section 3.2 of [7]. In this section those concepts are examined with the help of

mathematical quantifiers obtained using definitions given in Section 2.1 of this paper.

From [6] and [7] it can be conclusively said that information pixels have following 4 main properties:

1. Since the information pixels are suffering deformations so they are generally quite different from their
immediate neighbors. As a result the pixel aberration of information pixels is quite high. Since the
concentrating algorithms bring bigger changes in the pixel so Pixel Aberration (Section 2.1 of [7] and
Definition 7 in Section 2.2 of [6]) based analysis is more responsive to the steganalysis of Concentrating
Stego-Algorithms but it is applicable occasionally on distributing stego algorithms too.

2. Information has maximum concentration in the LSB Plane of the image. But the LSB Plane of any image

appears black and hence its contrast is increased by obtaining the Multicolored LSB Transform of the
image. Thus in the Multicolored LSB Transform we can clearly see the information pixels differently
colored from the innocent pixels.
But since concentrating algorithms change only few pixels and as pixels are very small in size so few
counted modified pixels in the Multicolored LSB Plane are imperceptible to human eye and are also from
the statistical point of view are insignificantly less in number. But this method applies perfectly well in
steganalysis of Distributing Stego-Algorithms because they modify large number of pixels.

3. In any statistically significant component (found to be 50 x 50 pixels) of the Multicolored LSB Plane the
distribution of Red, Green and Blue components is significantly unequal among information pixels where
as

i O e s -

Fig 7 Mulsenler L3S0 Transfarms of bnage M. 5. T and U reprosented as Micg . Siop Licp el Ui cg
they are nearly equal for innocent pixels. Thus the degree of deviation (from R:G:B = 1:1:1) is more in the

information pixels then the innocent pixels.

L M 48 v 4 e S
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4. The information pixels are always present in the Fine Grained Pixel Clusters and rarely in the Coarse
grained pixel clusters. They are always absent in the Continuous and Boulder Grained pixels Clusters. Refer
Section 3.2 of [7] for details of the classification of pixel clusters. The Multi Color LSB Transform of the
images with fine grained pixel clusters have majority of pixel with large value of Pixel Anomaly. Thus the
value of the Mean Pixel Anomaly is largest in the fine grained pixel clusters and is lesser in coarse grained
and even lesser in boulder grained and least in continuous grained pixel clusters.

2.2.2  Quantification of the Properties of Stego Image

Using definitions given in Section 2.1 the last three properties (the first property is related to Pixel
Aberration which is more closely associated with Concentrating Stego Algorithms and hence dealt in detail in
[8]) associated with the stego-image is quantified in to a single equivalent numerical value corresponding to the
given stego-image. This numerical value is distributed suspicion value A and is computed in such a manner that
the images having information have bigger A and innocent images will have smaller A value.

1. DETERMINATION OF DISTRIBUTING SUSPICION VALUE (A)

To begin with we analyze the different components like Continuous Grained, Boulder Grained, Fine
Grained, Information Components and even the Complex Components (Components consisting of either Fine
grained or Information pixels along with Continuous Grained or Boulder grained pixels) of the Multicolor LSB
Transforms of Cover Image and the Stego Images. The Continuous Grained Component is represented as C, The
Boulder grained Component is represented as B, The Fine Grained Component is represented as F and the
Information Component obtained from Distributing Algorithm 1 (1 bit LSB Insertion) is represented as |; and
Information Component obtained from Distributing Algorithm 2 (2 bit LSB Insertion) is represented as I,. In
addition two complex components are also analyzed. The complex component consisting of Information Pixels
(from 1) and Continuous Grained Pixels is represented as I,C whereas the complex component consisting of
Information Pixels (from 1,) and Boulder Grained Pixels is represented as 1,B. These image components (C, B,
F, Iy, I, I,C and 1,B) are shown in Fig 3 and mathematically represented in (13).

C o Musg. B Muss F — Muse

I = Siss, I: — Tiss,
I:C — Tise, LB Tiss (13)

e e I, Ic

13

g 3 Components of Malitcoler LSB Transaforss

The Mean Pixel Anomaly Q, Zero Count z , One Count O , ratio of Zero Count to One Count z/ O and
Degree of Deviation D are calculated for these seven image components C, B, F, I3, I, 1,C and I,B. The results
are tabulated in Table 1.

From Table 1 it can be concluded that the continuous grained pixels always have high value of Zero
Count and degree of deviation but lower values of pixel aberration and One Count. Thus the value of the ratio of
Zero Count to One Count z/ O is higher in continuous grained components. The reason for this is that all the
pixels in Continuous grained clusters are primarily composed of same colored pixels causing high values of zero
count z and lower values of One Count O leading to reduction in pixel aberration Q and hence are also biased
towards any particular color causing higher deviation ®. The boulder grained pixels also have lower Q and O
and higher value of z. But the degree of deviation ® in boulder grained components depends upon the
constituent colors forming the boulder grained cluster. For example the boulder grained image component B is
composed of colors Green and Magenta (Red + Blue) causing almost equal distribution of Red, Green and Blue
components in the image causing degree of deviation to be close to zero but it is not necessary that D value will
be close to zero for all boulder grained pixel clusters.

Table )

12, 0XDand &f O values tor tmage components C 8 Fad |
linage Code o z o 2 a0 axD A g_x_b
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The information pixels I, and I, are perfect depicter of fine grained pixels and they have z value very
close to zero (absolutely zero in most cases). In fact it was found to be absolutely zero for every other
information pixel samples (including the information pixel samples of size 600 x 594). But this fact (information
pixels having z values as absolutely zero) is still being examined and it may depend upon the stego-algorithm’s
encoding mechanism.

In fine grained pixel sample F and Information Pixel I; and I, the values of Q and O are quite
significantly high causing lower value of z. Thus the value of the ratio of Zero Count to One Count z/0 is very
low for all the three image components F, I, and I,. The only difference between Fine Grained Innocent Pixel F
and Information Pixel I; and I, (which is best example of Fine Grained Pixels) is due to the value of Degree of
Deviation D which is very low for Innocent fine grained pixel and very high for Information pixel. The degree
of deviation D is lower for I, because distributing algorithm 2 uses 2 bit LSB Insertion (i.e. uses both 1% LSB
and 2™ LSB) causing lesser concentration of information in the 1% LSB.

The values of ® and z for complex components 1,C and I,B are very different from the values of D and
z in Information Components I; and I, The values of D and z have been distorted due to the presence of
Continuous Grained and Boulder Grained pixels in the information pixels.

Mathematically this is summarized as:
D (Information Phvelst >> D (lnocent Fine Graimed Prvels)
D iContinuous Gralned Preels) > D (Innocent Fine Grained Pelst
£ (Ingormation or Fined Gratned Pixels) >> £ «Conttmmens or Boulder Gratmed Pivelsi
Z {Intormsation o¢ Flned Grained Pivels) << 3 iContimous or Boulder Gratmed Fisels)
@ (Intormation ot Fined Grained Pivels) >> Q1Continuous or Boulder Grained Prvels)
2/ O Intormation ot Fined Grained Pixels) << g OvContinmeas or Boulder Gratned Pivels)
2 (Information Preels) =0 (unversalty of ths 1= yet 1o be venled |
| (‘h(mnpln Compoosmis) < 3/ OvContiamons or Boulder Gratned Pixelsi

2/ OWComplex Compeaents| >> 3/ (NInformation o¢ Fined Grained Poveds)

At pevels atong wirh Contimuous jraimad o Bowlder Gramed piveds (ke LC ana I8 1

Fig3 (14)
Thus the entire outcomes of (14) can be summarized by a single quantifier w (the last column entry in Table 1)
and given in (15) as:

(M D(Mysg
w(Mysp) = im';izi;‘ se)
0{:MLSB) (15)

The value of w is quite large for information pixels and much smaller for Continuous Grained, Fine
Grained, Boulder Grained and even complex components.

The distortions in the values Q, z, @ X D and z/ O for 1,C and I,B indicate that in real time conditions
these values may not yield suitable results. This is because in true scenario only part of the pixels of the image
has information while rests of the pixels are image pixels (consisting of continuous, boulder, coarse and fine
grained pixels) which are clearly seen in Fig 2. Thus multicolor LSB transform of entire image can be thought to
be as a Single Complex Component.

To counter-verify this, the values of Mean Pixel Anomaly Q, Zero Countz, One Count O, ratio of
Zero Count to One Count z/ O and Degree of Deviation D is calculated for the entire image (cover image as
well as the stego images i.e. images M sg, Sisg, Tisg and U sg) in Table 2. The distortions in these values are
quite evident from table 2 and make identification of stego image quite difficult. These distortions are due to the
averaging effect introduced by majority of the innocent pixels.

+0.01

Tablel
0 2 22X Dand 3f O vadues for tmages Muss, Som, Tow and Lo
lmage Type | Symbol | 0 3 o | D |zo |[ax® 0xd
E | o=
ot 0.m

‘['l'.»‘nlnz‘az';_“ [ ‘

Stego

g | \ \ \ l
entrating | | |
In order to avoid this averaging effect the Multicolor LSB Transforms of the entire image is broken

down into K smaller image components represented as M, sg' (for i = 1 to K) whose w values are determined
separately for each M, sg' . Since the w is very high for information pixels and very low for all other pixels so

(L once
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the mean of the w values for each component of the Mysg' will be much higher for the images having
information pixels then the innocent images.

Also either the entire image may consist of information or the information may be present in the part of
the image. If the information is present only in part of the image then for certain image components (consisting
of information) the w will be very high where as for all other image components (the innocent components) the
w will be quite low. In such cases the variance of w represented as Var(w) will be quite high. Thus for such

images the value I; = %aor(“’) will be quite high.

But if the entire image consists of information pixels only then although the mean of w represented as

o will be very high but the variance of w represented as Var(w) will be quite low (because w is constantly high
X ®

for every image component).Thus for such image the value of I, = \ST((.,) will be quite high.

Value of w is very low for all innocent components of image (Ranging from fine grained to continuous
grained pixels). But its value is low even for complex components (components with either fine grained or
information pixels along with continuous or boulder grained pixels) too so if such complex components are not
separately handled then their presence may go unnoticed as smaller values of @ make negligible contribution in
determination of mean of w. Thus such components have to be reported separately as ambiguous components
for detailed intensive analysis for presence of any information. The complex components can be easily
identified by the value of z/ O which is neither extremely high nor very low but average (around 1.5 to 15).

In order to have minimum possible complex components the size of each image component M, sg' should be as
small as possible. But it was observed that the statistical rule of R:G:B = 1:1:1 holds much better at larger pixel
samples. Thus it was observed that at 50 x 50 pixel component size the results were most optimum.

For better understanding of the same we consider four different stego-images. One of them consists
entirely of the information (every pixel contains information) and is represented as Entire. While three others
represented as Partial;, Partial, and Partial; contain information only in some of the image components. The
Cover Image corresponding to Partial; is the rare occurring Biased Image (The Images Which do not follow
R:G:B = 1:1:1 rule). We have selected this biased image (also used in Section 3.2 Fig 9 of [7]) to increase the

Purtid U Blesed bragn and s Mtookonr 58 Sramstoom { siow rodoond by roary e 8 tiems)
' Figh  Images nabysed far e Talues Given n Table 3

frtee (oo rediced by hal)

Table 3
W, Var(w), [1 = @ X Var(a) L= 2Xw . Ll values for images given in Fig 4
100 Var(w) 2
Image @ | Var(w) |1,- @XVar@w) | o _5X® [ n+pp
100 Var(w) 2
Biased Cover 251721 | 46.2075 11.6314 27237 7.17755
(Partiali)
Biased Stego 33.3868 | 221.0538 73.8029 0.7350 37.27895
(Partiali)
Entire 66.7002 | 7.3585 4.9081 45,3207 25.1144
Unbiased 1.2412 2.8736 0.0357 21597 1.0977
Cover(Partialy
Unbiased 16.7330 | 706.5376 118.2247 01154 59.1716
Stego (Partials)
Unbiased 8.9149 54,5869 5.7379 0.6901 3.224
Cover(Partials)
Unbiased 16.3910 | 390.5377 64.0131 0.2099 32.1115
Stego (Partials)
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Muss (s Multicolor LSB Transforms of image M which i to be steganalysed

Let Muse be bryoken into K Componentygiven: as Muss!, Muss®, Muss’, Musat ... Muss®
Let mean of w( Muss) for all Migg © Mygp berepresented as @ (Mus)

and Variance-of w( Mus') for all Misg © Mysg berepresented as Variw (Muss)

Thuy
K
Mysp = U Miss
w1
Misp © Misp
1 Q(Mjsp) X D(Misp)
@w(Mpsp) = Z(Micn)
=18~ 4 0.01
O(Miysp)
FORi=1toK
IF(15< 2 (Misy) <15)
Report M as ambiguous image component ;
ENDIF
END FOR

K
@ (Mysg) = = Z w(ML”)

M{,. c Mu.

K
" 1 — N .3
Vﬂl‘(w(MLsn)) = "‘\'; Z ( w(MLSB) = w (Mggp) )*
(L}
Misg © Misn

Q(MLSB) X Vﬂl‘(m(Mbsg)) + 5X ‘T’(ML.”B)
100 Var(w(Mysg))

% 17

A(M) =

These four images along with their multicolor LSB Transform are shown in Fig 4. Corresponding to

these four images the values of mean of w given as @, Variance of w represented as Var(w) and associated

values (I; = %"Or(“’) and I, = vsa):(‘z)) are determined for the Cover as well as the Stego Images in Table 3.
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These values are also shown graphically in Figure 5. In figure 5 those complex image components are also
shown which were reported ambiguous by the program and hence were isolated for detailed analysis. Only
Eleven image components of size 51 x 51 pixels were reported ambiguous although the four images (seven if we
include cover as well as the stego) which were being analyzed were of the size 1024 x 768 (Partial,), 506 x 340
(Partial,),800 x 600 (Partials) and 102 x 337 (Entire). Thus the gigantic suspicious images could be reduced to
small number (11 in the given case) of very small in size suspicious images and rest of the image components
could be analyzed by using numeric value for identifigation of the authentici}y of the image. Thus from Table 3
we conclude that the mean of the values of I, = %i:(“') and I, = ‘:(‘:) perfectly identify any image for
presence of information (if hidden using Distributing Stego Algorithms). Thus we conclude that Distributing
Suspicion Value for any image M represented as A(M) is the mean of I, and I, or A(M) = % Mathematically

this can be understood as:

®(Mysp) X Var(w(Mysg)) - S X ®(Mysg)
100 Var(w(Msg))

2
(16)
Thus based on preliminaries from Section 2 in this section (Section 3) we have devised the algorithm
for determining the distributing suspicion value A for any given image. The entire concept of determining the
distributing suspicion value A for any given image M is given in (17).

AM) =

V. CONCLUSION
In Section 3 a unique number A(M) associated with any given image M is determined. From Fig 5 and
the corresponding Table 3 it can be clearly seen that the value of this number A(M) is larger for those images
which have information embedded in them using distributing stego algorithms. But A(M) does not respond well
to concentrating steganographic algorithms because concentrating algorithms do not bring any statistically
significant changes in the multicolor LSB transform of the image. Therefore this number A(M) represents the
distributing suspicion value of the image M. Thus although the Distributing Suspicion Value A(M) is a very
good estimator of presence of information in the image (if hidden using distributing algorithm) but it fails if
concentrating algorithms are used. Hence a holistic (which applies on both the Concetrating as well as
Distributing Stego Algorithms) Suspicion value must be determined.
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