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Abstract 
The rapid advancement in deep learning and computer vision has revolutionized various fields, including 

automated systems. This makes it possible to tackle an increasing number of problems with ease. One of these is 

resolving the issue of university student attendance.  RFID (Radio Frequency Identification) has evolved from the 

prior manual to the current attendance system.  Many things still become barriers, though.  Students who forget 

their cards, for instance, are unable to take attendance, and skipping class can be a sign of cheating. The use of 

face recognition can overcome the previous problem because it only uses faces for attendance. This paper 

explores the development of smart attendance systems using deep learning-based face recognition techniques. 

These systems offer an efficient, secure, and user-friendly solution for managing attendance in educational and 

professional environments. We provide a comprehensive review of existing research, outline advancements in 

face recognition models, and highlight challenges such as dataset diversity, real-time processing, and privacy 

concerns. A novel methodology is proposed to enhance accuracy and scalability. The paper also discusses 

potential future directions in this domain. 
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I. Introduction 
Attendance management is a critical aspect of educational institutions and workplaces, often involving 

time-consuming manual processes. The integration of artificial intelligence and biometric systems has paved the 

way for automated attendance systems. Face recognition, driven by advancements in deep learning, provides a 

non-intrusive and efficient solution to this problem. Apart from the manual methods mentioned earlier, there are 

also automated ways to handle attendance. In these automated systems, teachers use technology to streamline the 

process. For instance, many universities now rely on RFID cards for attendance tracking. However, with 

advancements in technology, more efficient methods have emerged—one of the most effective being 

biometric-based attendance, specifically face recognition. 

Face recognition technology identifies individuals by analyzing video footage and matching their facial 

features with a stored database. It is commonly used for identity verification in various applications. Several 

algorithms can be used to build face recognition systems, including Local Binary Pattern Histogram (LBPH) and 

Convolutional Neural Networks (CNN), which fall under Deep Learning [1]. The LBPH algorithm combines 

Local Binary Pattern (LBP) and Histogram of Oriented Gradients (HOG) to enhance accuracy in facial 

recognition [2]. It is widely recognized for its ability to identify faces from different   angles, including front and 

side views. Deep Learning, a subset of Machine Learning, consists of algorithms that process data using multiple 

layers of non-linear transformations. It essentially mimics the way the human brain processes information. Deep 

Learning models rely on Artificial Neural Networks (ANN), Deep Neural Networks (DNN), and Convolutional 

Neural Networks (CNN). In face recognition applications, CNN is the preferred algorithm. Since the development 

of Convolutional Neural Networks (CNNs), models like VGGFace, ResNet, and ArcFace have shown 

exceptional performance in the extraction and categorisation of facial features [3][4]. As a result, deep learning 

methods are being used in smart attendance systems to attain great accuracy and dependability. This paper 
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reviews recent developments in smart attendance systems, focusing on their architectures, datasets, and 

performance metrics. 

CNN is a type of Deep Learning model designed to process images, allowing machines to distinguish 

one object from another. Its structure resembles neural connections in the human brain, drawing inspiration from 

the Visual Cortex—the part of the brain responsible for processing visual information. 

With rapid advancements in technology, it makes sense to leverage it effectively. Face recognition offers 

a reliable solution for attendance tracking, reducing the risk of fraud and errors that often occur with traditional 

methods. Implementing this technology in universities ensures accuracy and efficiency. By selecting the right 

algorithm, institutions can optimize attendance tracking and minimize errors. This study reviews existing research 

to identify the most effective algorithm for face recognition and explores strategies to reduce inaccuracies in 

real-world applications. 

 

II. LITERATURE SURVEY 
Attendance tracking plays a critical role in many organizations including educational institution, 

corporations or government. In higher education systems, there may be a requirement for students to maintain a 

certain level of attendance in order to be eligible to  sit for final exams. The attendance system becomes a 

mandatory process in ensuring academic integrity and students’ success. In this context, there are still many 

manual and paper-based attendance systems that come with a lot of issues. With the advancement of technology, 

various authors have proposed automated attendance marking systems as a promising solution to eliminate the 

conventional attendance taking approach. This section explores various methods proposed in the literature, 

categorized into three main aspects: Smart attendance system, facial recognition, and Deep Learning. 

 

A. Smart Attendance System (SAS) 

Studies focusing on deploying face recognition for smart attendance systems address challenges such as 

real-time processing, integration, and accuracy under varying conditions. The following table provides a 

comparative overview of smart attendance systems, highlighting author name, publication details, methodologies, 

qualitative and quantitative findings. 

 
Author 

Name 

Publication Details Qualitative Findings Quantitative Findings 

E. Yose et al. 

[5] 
 

Bulletin of Electrical Engineering 

and Informatics 
(2024) 

Histogram of Oriented Gradients 

Algorithm, while a CNN is used. 
A Support Vector Machine is used 

for classification. 

Haar cascade classifier is 

used to count the number of 
faces. Accuracy of 99.75% 

Nico 
Surantha et 

al. [4] 

Internet of Things (Netherlands) 
(Elsevier) 

(2024) 

Used Local Binary Pattern 
Histogram (LBPH) algorithm. 

Achieved a training accuracy 
of 97.67% and a testing 

accuracy of 96.66%. 

M. Ali et al. 
[6] 

Proc. - 2020 23rd IEEE Int. 
Multi-Topic Conf. 

(2023) 

Used Local Binary Pattern 
Histogram (LBPH) algorithm. 

The system was tested in a 
classroom of 10 students and 

achieved a training accuracy 

of 91.67% and a testing 
accuracy of 96.66%. 

S. Kakarla et 

al. [7] 

IEEE-HYDCON International 

Conference on Engineering in the 

4th Industrial Revolution. 
(2022) 

Used Local Binary Pattern 

Histogram (LBPH) algorithm. 

The system was tested in a 

classroom of 15 students and 

achieved a training accuracy 
of 95.67% and a testing 

accuracy of 96.66%. 

M. A. Ahmed 
et al. [8] 

Journal of Engineering Science & 
Technology 

(Springer) 

(2022) 

Histogram of Oriented Gradients 
Algorithm, while a CNN is used.  

A KNN is used to identify student 

faces in the image. 

Haar cascade classifier is 
used to count the number of 

faces. Accuracy of 95.75% 

A. S. Nadhan 
et al. [9] 

Journal of  Nanomater 
(2022) 

Used Raspberry Pi-based 
methodology, OpenCV image 

processing library and SQLite 

database. 

No quantitative findings. 

S. 

Bhattacharya 

et al.[10] 

Proc. - IEEE 18th Int. Conf. Adv. 

Learn. Technol. ICALT 2018. 

(2018) 

The system used CNN for face 

representation and Haar cascade 

algorithms for face detection. 

No quantitative findings. 

 

The observations from the table highlight that deep learning-based smart attendance systems offer higher 

accuracy, automation, and scalability compared to traditional methods. However, challenges related to real-time 

processing, privacy, and environmental adaptability need further research and optimization. Future advancements 

should focus on lightweight models, privacy-preserving AI, and hybrid authentication systems for improved 

performance. 
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B. Face Recognition Bases SAS. 

Face recognition has emerged as a reliable and efficient biometric technology for automating attendance 

management in educational institutions, workplaces, and secured environments. Traditional attendance methods, 

such as manual roll calls, RFID-based systems, and fingerprint scanning, have limitations related to time 

efficiency, security, and ease of use. Face recognition, powered by deep learning, provides a contactless and 

automated solution, improving accuracy and convenience. The table below presents a comparative analysis of 

different face recognition methodologies used in smart attendance systems. 

 
Author Name Publication Details Qualitative Findings Quantitative Findings 

S. Velasquez 
Caceres et al. 

[11] 

2023 8th Asia-Pacific 
Conference on Intelligent 

Robot Systems, ACIRS 2023 

(2024) 

The system combines YOLOv8, a 
cost-effective algorithm, 

Accuracy of 90.75% 

B.T. Nguyen et 

al. [1] 

International Journal of  

Information Management 

Data Insights 
(Elsevier) 

(2024) 

The system combines Haar Cascade, 

a cost-effective algorithm, with the 

processing power of the NVIDIA 
Jetson Nano to accurately detect and 

match faces in a database. 

Accuracy of 92.75% 

Nico Surantha et 

al. [4] 

Internet of Things 

(Netherlands) 
(Elsevier) 

(2024) 

Used Local Binary Pattern 

Histogram (LBPH) algorithm. 

The system was tested in a 

classroom of 20 students 
and achieved a training 

accuracy of 97.67% and a 

testing accuracy of 
96.66%. 

A. S. Lateef et al. 

[12] 
 

Iraqi Journal for Computer 

Science and Mathematics 
(2023) 

Histogram of Oriented Gradients 

Algorithm, while a CNN is used. 
Logistic Regression is used for 

classification. 

Haar cascade classifier is 

used to count the number 
of faces. Accuracy of 

94.75% 

T. R. Rajesh et al. 

[13] 
 

International Journal of 

Engineering Research & 
Technology 

Utilize transfer learning by using 

three pre-trained convolutional 
neural networks (AlexNet, 

GoogleNet, and SqueezeNet) 

Training them on their 

dataset of 200 facial 
images across 10 classes. 

Accuracy of 92.75% 

Nurkhamid 
Setialana et al. 

[14] 

Journal of Physics: 
Conference Series 

(2021) 

Used Local Binary Pattern 
Histogram (LBPH) algorithm. 

 

Accuracy of 81.25% for 
students facing forward, 

75.00% for students facing 

sideways, and 43.75% for 

students facing down. 

M. A. P. 

Manimekalai et 
al. [15] 

Prz. Elektrotechniczny 

(2024) 

Used FaceNet CNN model, Flutter 

and Firebase Database. 

No quantitative findings. 

N. A. Ismail et al. 

[16] 

KSII Trans. Internet Inf. 

Syst. 
(2022) 

Used Single Shot Detector (SSD) 

and Residual Network (ResNet) for 

face detection, facial landmark 
detection, and feature extraction. 

Accuracy is 92% with a 

precision of 100% and 

recall of 90% for facial 
scans from the front, right 

(30-45 degrees), and left 

(30-45 degrees) poses. 

 

The observations from the table highlight significant advancements in face recognition for smart 

attendance systems, but challenges related to real-time performance, environmental adaptability, and privacy 

concerns still need to be addressed. Future research should focus on lightweight models, improved dataset 

diversity, and privacy-preserving face recognition techniques. 

 

C. Deep Learning for SAS. 

Deep learning models, especially Convolutional Neural Networks (CNNs), have significantly improved 

face recognition accuracy, enabling real-time applications in educational institutions, corporate offices, and 

public sectors. Despite these advancements, challenges such as illumination variations, occlusions, and real-time 

processing constraints remain critical areas of research. 

 
Author Name Publication Details Qualitative Findings Quantitative Findings 

Mahmoud Ali, 

Anjali Diwan 

and Dinesh 
Kumar. [3] 

International Journal of 

Computing and Digital 

Systems 
(Scopus) 

(2024) 

Histogram of Oriented Gradients 

Algorithm, while a CNN is used. A 

Support Vector Machine is used for 
classification 

Haar cascade classifier is used to count 

the number of faces. Accuracy of 

99.75% 

M. Aly et al. [17] IEEE Access 

(2023) 

The system combines Haar 

Cascade, a cost-effective algorithm, 

Accuracy of 92.75% 

Joshan 

Athanesious et 

Procedia Computer Science 

(Elsevier) 

Histogram of Oriented Gradients. 

Algorithm Challenges like 

94.66% accuracy, outperforming other 

existing attendance systems. 
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al. [18] 
 

(2020) multi-class identification, occlusion, 
and varying lighting conditions. 

 

K Alhanaee et al. 

[19] 

Procedia Computer Science 

(Elsevier) 

(2020) 
 

Utilize transfer learning by using 

three pre-trained CNN (AlexNet, 

GoogleNet, and SqueezeNet) 

Training them on their dataset of 200 

facial images across 10 classes. 

Accuracy of 92.75% 

D. Bhavana et al. 

[20] 

International Journal of 

Speech Technology 
(Scopus) 

(2020) 

Used Local Binary Pattern 

Histogram (LBPH) algorithm. 

The system was tested in a classroom of 

20 students and achieved a training 
accuracy of 97.67% and a testing 

accuracy of 96.66%. 

V. Seelam et al. 
[21] 

Mater. Today Proc. 
(2020) 

Haar cascades for face detection and 

the FaceNet algorithm for face 
recognition, with a linear SVM for 

classification. 

No. of images used: 24111 

For Haar cascade, 
Recall: 82.60% 

Precision: 95.24% 

N. A. Ismail et 
al. [16] 

KSII Trans. Internet Inf. 
Syst. 

(2022) 

Used Single Shot Detector (SSD) 
and Residual Network (ResNet) for 

face detection, facial landmark 

detection, and feature extraction. 

Accuracy is 92% with a precision of 
100% and recall of 90% for facial scans 

from the front, right (30-45 degrees), 

and left (30-45 degrees) poses. 

 

The literature survey highlights significant advancements in deep learning-based smart attendance 

systems, with improvements in accuracy, security, and scalability. However, challenges such as real-time 

processing, privacy concerns, and dataset limitations still need to be addressed. Future work should focus on 

optimizing models for edge devices, improving environmental adaptability, and ensuring data security while 

maintaining high recognition accuracy. 

 

D. Key Insights 

• Detection Accuracy: Algorithms like YOLOv4 and MTCNN excel in face detection tasks but struggle with 

dynamic variations in lighting and pose[22]. 

• Deep Feature Extraction: Advanced models like ArcFace outperform traditional networks by enforcing 

feature discrimination . 

• Real-Time Systems: IoT and edge-based implementations reduce latency but face challenges related to 

scalability and hardware dependency. 

• Dataset Challenges: Large-scale, diverse datasets improve model generalization but remain limited in 

real-world scenarios[23]. 

 

E. Conclusions from the Literature Survey 

Pre-trained deep learning models (e.g., ResNet, VGG) outperform traditional methods in face 

recognition tasks [24].Hybrid architectures combining CNNs with transformers are emerging as promising 

solutions . Dataset limitations such as bias and lack of diversity hinder model generalization [25]. Real-time 

systems face challenges related to hardware and computational cost. Privacy concerns are critical in biometric 

data usage. Accuracy drops significantly under challenging conditions like occlusion and poor lighting. Custom 

datasets improve domain-specific model performance [26]. Edge computing is a viable solution for real-time 

systems. Open-source frameworks like TensorFlow and PyTorch accelerate development. 

 

III. PROPOSED METHODOLOGY 
A. Introduction 

The proposed methodology for a Smart Attendance System Leveraging Deep Learning-Based Face 

Recognition Techniques aims to create an automated, real-time, and accurate attendance system. This 

methodology addresses environmental variability, fairness, privacy, and computational efficiency, ensuring that it 

operates effectively on edge devices. The methodology can be broken down into several key steps, as outlined 

below: 

 

B. Data Collection and Preprocessing 

In data collection process, standard benchmark data are used for model training and testing. For 

example, labelled Faces in the Wild (LFW), CelebA, VGGFace2, Casia. In 2nd method images are collected from 

classroom cameras, capturing faces of students under various lighting and environmental conditions. This data 

should cover diverse facial features, skin tones, and student demographics to avoid bias. If we collect data locally 

then each face in the dataset is labeled with the corresponding student ID to create a supervised dataset. For 

automated labeling, existing tools or manual checks ensure accuracy in tagging each student's face. 
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C. Model Selection and Training 

In model architecture select a lightweight deep learning model, such as MobileNet or ResNet, that can 

perform well on edge devices due to their efficiency in processing and reduced memory requirements. MobileNet 

uses depth wise separable convolutions, which reduce the number of parameters, making it computationally 

efficient for devices with limited resources. ResNet introduces residual connections that allow training of deeper 

networks without degradation, which can improve accuracy without significantly increasing computation. 

Transfer Learning play a major role for training the model. Pre-trained models on large datasets (like ImageNet) 

are fine-tuned on the classroom dataset, adapting the model to recognize faces specific to the classroom 

environment while benefiting from general image features learned in pre-training. 

 

D. Model Compression for Edge Deployment 

The model’s precision is reduced (e.g., from 32-bit to 8-bit) to lower the memory footprint, which 

enables faster computations on edge devices without significantly affecting accuracy. Pruning removes redundant 

weights and connections from the model. This process reduces the computational load, making the model smaller 

and more efficient, crucial for real-time performance on low-powered devices. We will do edge optimization with 

ONNX or TensorRT. ONNX (Open Neural Network Exchange) converts the model into an optimized format 

suitable for multiple hardware types, including mobile and edge devices. NVIDIA’s TensorRT optimizes 

inference for GPU-based edge devices, reducing latency and increasing efficiency by tailoring the model to the 

hardware’s specific architecture. 

 

E. System Integration and Deployment 

The compressed and optimized model is deployed to edge devices (such as an NVIDIA Jetson or similar 

device) connected to classroom cameras. These devices perform local processing without the need for cloud 

resources, improving latency and maintaining data privacy[27]. The model performs real-time facial recognition, 

capturing and identifying each student’s face within seconds. Attendance is logged as each student’s face is 

detected and matched against the registered database. Attendance logging and validation technique Recognized 

faces are marked as present and stored in a database with a timestamp. The system logs attendance without 

manual input, providing an easily accessible record for teachers and administrators. 

 

F. Privacy and Security Measures 

In data encryption all captured images and attendance records are encrypted both at rest and in transit to 

protect student privacy. By keeping all processing local to the edge device, this system minimizes data exposure 

and reduces reliance on network connections, enhancing privacy by avoiding unnecessary data transmission to 

central servers. Strict access controls are applied, and regular audits are conducted to ensure only authorized 

personnel can access attendance records. 

 

G. Testing and Evaluation 

The system is tested under different environmental conditions, such as lighting changes, student seating 

positions, and varied head poses, to ensure robustness. Accuracy is evaluated by comparing detected attendance 

with ground truth. Fairness is assessed by analyzing error rates across demographics to ensure equal treatment. 

Latency and computational Efficiency are also good. The processing time for each image and memory usage on 

edge devices are measured to confirm that the system meets real-time performance standards. 

 

H. Design Diagram 

Below is a simplified design flow of the proposed system: 

 
Figure 1: Digram of Smart Attendance System. 

 

F. Summary 

The methodology combines deep learning and computer vision techniques to create a real-time, 

efficient, and fair attendance system. With optimized performance on edge devices, it ensures quick processing 

and low latency, making it ideal for classroom environments. Security and privacy measures, including local 

processing and data encryption, address concerns related to student information handling. This methodology 



A Systematic Review On Smart Attendance System Leveraging Deep Learning-Based Face……. 

DOI: 10.9790/0661-2704048086                              www.iosrjournals.org                                               85 | Page 

forms a comprehensive approach to achieving reliable, fair, and efficient automated attendance in modern 

classrooms. Develop a Smart Attendance System based on computer vision and deep learning techniques. This 

system will integrate the latest advancements in facial recognition technology and deep learning algorithms to 

achieve high accuracy and efficiency. Evaluate the performance of the proposed system in real-world scenarios. 

This evaluation will involve testing the system in a variety of settings and conditions to assess its accuracy, 

reliability, and robustness. Address the privacy concerns associated with facial recognition technology. This will 

involve implementing appropriate data security measures, adhering to ethical guidelines, and ensuring 

transparency in data collection and usage. Compare the accuracy and efficiency of the system to traditional 

attendance methods. Explore the potential applications of the system in various educational and organizational 

settings. 

 

 
Figure 2: Architecture of Proposed System. 

 

This exploration will investigate the potential benefits and use cases of the system in different contexts, 

including schools, universities, offices, and other organizations. Address the privacy concerns associated with 

facial recognition technology. This will involve implementing appropriate data security measures, adhering to 

ethical guidelines, and ensuring transparency in data collection and usage. 

 

IV. DATASET INFORMATION 
We will use public dataset like labelled Faces in the Wild (LFW), CelebA, VGGFace2, Casia FASD. 

Later period we will also use institution-specific datasets for enhanced domain adaptation. We have ti follow 

some dataset characteristics. Image resolution should be 224x224, number of subjects will be 1,000+ (diverse 

age, ethnicity). We will faces some challenges like variations in lighting, occlusions, and expressions. 

 

V. EXPECTED OUTCOMES 
This system would be achieved greater that 95% recognition accuracy under controlled conditions. In 

case of latency real processing time will be < 50 ms per frame. Scalability is also high compare to existing system. 

It support for 1000+ individuals in a database. This proposed system also provide reliable performance under 

variable environment conditions. 

 

VI. CONCLUSION 
The proposed system leverages cutting-edge deep learning techniques to address traditional attendance 

management challenges. Enhanced accuracy, scalability, and real-time operation make it a viable solution for 

educational and workplace environments. Future refinements could include edge deployment for reduced latency 

and improved data privacy measures. 
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