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Abstract

This research paper aims to provide a comprehensive understanding of Decentralized Finance (DeFi) and the
critical role of blockchain technology in its development. It focuses on identifying the main challenges in utilizing
blockchain for DeFi, exploring various strategies to overcome these hurdles, and examining the implications of
these findings.

The study adopts a literature review methodology, conducting an extensive analysis of existing research on
blockchain usage in DeFi from various countries.

The study highlights key challenges in using blockchain for DeFi, including scalability, regulatory uncertainty,
and security vulnerabilities. It also identifies various strategies to address these challenges, such as technological
advancements, regulatory frameworks, and cross-sector collaborations. The findings reveal a significant
potential for blockchain to revolutionize the financial sector by enhancing efficiency, transparency, and
accessibility.

The study offers valuable insights for policymakers, financial institutions, and technology developers. It stresses
the need for consistent regulatory frameworks and innovative technological solutions to foster the growth and
stability of the DeFi sector. Additionally, it highlights the importance of global cooperation in standardizing
practices and mitigating risks associated with DeFi.

This research contributes to the literature on blockchain in DeFi by offering a unique perspective on the
challenges and opportunities in DeFi.
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l. Introduction

Decentralized Finance (DeFi) signifies an innovative financial framework that shifts traditional
centralized banking models to a decentralized, blockchain-based approach. It represents a fusion of traditional
financial services with the technological prowess of blockchain, enabling financial transactions and services in a
peer-to-peer manner without the need for intermediaries. The application of blockchain in DeFi is pivotal,
providing the infrastructure for a secure, transparent, and efficient execution of financial activities through smart
contracts and decentralized applications (DApps).

The DeFi market is experiencing a significant upsurge in revenue, which is anticipated to reach a
remarkable US$26,170.0 million by 2024. This growth trajectory is not expected to plateau, as forecasts suggest
an annual growth rate (CAGR) of 9.07% from 2024 to 2028, culminating in an estimated total revenue of
US$37,040.0 million by the end of this period. In terms of individual user revenue within the DeFi market, the

DOI: 10.9790/0661-2601026679 www.iosrjournals.org 66 | Page



Challenges to the Use of Blockchain for Decentralized Finance: A Review

average is projected to be US$1,378.0 in 2024. When viewing this market on a global scale, the United States
stands out with the highest revenue, expected to reach US$12,530,000.00 thousand in 2024. Furthermore, the
number of users engaging in the DeFi market is on an upward trajectory, projected to reach approximately 22.09
million by 2028. This increase in user engagement is reflected in the user penetration rate, which is expected to
grow from 0.25% in 2024 to 0.28% by 2028, indicating a widening acceptance and adoption of DeFi technologies
(Statista, 2023).

Various studies from different countries have delved into these challenges, reflecting a diverse range of
perspectives and insights. For instance, research in European countries has primarily focused on the regulatory
implications and integration of DeFi within existing financial systems, while studies in Asian markets have
explored the technological advancements and adoption challenges in DeFi. In contrast, research in African nations
has emphasized the potential of DeFi in enhancing financial inclusion, despite facing infrastructural and
educational barriers.

However, a comprehensive study that amalgamates these varied research outcomes on blockchain usage
in DeFi, its associated challenges, and feasible solutions, remains a significant gap in the literature. Such a study
is crucial, offering an all-encompassing perspective on DeFi's current landscape and furnishing valuable insights
for stakeholders including policymakers, developers, and investors.

The implications of this study are extensive. Academically, it would enrich the discourse by
consolidating global research findings on DeFi. Moreover, it would aid in pinpointing best practices, novel
solutions, and potential policy interventions. This study's insights into the varied challenges and opportunities in
DeFi across different regions could be instrumental in developing more inclusive and efficient global financial
systems, harnessing blockchain's transformative power in finance.

Hence, this review paper undertakes to answer the following research questions:
RQ1: What is the importance of blockchain in furthering DeFi?
RQ2: What are the challenges faced in the use of blockchain for DeFi?

RQ3: How can these challenges be mitigated?

Introduction to DeFi

Decentralized Finance, or DeFi, represents a shift from traditional centralized financial systems to peer-
to-peer finance enabled by decentralized technologies, primarily blockchain. DeFi encompasses various financial
instruments and protocols that operate without central intermediaries. The primary goal of DeFi is to reduce
intermediaries in financial markets, increase authenticity and speed of transactions, reduce frictions, and improve
financial services accessibility. DeFi combines various fields of expertise, such as computer science,
cryptography, finance, economics, and game theory.

DeFi is a financial system that uses blockchains to create and manage financial contracts, allowing
anyone to create, transfer, and remove assets as long as they comply with immutable smart contract rules. A DeFi
state transition must be reflected on the underlying blockchain, which is achieved by creating a transaction and
broadcasting it in the public peer-topeer (P2P) blockchain network. Blockchain miners then include the
transaction in the blockchain consensus layer, which can be confirmed or final after a certain time period.

DeFi offers various financial services, including lending/borrowing, market-making, stablecoins, pegged
tokens, price oracles, privacy services, flash loans, decentralized portfolio managers, insurance, and more. The
DeFi ecosystem has grown into a vast system of interconnected financial products and protocols, including
trading, asset management, lending, borrowing, analytics, derivatives, investments, and stablecoins (Qin Et al,
2021). With the expanding market, products like options, insurance, and prediction markets are also developing
at a faster pace (Amberdata, 2022).
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Evolution and Need for DeFi

National fiat currencies have existed for centuries, but they are no longer backed by precious metals like
gold. The value of a fiat currency is tied to the trust people have in a country's economy, government, and central
bank. Bitcoin, the first decentralized cryptocurrency, is the first to be issued by any country and is anti-inflationary.
Its supply schedule is fixed and cannot be changed at will, making it the primary store of value in the blockchain
industry. Other major decentralized cryptocurrencies include Ether, Litecoin, Monero, Dash, and Zcash.

Initially, the cryptocurrency space was dominated by centralized exchanges, which faced numerous
challenges including security threats and regulatory issues (Schér, 2021; Pourpouneh et al., 2020). The evolution
towards DeFi was largely driven by the need to mitigate these risks, offering an alternative where users retain
custody of their assets and trust is distributed among network participants rather than centralized entities.

In CeFi, exchanges like NASDAQ have specific asset listing requirements (Nasdaq, 2021; Financial
Conduct Authority of the UK, 2021). However, DeFi platforms, like DEXs (Decentralized Exchanges), have more
flexible listing criteria. For example, Uniswap only requires assets to meet the ERC20 standard (EIP-20, 2021).

HFT strategies in DeFi are similar to those in CeFi, involving tactics like arbitrage and algorithmic
market making (Aldridge, 2013; Angel & McCabe, 2013; Brogaard et al., 2010; Menkveld, 2016; Daian et al.,
2019; Qin et al., 2021). DeFi's technical design differs, but the fundamental trading strategies remain consistent.

The concept of a risk-free rate of return, central in CeFi, is ambiguous in DeFi due to inherent risks in
smart contracts and blockchain consensus (Investopedia, 2021; The Balance, 2021). However, DeFi protocols
like MakerDAO and Aave offer interest rates considered low-risk compared to traditional investments.

DEXs are crucial in DeFi, allowing asset exchanges without centralized oversight (Cointelegraph, 2022).
Ethereum is a key player in supporting DEXs, which include automated market makers, order book DEXs, and
DEX aggregators.

Automated Market Makers (AMMs) like Uniswap have revolutionized DeFi by addressing liquidity
challenges through liquidity pools (Mohan, 2022; Jensen et al., 2021). They allow users to trade against liquidity
locked in smart contracts rather than traditional order books.

Decentralized networks like Bitcoin Lightning Network and Ripple offer low-cost, instant, and global
payments (Libra Association, 2019; Poon & Dryja, 2016). These networks reduce costs and improve accessibility
for merchants, especially in cross-border transactions.

Blockchain technology has transformed fundraising through ICOs (Chen, 2018; Fisch, 2019; Martino et
al., 2019a; Martino et al., 2019b). ICOs allow global fundraising for early-stage ventures, leveraging the
distributed trust of blockchain.

Advantages of DeFi

DeFi offers several advantages over CeFi, including reduced reliance on intermediaries, improved
transparency, enhanced security, and greater accessibility. It empowers users with direct control over their assets
and enables innovative financial instruments and services.

Financial institutions mediate and control financial transactions in a centralised financial system,
reducing transaction costs and facilitating efficiency (Benston & Smith, 1976). Financial institutions can dominate
economic activity as important middlemen for financial transactions. A dominant financial institution like Bank
of America, PayPal, or Square can gain market power and revenues.

In contrast, peer-to-peer networks facilitate financial transactions in a decentralised financial system.
Decentralised networks lower transaction costs and provide network effects without monopolistic costs (Catalini
and Gans, 2019). A decentralised peer-to-peer network can dominate without a single entity monopolising it and
excluding others, allowing everyone to benefit from network effects to increase transaction possibilities
(Huberman et al., 2019).

Centralised finance is connected to certain areas and fiat currencies, hence it cannot be borderless. Thus,
cross-border capital and value transfers are generally difficult and slow. Decentralised finance is not connected to
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geographic locations or fiat currencies, hence it is borderless. It uses borderless coins and can be used worldwide.
Additionally, it is independent of any central bank or government (Ammous, 2018). Decentralised finance may
make global value transfers as easy as sending an email, removing restrictions.

Centralized finance (CeFi) exchanges like Coinbase have emerged as popular platforms for managing
these services, but they require users to transfer their crypto assets' private keys to a third party, creating
intermediaries in the transaction process (Qin et al, 2021). This process carries risks such as compromising privacy
and increasing transaction fees due to numerous intermediary transactions. Decentralization is one of the defining
features of cryptocurrency, which uses a blockchain, a secure, unalterable, and decentralized ledger that records
all transactions, making it more transparent than traditional financial systems (Sanders, 2021).

Decentralized finance (DeFi) is a promising solution to traditional finance by leveraging blockchain
technology to create a transparent and decentralized financial system. Initially limited to crypto trading,
cryptocurrencies are now being used for various financial services like borrowing, lending, payments, and trading.
Decentralization is seen as a solution to complex coordination issues across diverse stakeholders. Hoffman et al.
(2020) analysed the potential of blockchain-mediated decentralization, discussing its features like distribution,
disintermediation, and peer-to-peer networks. Osmani et al. (2020) explored the benefits blockchain technology
could offer for banking and financial sector managers and decision-makers, developing strategies to overcome
identified challenges.

Differences from CeFi

In contrast to CeFi, which operates under centralized authorities and traditional financial models, DeFi
is characterized by its decentralized nature, reliance on blockchain technology, and innovative financial models
like AMMs and ICOs.

Centralization vs. Decentralization

Centralized finance operates under a centralized authority, such as a company or government, which
manages operations and transactions. Conversely, decentralized finance (DeFi) uses blockchain technology to
create a decentralized network where no single entity controls the system (Bianchi & Dickerson, 2019). This
fundamental difference in structure influences various aspects of how these financial systems operate.

Intermediaries vs. Direct Transactions

CeFi relies on intermediaries like banks, brokers, or lawyers to facilitate transactions. In contrast, DeFi
enables direct peer-to-peer transactions without intermediaries, significantly reducing transaction costs and
speeding up the process (Nexus Mutual, 2020).

Transparency and Immutability

Blockchain-based businesses, characteristic of DeFi, offer unparalleled transparency and immutability.
Every transaction is visible and permanent, preventing alterations or deletions (Reid & Harrigan, 2013; Sas &
Khairuddin, 2017). This transparency extends to smart contracts, which automate and enforce agreements without
intermediaries, enhancing efficiency and reducing costs. These features are largely absent in traditional CeFi
structures.

Public Verifiability

In DeFi, the execution and bytecode of non-custodial applications must be publicly verifiable on a
blockchain (Qin et al, 2021). This transparency allows users to inspect and verify DeFi state transitions, fostering
trust in the system.
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Custody

DeFi empowers users with direct control over their assets at any time, contrasting with CeFi, where
assets are typically held by centralized custodians like banks (Bianchi & Dickerson, 2019). However, this also
implies that users bear most technical risks, unless insured.

Privacy

DeFi platforms, operating on non-privacy preserving blockchains, offer pseudoanonymity rather than
complete anonymity. Blockchain transactions can be traced, and centralized exchanges, necessary for fiat-
cryptocurrency conversion, can disclose address ownership to authorities (Meiklejohn et al, 2013; Monaco, 2015).

Atomicity

Blockchain transactions in DeFi can be atomic, meaning they are executed in their entirety or not at all
(Carlsten et al, 2016). This feature is mostly absent in CeFi, where similar outcomes require legal agreements.

Execution Order Malleability

DeFi allows users to bid for transaction execution order, leading to potential market manipulation (Daian
et al, 2019; Zhou et al, 2020). In CeFi, regulated financial institutions enforce strict rules on transaction ordering.

Transaction Costs

DeFi transactions include fees to prevent spam, whereas CeFi institutions might offer free services,
supported by client KYC/AML verifications (European Union, 2021).

Non-stop Market Hours

DeFi markets operate 24/7, in contrast to CeFi markets like the NYSE and Nasdaq, which have specific
operating hours (CNBC, 2021). This continuous operation in DeFi eliminates the concept of pre- or post-market
trading and offers resilience against system outages.

Anonymous Development and Deployment

Many DeFi projects are developed and maintained anonymously, allowing them to function without a
front-end. Users interact directly with the smart contract, contrasting with the more structured and transparent
development and deployment processes in CeFi.

Inflation

In CeFi, central banks control fiat currency creation, and inflation is typically measured against a
consumer price index (Investopedia, 2021). DeFi, like Bitcoin, offers a fixed supply, which protects against
currency devaluation but also raises questions about its long-term viability in supporting economic activity.
Ethereum, as an example, has an inflation rate of about 4%, in contrast to significant increases in monetary supply
in CeF1i, due to actions by central banks (St Louis Fed, 2021).

Thus, DeFi represents a significant shift in the financial sector, offering innovative solutions and
addressing many of the limitations of traditional finance. Its evolution, driven by the need for more secure,
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transparent, and accessible financial services, highlights the potential for blockchain technology to transform the
financial landscape. However, the integration of DeFi into mainstream finance continues to face challenges that
need to be addressed for its wider acceptance. While DeFi offers greater transparency, efficiency, and user control,
it also presents challenges like regulatory uncertainty, technical complexity, and the need for personal
responsibility in asset management. CeFi, with its regulated, intermediary-dependent, and less transparent nature,
provides a different set of advantages and disadvantages. The choice between DeFi and CeFi depends on the user's
priorities, risk tolerance, and the specific financial services required.

Use of Blockchain for DeFi

Blockchain technology, known for its decentralized and distributed ledger system, is revolutionizing
various sectors, notably the banking and finance industry. This technology's ability to create immutable,
transparent, and secure records has significant implications for financial operations (Oh and Shong, 2017;
Treiblmaier, 2018). Blockchain technology, serving as the backbone of decentralised finance (DeFi), has
revolutionized the concept of financial transactions and systems. Since Bitcoin's introduction in 2008, blockchain
technology has evolved significantly. The Proof-of-Work consensus protocol, cryptographic security, and game-
theory mathematics have enabled trustless peer-to-peer transactions (Voshmgir, 2019; Nakamoto, 2008). The
development of Ethereum as a Turing complete blockchain extended blockchain's scope beyond cryptocurrencies
to a range of non-custodial financial solutions (Buterin, 2021).

The banking and finance industry is witnessing substantial growth in adopting blockchain applications,
changing traditional commercial transaction paradigms (Hughes et al., 2019). The deployment of blockchain is
reshaping business models within this sector, impacting payment systems, interbank operations, and financial
record-keeping (Cucari et al., 2021; Holotiuk, Pisani, & Moormann, 2019; Yu, Lin, & Tang, 2018). Blockchain
technology supports financial inclusion by providing banking services to those typically excluded from traditional
systems. It reduces the likelihood of human error in transactions and increases user confidence (Osgood, 2016;
Qi et al., 2017; Chen and Bellavitis, 2019; Zetzsche et al., 2020).

Blockchain's decentralized nature, trust facilitated by distributed ledger technology, and reduced
information asymmetry and counterparty risk are garnering attention for their profound impact on business
models and operations.

Ahluwalia, Mahto, and Guerrero (2020) suggest that blockchain-based financing systems can address
challenges like information asymmetry and transaction costs in startup financing. The implementation of
blockchain in ICOs provides an alternative for entrepreneurs to secure financial resources (Ante, Sandner, and
Fiedler, 2018). Blockchain technology has found applications in money transfers, identity verification, trade
finance, and more, particularly in Western countries (Zhang et al, 2020; Deloitte, 2019). Its decentralized nature
enhances security, efficiency, and transparency in financial operations.

Avgouleas and Kiayias (2019) argue that blockchain can enhance investor control and distribute
systematic risk in securities and derivative markets. It can facilitate the creation of platforms for derivative
clearing and settlement, addressing liquidity shortages.

Chakraborty et al. (2019) posit that a blockchain-based credit analysis framework could improve the
efficiency and transparency of the credit system by facilitating the collection and analysis of customer
information.

Chang, Luo, and Chen (2020) discuss the potential of blockchain to disrupt trade finance's centralized
operating model, including payment by letter of credit.

Elghaish, Abrishami, and Hosseini (2020) demonstrate the use of blockchain in creating decentralized,
automated, and secure financial platforms for project delivery, enhancing control and preventing unauthorized
alterations.

Chen, Tan, and Fang (2018) highlight the use of blockchain for managing financial product information,
ensuring data integrity, and promoting secure information sharing. Yu, Lin, and Tang (2018) suggest blockchain's
potential for financial accounting, reducing disclosure errors and enhancing the quality of accounting information.
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Kabra et al. (2020) introduce the Mudra Chain, a blockchain-based framework to automate cheque
clearance, representing a significant improvement over conventional methods.

Approximately 32% of research in the field suggests blockchain's notable benefits in banking and
finance, particularly in enhancing operational effectiveness and reducing transaction costs (Schuetz and
Venkatesh 2020). By eliminating the need for intermediaries, blockchain technology streamlines business
processes, reduces reconciliation and data management costs, and accelerates financial transactions.

Thus, blockchain technology's integration into the banking and finance sector is pivotal in advancing
DeFi. It offers a decentralized, efficient, and transparent solution to many of the challenges faced by traditional
financial systems. The impact of blockchain is evident in various aspects of finance, from startup financing and
securities markets to credit analysis and trade finance. The technology not only enhances existing processes but
also introduces innovative models for financial transactions and record-keeping. As blockchain continues to
evolve, its role in shaping the future of DeFi remains a critical area of study and implementation.

Smart Contracts and DeFi

Smart contracts, fundamental to blockchain technology, autonomously execute pre-established
agreements without third-party involvement. They have become vital in DeFi, offering a transparent, traceable,
and irreversible way to conduct transactions (Buterin, 2014; Antonopoulos and Wood, 2018; Tikhomirov et al.,
2018). These contracts require a "gas" fee, proportional to the complexity of the transaction, payable in the
blockchain's native currency (e.g., Ether in Ethereum).

Blockchain can streamline KYC processes, reducing operational costs for financial institutions
(Malhotra et al, 2021; Cucari et al.,, 2021). The UK government's strategy towards cryptocurrencies and
blockchain technology reflects the growing interest in these areas (De Meijer, 2016).

Advantages of Blockchain in DeFi

DeFi has the potential to disrupt centralized financial systems by significantly reducing transaction costs
(Harvey et al., 2021). The Aave protocol, for example, illustrates how decentralized banks differ from traditional
banks, leveraging smart contracts and open-source software for asset management (Bartoletti, 2020; Gudgeon et
al., 2020; Whitepaper.io, 2020).

Blockchain technology brings transformative benefits to DeFi. It introduces unprecedented efficiency
and transparency, attributes that were largely absent in traditional financial systems. The integration of blockchain
in DeFi leverages mathematical and computational frameworks, which is a marked shift from the historically
intermediary-based financial systems. The decentralized nature of blockchain reduces reliance on traditional
intermediaries, leading to cost-effective and faster transactions. Additionally, the security and immutability of
blockchain transactions enhance trust and integrity in financial dealings.

Its benefits include interoperability where blockchain facilitates the seamless integration of various
financial services, enhancing the flow of capital and value across different platforms and borders. This
interoperability is evident in projects built on Ethereum, where applications benefit from substantial
interoperability (Meyer et al., 2022).

Another benefit is the innovation in financial products. Blockchain in DeFi has led to the creation of
novel financial products like NFTs and tokenized assets, expanding traditional asset classes. These products foster
community-driven ecosystems, encouraging participation and investment in new marketplaces (Chohan, 2021).

Blockchain also leads to reduced costs and enhanced speed. By eliminating intermediaries, blockchain
significantly reduces transaction costs and speeds up financial processes. This efficiency is crucial in international
transactions and microtransactions, where traditional banking systems often fall short (Schar, 2021).

Another important benefit of blockchain is financial inclusion. Blockchain-based DeFi platforms offer
financial services to unbanked and underbanked populations, providing access to credit, investment, and savings
products that were previously inaccessible (Tapscott, 2021).
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Various studies across the globe demonstrate the potential benefits of blockchain in DeFi.

Africa

[jaoba (2021) highlights the potential of DeFi in enhancing financial access in African countries.
However, challenges like knowledge gaps and regulatory barriers impede widespread adoption. For instance,
Kenya’s approach to DeFi emphasizes enhancing access to financial services, a deviation from the pure peer-to-
peer model (Wambugu & Lee, 2008).

Asia

In India, a high DeFi adoption rate indicates potential for expanding financial services to the unbanked
population (Bhuvana & Aithal, 2020). China’s foray into digital yuan reflects its interest in blockchain, balanced
against concerns of fraud and tax evasion (Arora, 2020).

North America

Canada views DeFi as a tool to provide international credit and liquidity (Dolny & Igbal, 2021). In the
United States, private sector enthusiasm is driving DeFi growth, with regulators closely monitoring for
compliance and financial stability (Clements, 2020).

Europe

European countries like Switzerland and Estonia are experimenting with blockchain in financial services,
focusing on enhancing transactional efficiency and security. These countries are also exploring regulatory
frameworks to support the safe growth of DeFi (European Central Bank, 2021).

Latin America

In Brazil, the rise in DeFi is attributed to the shift in perception of cryptocurrencies as alternative
investment assets (ConsenSys, 2021). Venezuela and Argentina see DeFi as a hedge against economic instability
and currency devaluation.

Thus, Blockchain technology presents numerous benefits, challenges like regulatory uncertainty,
infrastructural needs, and market volatility persist. The future trajectory of DeFi and blockchain will depend on
how these challenges are navigated, especially in balancing innovation with regulatory compliance.

Challenges in Blockchain-Based Financial Systems

Despite its potential, blockchain technology in finance is still nascent, facing challenges in user
verification, transaction monitoring, and cross-border remittance management (Ojog, 2021; Kremenova &
Gajdos, 2019; Yeoh, 2017). While offering numerous advantages, DeFi also presents challenges such as
regulatory uncertainty and technical complexities.

Technological Limitations

The primary technological limitation of blockchain in DeFi is its constrained scalability, particularly in
terms of throughput (Cocco et al., 2017; Chen & Bellavitis, 2020). Blockchain's throughput pales in comparison
to traditional financial systems like Visa and PayPal, creating bottlenecks in handling high-volume transactions.

DOI: 10.9790/0661-2601026679 www.iosrjournals.org 73 | Page



Challenges to the Use of Blockchain for Decentralized Finance: A Review

Furthermore, the immutability feature of blockchain, while ensuring security, can sometimes hinder transaction
efficiency. Additional technical constraints include limited physical space, reduced network performance, and
high energy consumption (Gan et al., 2021; Choo et al., 2020).

Organizational and User-related Challenges

The disruptive nature of blockchain technology in traditional banking and finance processes results in
resistance from end-users. The shift to blockchain requires significant systematic integrations to build confidence
among users who are apprehensive about privacy, integrity, and security risks (Chang et al., 2020; Zheng et al.,
2018). The implementation of blockchain also necessitates specialized knowledge, increasing the demand for
blockchain developers and exacerbating the shortage of skilled professionals in this area (Zhang et al., 2020).

Social and Regulatory Issues

The transformation of the financial industry through blockchain technology brings about social risks,
including labor market disruptions and changes in employment dynamics. Regulatory standards pose considerable
challenges for government bodies and regulatory authorities. There is a notable lack of technological maturity
and universally accepted protocols and standardizations, which complicates the regulatory landscape (Yeoh, 2017;
Alam et al., 2021).

Interoperability and Trust Issues

Despite decentralization promoting interoperability among financial institutions, blockchain technology
has not yet fully realized its potential in this area (Chen & Bellavitis, 2020). The high energy consumption of
blockchain networks, especially those relying on proof-of-work consensus mechanisms, raises ethical concerns
about privacy and environmental impact. The lack of established norms for compliance, and the absence of
enforcement mechanisms for strategic governance, erodes trust in blockchain technology (Cocco et al., 2017;
Yeoh, 2017).

Security and Scalability Challenges

Blockchain in DeFi faces significant security risks, including vulnerabilities in smart contracts, which
can be exploited to cause financial loss. Scalability issues limit user access and increase the cost of transactions,
which can be detrimental to the DeFi ecosystem (Feldman, 2019; Statista). Some of the specific security
challenges in blockchain for DeFi are:

Smart Contract Vulnerabilities: The security of DeFi largely depends on the reliability of smart contracts.
However, these contracts can contain code errors, leading to significant vulnerabilities. Such flaws can result in
unauthorized access or financial losses. The deterministic nature of blockchain exacerbates these issues, as each
transaction, once included in a block, becomes immutable and irreversible (Khan et al., 2021; Klages-Mundt et
al., 2020). Studies like Atzei et al. (2021) and Chen et al. (2020) have highlighted incidents like the DAO and
Parity multi-sig attacks, illustrating the risks when code fails to execute as intended.

Miner and Oracle Risks: Miner risks involve the potential for transaction processing entities (miners) to
act maliciously toward certain transactions. For example, during the Black Thursday event in 2020, manipulations
in Ethereum's mempool were observed, targeting the queue of transactions awaiting confirmation (Consensys,
2020). Oracle risks are also significant, as many DeFi applications rely on external data sources (oracles) for
market prices. The reliance on these oracles introduces points of trust and dependency, potentially creating
vulnerabilities to malicious actors (Caldarelli, 2021; Peaster, 2020).

Interconnectedness and Composability: The interconnectedness and composability of DeFi applications,
while advantageous for innovation, create a systemic dependency where a single vulnerability can have
widespread implications. This interconnectedness can lead to "financial contagion" effects, where a failure in one
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part of the ecosystem can affect multiple stakeholders across various applications (Meegan and Koens, 2021;
Gudgeon et al., 2020b).

Scalability and Security Trade-offs: As DeFi grows, scalability issues become more pronounced,
impacting transaction costs and network performance. These scalability efforts often compromise on
composability and generic transaction atomicity, integral features of DeFi. The challenge lies in achieving a
balance between scalability, security, and decentralization (Werner et al., 2021).

Speculative Bubbles: DeFi has experienced speculative bubbles, particularly during periods of rapid
market growth, as seen in the third quarter of 2020. These bubbles represent significant volatility and risk,
challenging the stability of DeFi markets. Studies employing various econometric tests have detected speculative
bubbles in major DeFi assets, underscoring the influence of cryptocurrencies like Bitcoin and Ethereum on these
assets (Ehrlich, 2022; OECD, 2022).

Speculative bubbles in the DeFi market are characterized by rapid price increases followed by sharp
declines, indicative of high volatility and market instability. These bubbles often emerge during periods of
heightened market activity and investor enthusiasm, as observed in significant DeFi assets during peaks in market
growth (Ehrlich, 2022; OECD, 2022).

Key cryptocurrencies like Bitcoin and Ethereum play a substantial role in influencing DeFi markets.
Their price movements and market behaviors can cause ripples across DeFi assets, contributing to the formation
and burst of speculative bubbles. This interdependency highlights the susceptibility of the DeFi market to the
broader cryptocurrency market dynamics (Ehrlich, 2022; OECD, 2022).

Studies using econometric tools such as the Supremum Augmented Dickey-Fuller and Hacker-Hatemi-
J tests reveal the causality relationships between major cryptocurrencies and DeFi assets. These relationships
underscore the influence of specific tokens like Link and Mkr on the DeFi market. The causality analysis provides
insights into how market movements in traditional cryptocurrencies can precipitate speculative bubbles in DeFi
(Ehrlich, 2022; OECD, 2022).

The existence of speculative bubbles poses significant risks to investors, especially those who are not
well-versed in the intricacies of the DeFi market. The rapid escalation and subsequent decline in asset values can
lead to substantial financial losses. Moreover, these bubbles can undermine market stability and investor
confidence, potentially deterring investment in the DeFi sector (Ehrlich, 2022; OECD, 2022).

The DeFi market, while influenced by traditional cryptocurrencies, exhibits distinct characteristics.
Some DeFi assets have unique behaviors and risk profiles, separate from conventional cryptocurrencies like
Bitcoin. Understanding these differences is crucial for investors and regulators to appropriately assess and manage
risks associated with DeFi investments (Ehrlich, 2022; OECD, 2022).

The presence of speculative bubbles in DeFi calls for a nuanced regulatory approach. Regulators must
balance the need to protect investors and maintain market stability with the goal of fostering innovation and
growth in the DeFi sector. This entails developing regulatory frameworks that acknowledge the unique aspects of
DeFi and its susceptibility to market dynamics of larger cryptocurrencies (Ehrlich, 2022; OECD, 2022).

Institutional Embeddedness and Safety Concerns

Despite the advantages of DeFi, its complexity and rapid progress bring challenges in understanding and
managing the unique technological elements and their socioeconomic consequences (Gramlich et al., 2022; Meyer
et al., 2022). The less intermediation in DeFi increases the responsibility on individual users, necessitating secure
storage of private keys and a deep understanding of DeFi applications to avoid potential faults or hazards (Lockl
& Stoetzer, 2021).

Addressing Challenges to Blockchain for DeFi

The challenges and limitations of using blockchain in DeFi are multifaceted, spanning technological,
organizational, social, and regulatory domains. Addressing these issues is crucial for the sustainable growth and
adoption of blockchain technology in the DeFi sector. While blockchain offers transformative potential in finance,
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navigating its limitations and challenges is key to harnessing its full capabilities for DeFi applications. As the
DeFi sector continues to evolve, it is essential for organizations, governments, regulatory authorities, and
individuals to recognize and mitigate these challenges to fully exploit the benefits of decentralized finance. The
existing literature reveals some ways to overcome challenges and limitations in blockchain for DeFi.

Establishing a Shared Understanding

A vital step in overcoming challenges in DeFi is to establish a shared comprehension of its definition
and scope. This is crucial for aligning various stakeholders' perspectives and approaches towards DeFi. As noted
by Katona (2021) and Kumar et al. (2020), a clear, inclusive definition that acknowledges DeFi's multifaceted
nature, including its automation through smart contracts, is essential. This can help in developing a common
framework for assessing and addressing DeFi's challenges (Chen & Bellavitis, 2020; Schér, 2021; Zetzsche et al.,
2020).

Technological Innovations

Advancements in blockchain technology and smart contract protocols are key to overcoming DeFi's
limitations. Continuous innovation and refinement of these technologies are essential for enhancing security,
efficiency, and functionality. For example, Meyer et al. (2022) advocate for a sociotechnical conception of DeFi,
which includes addressing technical aspects as well as the broader business environment and societal impacts.

Regulatory Frameworks

Developing comprehensive regulations that consider DeFi's unique characteristics is crucial. Regulatory
frameworks should be adaptable to the decentralized and international nature of DeFi. This requires a multi-
stakeholder approach, considering the perspectives of users, society, and management organizations (Gudgeon et
al., 2020b; Gramlich et al., 2022).

Addressing Re-centralization Risks

To mitigate risks associated with re-centralization in DeFi, such as oracles and reserve-backed
stablecoins, clear guidelines and safeguards are necessary. This includes creating standards for key elements like
oracles, hashing power, and centralised exchanges (CEXes) to avoid single points of failure and counterparty
risks (Brennecke et al., 2022b).

Aligning CeFi and DeFi

An effective strategy involves aligning traditional finance (CeFi) and decentralized finance (DeFi). For
instance, the implementation of Central Bank Digital Currencies (CBDCs) represents a step towards this
alignment. This can help in leveraging the strengths of both systems while addressing their respective challenges
(Ijaoba, 2021).

Addressing Systemic Risks

Understanding and addressing systemic risks, such as those related to wrapped assets and the
interconnectedness of DeFi protocols, are essential. This involves examining the potential impact of individual
asset or protocol failures on the broader system and taking steps to mitigate cascading effects (Guggenberger et
al., 2021a).
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Focusing on Smart Contract Design

Developing robust smart contract designs is crucial for enhancing DeFi security. This involves
comprehensive testing and validation of design concepts to ensure the protection of protocols and the blockchain
infrastructure they operate on (Zhou et al., 2022a).

Diversifying Blockchain Platforms

While DeFi services predominantly use Ethereum, exploring and incorporating other blockchain
platforms can help in diversifying and strengthening the DeFi ecosystem. This also involves examining the role
of private or consortium blockchains in DeFi (Grassi et al., 2022).

Addressing Market Inefficiencies

Mitigating market inefficiencies and risks associated with intricate wrapping operations is key. This can
be achieved through market maturation, enhanced security measures, and increasing user acceptance (Macaskill,
2021).

Balancing Philosophical Aspects

Balancing the philosophical aspects of DeFi, such as crypto-anarchism, with practical considerations
like regulatory compliance and integration into the traditional financial industry is important. This involves
reconciling the ideological underpinnings of DeFi with the realities of financial markets (Yavin & Reardon, 2021).

Fostering Multidisciplinary Research

Encouraging multidisciplinary research that spans computer science, economics, social sciences,
management, and law is vital for a comprehensive understanding of DeFi. This research should address the
disparities between blockchain-based decentralised systems and the conventional financial system (Salami, 2020).

Encouraging Global Regulatory Coordination

Promoting global regulatory coordination and establishing a uniform framework for digital financial
innovations, including DeFi, is crucial. This would help in creating standardized and effective regulatory practices
(Ozcan, 2021).

As the above discussion shows, overcoming the challenges and limitations in blockchain for DeFi
requires a multifaceted approach that includes technological innovation, regulatory adaptation, and alignment
with traditional finance. It also necessitates a deep understanding of DeFi's unique features and risks, and the
development of comprehensive strategies to address them. Through collaborative efforts among various
stakeholders, including academics, practitioners, and regulators, DeFi can evolve into a more stable, efficient, and
inclusive financial system.

1. Conclusion

Decentralized Finance (DeFi) represents a significant shift in the financial industry, characterized by the
adoption of blockchain technology to decentralize and democratize financial services. It marks a departure from
traditional financial systems by eliminating intermediaries and offering an array of services, including lending,
borrowing, insurance, and asset management. The core of DeFi's innovation lies in its potential for greater
accessibility, transparency, and efficiency.
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Central to the DeFi ecosystem is blockchain technology, providing the infrastructure for decentralized
applications (DApps) and smart contracts. These smart contracts automate and enforce financial agreements in a
trustless environment, predominantly on the Ethereum blockchain, known for its robust smart contract
functionality and widespread adoption.

However, the integration of blockchain in DeFi is not without its challenges. Issues such as limited
scalability and throughput impede the efficiency of transaction processing. Security concerns stem from
vulnerabilities in smart contracts and the immutable nature of blockchain, posing significant financial risks. The
decentralized and borderless nature of DeFi creates a complex regulatory landscape, leading to legal and
compliance uncertainties. Additionally, interoperability issues between different blockchain platforms limit the
seamless interaction of various DeFi applications.

Efforts to surmount these challenges are multifaceted. Technological advancements, including Layer 2
solutions and new consensus mechanisms, are being explored to address scalability and throughput issues.
Security protocols are being strengthened through rigorous measures, including regular audits and formal
verification processes. The development of comprehensive regulatory frameworks that recognize the unique
aspects of DeFi is crucial, necessitating collaboration among multiple stakeholders. Furthermore, enhancing
interoperability through technological solutions and standards is a key focus to broaden the functionality and
reach of DeFi applications.

This research paper underscores the transformative potential of DeFi and the pivotal role of blockchain
technology in this paradigm shift. It sheds light on the intricacies of the challenges within the DeFi ecosystem
and outlines strategic approaches to mitigate these issues. This review paper serves as a valuable resource for a
wide range of stakeholders, including developers, investors, regulators, and researchers, guiding them through
the complexities of the DeFi landscape.

Looking ahead, there is a need for further research in several key areas. Long-term economic impacts of
DeFi on global financial markets and the traditional banking system warrant deeper exploration. Continuous
assessment of emerging blockchain technologies and their potential in addressing current DeFi limitations is
essential. The evolution of regulatory approaches to DeFi and their effectiveness in ensuring a secure and inclusive
financial environment is another critical area for ongoing study. Additionally, understanding factors that influence
user adoption and experience, particularly in terms of accessibility and interface design, is vital. Lastly, the
development of sophisticated risk management frameworks tailored to the unique risks of DeFi is an imperative
area for future research.

In summary, DeFi, buoyed by blockchain technology, is at the forefront of redefining the financial sector.
Addressing its challenges and leveraging its opportunities require a collaborative approach across technological,
regulatory, and societal spheres. This paper contributes significantly to this effort, providing a detailed analysis
and laying the groundwork for future explorations in the dynamic domain of DeFi.

References

[1]. Ahluwalia, S., Mahto, R. V., & Guerrero, M. (2020). Blockchain Technology And Startup Financing: A Transaction Cost Economics
Perspective. Technological Forecasting And Social Change, 151, Article 119854.

[2]. Alam, S., Shuaib, M., Khan, W. Z., Garg, S., Kaddoum, G., Hossain, M. S., & Zikria, Y. B. (2021). Blockchain-Based Initiatives:
Current State And Challenges. Computers & Networks, 198, 108395. Https://Doi.Org/10.1016/J.Comnet.2021.108395

[3]. Aldridge, 1. (2013). High-Frequency Trading: A Practical Guide To Algorithmic Strategies And Trading Systems (Vol. 604). John
Wiley & Sons.

[4]. Amberdata. (2022). Defi And The Transformation Of Institutional Finance. Retrieved From Https://Blog. Amberdata.lo/Defi-And-
The-Transformation-Of-Institutional-Finance

[5]. Ammous, S. (2018). The Bitcoin Standard: The Decentralized Alternative To Central Banking. John Wiley & Sons, Hoboken, Nj.

[6]. Angel, J. J., & Mccabe, D. (2013). Fairness In Financial Markets: The Case Of High-Frequency Trading. Journal Of Business Ethics,
112(4), 585-595.

[7]. Ante, L., Sandner, P., & Fiedler, 1. (2018). Blockchain-Based Icos: Pure Hype Or The Dawn Of A New Era Of Startup Financing?
Journal Of Risk And Financial Management, 11, 80.

[8]. Antonopoulos, A. M., & Wood, G. (2018). Mastering Ethereum: Building Smart Contracts And Dapps. O’reilly Media.

[9]. Arora, G. (2020). Rbi And The Indian Crypto Industry. Available At Ssrn 3733291.

[10].  Atzei, N., Bartoletti, M., & Cimoli, T. (2021). A Survey Of Attacks On Ethereum Smart Contracts. lacr Cryptology Eprint Archive,
2016: 1007.

[11].  Avgouleas, E., & Kiayias, A. (2019). The Promise Of Blockchain Technology For Global Securities And Derivatives Markets: The
New Financial Ecosystem And The "Holy Grail' Of Systemic Risk Containment. European Business Organization Law Review, 20(1),
81-110.

[12].  Benston, G.J., & Smith, C. W. (1976). A Transactions Cost Approach To The Theory Of Financial Intermediation. Journal Of Finance,
31(2), 215-231.

[13]. Bhuvana, R., & Aithal, P. S. (2020). Rbi Distributed Ledger Technology And Blockchain - A Future Of Decentralized India.
International Journal Of Management Technology And Social Sciences (Ijmts), 5(1), 227-237.

DOI: 10.9790/0661-2601026679 www.iosrjournals.org 78 | Page


https://blog.amberdata.io/defi-and-the-transformation-of-institutional-finance
https://blog.amberdata.io/defi-and-the-transformation-of-institutional-finance

Challenges to the Use of Blockchain for Decentralized Finance: A Review

[14].
[15].

[16].

[17).
[18].

[19].

[20].

[21].
[22].
[23].
[24].
[25].
[26].
[271.
[28].
[29].

[30].

[31].

[32].

Bianchi, D., & Dickerson, A. (2019). Trading Volume In Cryptocurrency Markets. Ssrn 3239670.

Brennecke, M., Guggenberger, T., Schellinger, B., & Urbach, N. (2022). The De-Central Bank In Decentralized Finance: A Case
Study Of Makerdao. In T. Bui (Ed.), Proceedings Of The Annual Hawaii International Conference On System Sciences, Proceedings
Of The 55th Hawaii International Conference On System Sciences, 6073—-6082. Hawaii International Conference On System
Sciences. Http://Hdl.Handle.Net/10125/80077

Brogaard, J. (2010). High-Frequency Trading And Its Impact On Market Quality. Northwestern University Kellogg School Of
Management Working Paper, 66.

Buterin, V. (2014). A Next-Generation Smart Contract And Decentralized Application Platform. Ethereum, 1-36.

Caldarelli, G. (2021). Wrapping Trust For Interoperability: A Preliminary Study Of Wrapped Tokens. Information, 13(1), 1.
Https://Doi.Org/10.3390/Info13010006.

Campbell R. Harvey, Ashwin Ramachandran, And Joey Santoro. (2021). Defi And The Future Of Finance.
Https://Papers.Ssrm.Com/Sol3/Papers.Cfm?Abstract 1d=3711777.

Carlsten, M., Kalodner, H., Weinberg, S. M., & Narayanan, A. (2016). On The Instability Of Bitcoin Without The Block Reward. In
Proceedings Of The 2016 Acm Sigsac Conference On Computer And Communications Security, 154—167.Catalini, C., Gans, J.S.,
2019. Some Simple Economics Of The Blockchain. Commun. Acm. Hittps://Doi.Org/10.2139/Ssrn.2874598.

Chakraborty, S., Aich, S., Seong, S. J., & Kim, H. C. (2019). A Blockchain Based Credit Analysis Framework For Efficient Financial
Systems. In “2019 21st International Conference On Advanced Communication Technology”, 56-60. lece.

Chang, S. E., Luo, H. L., & Chen, Y. C. (2020). Blockchain-Enabled Trade Finance Innovation: A Potential Paradigm Shift On Using
Letter Of Credit. “Sustainability, 12(1), 188.

Chang, V., Baudier, P., Zhang, H., Xu, Q., Zhang, J., & Arami, M. (2020). How Blockchain Can Impact Financial Services—The
Overview, Challenges And Recommendations From Expert Interviewees. “Technological Forecasting And Social Change, 158,
120166.

Chen, B. H., Tan, Z. X., & Fang, W. (2018). Blockchain-Based Implementation For Financial Product Management. leee.

Chen, Y., & Bellavitis, C. (2020). Blockchain Disruption And Decentralized Finance: The Rise Of Decentralized Business Models.
“Journal Of Business Venturing Insights, 13, E00151. Https://D0i.Org/10.1016/J.Jbvi.2019.E00151

Chen, Y. (2018). Blockchain Tokens And The Potential Democratization Of Entrepreneurship And Innovation. Business Horizons,
61(4), 567-575.

Chen, Y., & Bellavitis, C. (2019). Decentralized Finance: Blockchain Technology And The Quest For An Open Financial System. In:
Stevens Institute Of Technology School Of Business Research Paper. Available At: Https://Doi.Org/10.2139/Ssrn.3418557.

Chohan, U. W. (2021). Decentralized Finance (Defi): An Emergent Alternative Financial Architecture. Critical Blockchain Research
Initiative (Cbri) Working Papers. Https://Doi.Org/10.2139/Ssrn. 3791921

Choo Kkr, Ozcan S, Dehghantanha A, Parizi Rm (2020) Blockchain Ecosystem Technological And Management Opportunities And
Challenges. leee Trans Eng Manage, 67(4), 982-987.

Clements R. (2020). Fintech In Canada. In: Claudia Sandei Et Al. (Eds). Research Handbook On The Law Of Fintech, Digital
Innovation And Technology Law Lab, Digital Law Network, University Of Padova, Italy. Available At Ssrn:
Https://Ssrn.Com/Abstract= 3500597.

Cnbc. (2021, January 28). Robinhood Restricts Trading In Gamestop, Other Names Involved In Frenzy. Retrieved From
Https://Www.Cnbc.Com/2021/01/28/Robinhood-Interactive-Brokers-Restrict-Tradingin-Gamestop-S.Html

Cocco, L., Pinna, A., & Marchesi, M. (2017). Banking On Blockchain: Cost Savings Thanks To Blockchain Technology. Future
Internet, 9(3), 25.

DOI: 10.9790/0661-2601026679 www.iosrjournals.org 79 | Page


https://doi.org/10.2139/ssrn.2874598

