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Abstract:  
Background: The use of computer and internet in today’s world has brought about certain benefits such as ease 

of communication to aid business operation of organizations. However, this prompted cyberattack on the rise in 

recent times. This paper analyzed how to mitigate cyber-attacks in organizations. 

Materials and Methods: This study used secondary source methodology by reviewing existing scholarly works 

related to cyber-attacks in organizations. 

Results: This paper identified some problems that affect the mitigation of cyber-attacks, which include failure to 

classify assets, Non-compliance on reporting. Accordingly, it provided solutions including assets classification, 

implementation of strategy, provision of control standards, and compliance on reporting. 

Conclusion: Implementation strategies to mitigate cyber-attacks against organizations’ computer systems will 

sustain their business growth. This paper discussed the problems of cyberattack. Thereafter, it examined some 

solutions to the problem and finally makes some recommendations.  
Key Word:  Organization, Cyber-attacks, Cloud Computing, Mitigation, Strategies, Information Security 

policy 
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I. Introduction 
The use of computers and the internet has become a necessity in conducting business and executing 

activities. New threats emerge every day when computing devices are connected to the internet; thereby 

exposing users and their organizations to possible cyber-attacks [1]. The target of attack could be an individual, 

an organization a country [2]. Cyberattack is now a lucrative business, and as such exposes organizations more 

to threats [3]. Cyber-attacks occur when there are inadequate cybersecurity measures, which could affect the 

targeted organization [4]. In a cybersecurity breach survey conducted in 2018, it was revealed that organizations 
38% of small organizations in the UK expose themselves to cyber-attacks emanating from impersonation, and 

emails among others [5, 6]. Another research by Ponemon Institute in 2019 estimated the cost implication of 

cyber-attacks to be USD 3 million [7].  

In another development, a study revealed that over 20% of organizations suffer successful cyberattacks 

no less than once a week [8]. A cyber-attack can also damage the reputation of organizations. The damage could 

affect the organization’s customers, suppliers, partners and investors. Therefore, organizations are to abide by 

the provisions of the laws that regulate cybersecurity, information security, data protection and privacy to 

prevent cyber-attacks [9].  

Given the above-mentioned, organizations need to deliberately emplace measures to mitigate cyber-

attacks before and after their occurrence. However, organizations face many challenges in mitigating cyber-

attacks including lack of technical know-how, and poor funding among others [5, 10]. It is given the foregoing 

that this paper seeks to appraise cyber-attack in organizations to make recommendations.  
The subsequent part of the paper is structured as follows; Section I is the literature review. Section II is 

the related works and Section III is the terminologies. Section IV consists of the problems of cyberattack 

mitigation and Section V is the solutions to problems of cyberattack mitigation while Section VI is the 

conclusion. 

  

II. Literature review 
In [1], the writers asserted that cyberspace is now an integral part of organizations as it aids business 

activities especially and makes living more affordable. However, there is a concern about cyber-attacks on 

infrastructure and internet components with devastating impacts. Cyberattack leads to damage and loss to 
organizations [11]. Therefore, cyber-attacks focus more on the impact than the efforts making it a result-oriented 

target; hence organizations should make cybersecurity a result-oriented effort and as such can be considered a 
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result-oriented objective. Mitigation against cyber-attacks requires international cooperation as the attack can be 

trans-border in nature [12].  

According to [12], a cyber-attack relates to data collection and compromise while a network attack 
consists of a network interruption. In [13], a cyber-attack is an intentional act to disrupt or destroy a computer 

network. However, [14] asserted that this definition did not point out a clear difference between cyberattack, 

cyber warfare and cybercrime; therefore providing incomplete information to policy makers.  

Different types of cyber-attacks were recorded in recent times including the Distribution Denial of 

Service (DDoS) attack on Amazon Web Service in 2020 [15]. DDoS attack overwhelms a system and prevents 

it from responding to service requests [12]. A remote code execution attack was launched against Microsoft 

Exchange in 2021 that affected more than 60,000 private businesses in the United States of America [15].  

Appropriate application of strategy will mitigate cyber-attacks [12]. The National Institute of Standards and 

Technology has developed a cybersecurity framework and outlined five functions for mitigating cyber-attacks as 

below: 

1. Identification  
2. Protection  

3. Detection  

4. Respond 

5. Recovery 

 

III. Related Works 
In [1], the writers asserted that cyberspace is now an integral part of organizations as it aids business 

activities especially and makes living more affordable. However, there is a concern about cyber-attacks on 

infrastructure and ICT components with devastating impacts.   
According to [12], cyber-attacks relate to data collection and compromise while network attack consists of a 

network interruption. In [13], a cyberattack is an intentional act to disrupt or destroy a computer network. 

However, [14] asserted that this definition did not point out a clear difference between cyberattack, cyber 

warfare and cybercrime; therefore providing incomplete information to policy makers.  

A cyberattack is a digital attack on computer systems through the internet targeted at the data 

compromise of an individual or organization [3]. Every organization that has an online presence is prone to 

cyber-attacks.   

In [5], it was opined that cloud computing, connotes transmitting and receiving of services over using the 

internet. Transactions on the internet could be susceptible to attack without adequate security measures. To 

prevent the consequences of cyber-attacks, organizations must implement mitigation strategies.  

 

IV. Terminologies 
An organization refers to the official group that composes of more than one individual functioning 

together to accomplish a specific goal [16]. Examples of the organization include government agencies, 

academic institutions, banking offices, retail outlets and construction companies among others. An organization 

consists of four major components; hierarchy, coordination, division of labour and common goal [16].  

Cyber-attack is a deliberate and malicious attempt to breach the computer systems and networks of a target 

organization [17]. This action is referred to as cybercrime. It leads to altering, compromising and stealing of 

data [17]. Examples of cyber-attacks consist of; phishing, cross-site scripting attack and DDoS.  

Cloud computing delivers services, which include website hosting, data storage, analytics, and database 

management through the internet [18]. It is remote access enabled technology. Examples include the use of 
emails, social media and other platforms to send and retrieve data as well as information. In [5], it was opined 

that cloud computing, connotes transmitting and receiving of services over using the internet. Transactions on 

the internet could be susceptible to attack without adequate security measures. To prevent the consequences of 

cyber-attacks, organizations must implement mitigation strategies.  

  Mitigation is considered the act of reducing the impact and severity of any undesirable incident [17, 

19]. Ignorantly, organizations are exposed to diverse risks at different levels; therefore it is vital to mitigate the 

risks to reduce their impact on the organization and ensures business prosperity [19].  

Strategy connotes a carefully outlined plan of action for achieving a particular goal [19]. Every strategy needs 

constant improvement to achieve desired objectives. The application of appropriate measures will produce the 

desired result [9].  

Information security policy and strategy consists of rules and procedures in a workforce that provides a 
standard for using technology, network and applications belonging to an organization to ensure integrity, 

confidentiality, and availability of data [20].  
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V. Problems of mitigating cyber-attacks 
Mitigation of cyber-attacks is necessary for the continuity of organizational business especially if their 

services have a significant online presence. Hence, the need to implement the appropriate strategies that will 

enable the mitigation of cyber-attacks in organizations. However, there are problems facing strategies for 

mitigating cyber-attacks in organizations. Some of them will be discussed subsequently. 

 

Failure to classify assets 
Classification of cyber assets and infrastructure is very important in preventing attacks. Consequently, 

organizations must understand the security risk within their organization's context [21]. Organizations must 

classify their assets concerning the level of risks and impacts on them. For example, the exploitation of a 

vulnerability in an organization’s database server will have more impact than exploiting the vulnerability in an 

employee’s computer system. Hence, the mitigation strategy for safeguarding must be more resilient than the 
protection of a computer system.  

 

Inadequate Knowledge 
Technology is constantly advancing and there are corresponding changes in the ways things are 

conducted in the global cyber ecosystem. Cyber-attack increase without a proportional increase in the security 

awareness by the users in organizations such as cyber hygiene on the internet; posing challenges to mitigation 

strategies. According to research, cybersecurity must evolve in proportion to evolving cyberattack activities 

[22]. Lack of adequate and appropriate information on the strategies to use in mitigating cyber-attacks will 

expose the vulnerability of the organizations to successful attacks [23].  

 

Lack of implementation 
Implementing strategies leads to the realisation of any set goals. When strategies are developed, there 

must be an implementation plan that requires enforcement otherwise; the goal will not be achieved. For 

example, organizations may include daily data backup in their strategy implementation plan but failure to 

execute will affect the mitigation process.  

 

 Ineffective control 
Cyber infrastructure and assets belonging to organizations must be under control. Effective control 

should provide for security, data segregation, compartmentalization, risk management and standard of operation 

of hardware and software applications [24]. Therefore, organizations must continue monitoring all processes and 

mechanisms for ensuring that controls meet the mitigation expectation [25]. Failure to ensure effective control 

could pave the way for attacks on an organization’s critical cyber infrastructure.  

 

Non-compliance with reporting 
It is imperative for all users and owners of a computer system to include reporting of cyber attacks on 

their information security policy and must be treated accordingly [25]. Organizations should inform their 

employees of the procedures for reporting cyber-attacks. Organizations should endeavour to educate their 

employees on the legal implications for failure to report attacks on their computers and networks as may be 

enshrined in national instruments such as the National Cybersecurity Policy and Strategy, Data Privacy 

Regulation, Cybercrimes and Cybersecurity Acts. There should be proceedings for employees to report cyber-

attacks [25]. 

 

VI. Solutions to problems of cyberattack mitigation 
The solutions to the above stated are discussed below: 

 

Assets classification 
Organizations must classify all their cyber and computer-related components following the criticality of 

their job functions. Consultation from relevant governments and agencies responsible for the coordination of 

Critical National Information Infrastructure could be necessary.  

 

Cybersecurity education 
Constant update on evolving technology and application is necessary to avert attacks on computer 

systems and networks. Therefore employees who engage in any of the organizations’ computer systems require 

training on current ways of administering and using the systems. The more employees are knowledgeable, the 

better they will secure the computer systems. Therefore, cybersecurity education is paramount. 
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 Implementation of strategy 

The strategy that has an implementation plan is a step ahead. Every initiative of the plan should have a 

time frame and measure to access progress. The earlier strategies are implemented, the better the chances for 
reducing attacks. 

 

Provision of control standards 
There are international standards on cybersecurity, which conform to ISO27001. Organizations could 

also leverage the strategy contained therein in their National Cybersecurity Policy and Strategy.  

 

Compliance with cyberattack reporting 
Many countries have national acts and legal instruments such as Data Privacy Regulation, Cybercrimes 

and Cybersecurity Acts. Reporting cyber-attacks and cybersecurity incidents is a statutory responsibility of users 

and owners of computer systems. Organizations could better mitigate cyber-attacks if they report incidents. 

 

Recommendations 
It is recommended that organizations should: 

1. Classify their assets as CNII. 

2. Develop implementation plan 

3. Enforce the provision of the National Cybercrimes and Cybersecurity Acts 

4. Develop Information Security Policy and enforce standards. 

 

VII. Conclusion 
The computer and the internet are relevant tools in our daily transactions across every sector in the 

world. For business sustainability, attacks against organizational cyber assets must be mitigated. The paper 

discussed the problems of cyberattack mitigations including failure to classify assets, non-compliance with 

cyberattack reporting, inadequate knowledge, ineffective control and Inadequate Knowledge. Thereafter, it 

discussed some solutions to the problems. The solutions include assets classification, cybersecurity education, 

implementation of strategy, provision of control standards, and compliance with reporting. Consequently, 

recommendations were made 
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