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I. Introduction 
Blockchain is revolutionizing the digital industry and subsuming multiple sectors including Financial 

Services, Insurance sector, Healthcare, IT and cyber security [2], etc. Blockchain is a distributed ledger where 

each member on the network maintains a local copy of the data which is encrypted using public key 

infrastructure (PKI) security method [30]. In this way, it can establish trust between two different parties 

without any need of a third-party trust service provider.   

Blockchain allows verification of transactions by providing a distributed, secured and immutable 

ledger[1].   

In Blockchain, the decisions or business logic output can be managed and handled by the third party by 

the use of Smart Contracts which are lines of code that are stored in a blockchain network. Business logics or 
contracts which are mutually agreed upon by all the members initially can be transformed into smart contracts 

that govern the future transactions among the participatory members[3].   

 

Utilities of Blockchain enabled system:   

Traditional System: In the existing banking system, suppose one person wants to transfer money from his 

account to another person’s account, then there is a subtle need for a third party i.e. Banks. So the person needs 

to have trust in this third party and has to share critical information in order to use their payment infrastructure. 

In this scenario, banks are trustworthy mediators between the two parties.   

Blockchain-enabled System: For the above scenario, let’s suppose we have a blockchain-enabled environment 

and we want to transact money from one account to another, so the role of the third party for any transaction 

related activity is not required, as the data is maintained with every peer and, the integrity and consistency is 
maintained across all the nodes using blockchain, implemented using proper consensus algorithm and peer 

validations, responsible for the data integrity in blockchain[4].  

Various Blockchain platforms for creating distributed applications are Ethereum and Hyperledger. A lot of focus 

is required in the field of correctness and validation of the contract logic.  
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BLOCKCHAIN TECHNOLOGY: 

 

 
Fig.1: Blockchain Technology 

   

IoT: The vision of IoT is to transform conventional devices into smart and self-governing devices. The idea of 

IoT is about the formulation of a connected world where things can communicate with each other very 

efficiently. Various IoT solutions are getting deployed in various sectors which are digitizing the industries.  

IOT is a network of interconnected computing devices which have the ability to transmit data over a network 

without any need of human interaction. It is all about connecting objects to the internet, making the devices 
smart by enhancing their ability to transmit and receive data to and from internet. 

In IoT, the daily life objects will be equipped with sensors and devices for communication [5]. The data 

transmitted by these devices, then can be used for decision making. The analytics and real time insights, 

gathered from IoT devices can be used to derive various business logics.  

IoT can bring transformation by automating the processes which are not feasible to be done manually. An object 

that can be represented digitally has a great importance and this can only be achieved by use of IoT. 

IoT focuses on elimination of human intervention and building systems, making various processes 

autonomous[6].  
Blockchain can play a crucial role in the telematics system of IoT devices and how the devices will 

communicate with each other. Using blockchain for IoT reduces the cost that is associated with the 

involvement of thirty party individuals and can also prove beneficial by reducing the risk of fraud and 
unauthorized transactions.  

Enhancing the insurance management system in Insurance Industry is one of many suitable use cases of  

“Integration of IoT with blockchain”. Smart contracts can help the insurance companies in efficiently 

managing the claims and the damages done to the vehicle. Information coming from the vehicles can be 

transmitted to the insurance companies which then can be used to derive the policies that can help in managing 

the claim process [7]. Whenever a claim request is raised, better paying off strategies can be derived by using 

the telematics of the vehicle so that only valid claims are paid. Using blockchain and IOT based framework, a 

solution can be prepared that can start auto-initiation of the claim process.   

  

"Premium Calculation on the basis of drivers meta data collected by IOT devices" 

Premium policies can be defined based on the shared customer base. Various factors can be taken into 

consideration like driving patterns, frequency of raising claim requests, type of vehicle owned by customer and 
most importantly any fraudulent behavior associated with that customer. 

A shared customer base where all the customer details can be stored in blockchain. In case of a new customer, 

the insurance company can carry out a background verification on that customer, revealing previous insurance 
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records. Shared customer base can help the companies keeping record in a secured way, making investigation 

process easier. It also reduces the manual efforts in researching each client details and prevents dual claims by 
the same client. Blockchain, capturing the time –stamped transactions can reduce the probability of frauds. [8] 

At whole, companies can be linked together in a network that can leverage this shared customer base present in 

blockchain. Companies can benefit from this as they don’t have to put less efforts now on investigating the 

customers and customers can benefit as they don’t have to submit their documents every time they switch to a 

different Insurance Company. Driver behavior data can also be store in blockchain network [9]. 

By using an immutable ledger in insurance industry can eliminate the risk of frauds. If the vehicular records are 

stored in blockchain, it can't be tampered. Better claim management can be done by cross referencing the 

previous claim details record. 

Data from data sensor attached to the car can be stored in blockchain which after confirmation and 

validation can be visible to companies subscribed in the network and can also be stored in cryptic format in case 

customer does not want to share the information [10].  
The sensors which can be used are GPS sensors that can help in asset tracking, Vibration sensor that 

can detect if vehicle has been hit, and MEMS sensor for detection of signals and accelerometer that can detect a 

severe accident [11]. Smart Contracts can be triggered if accident occurs, based on that request for claim can be 

raised, managed by a claiming system that will initiate claim process based on the factors fed to the smart 

contracts.  

Once the on-field data is collected, it can be fed to the smart contract, initially defined and agreed upon 

and the smart contract can then finalize the deal between the parties again.  

The safe and secure Blockchain network, validation and consensus across the network will make sure 

nothing is tempered and everything is legitimate and appropriate to all. 

Payment process can be fastened using Blockchain. Presently, there can be various challenges 

associated with payment to insurance carriers, like slow processing, potential of fraud, involvement of 

intermediaries.[12] 

 

IOT TECHNOLOGY 

 
Fig.2: Internet of Things Technology 

 

INTEGRATION OF BLOCKCHAIN AND IoT 

Blockchain and IOT Together: Complete anaysis is required when applying blockchain to IOT. One of 

the main concerns about blockchain, and especially crypto-currencies, resides in its volatility which has also 

been exploited by people to take unfair advantage of this situation. The integration of the IoT and blockchain 

will greatly increase the use of blockchain, in such a way as to establish crypto-currencies on the same level as 

current fiduciary money.[4]  
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OBJECTIVES 

1. Comparison between current Insurance policies and proposed Insurance policies through Blockchain. 
2. Smart contracts between Customers and Insurers which ensures transparency in managing claims.   

 

II. Methodology 
In this Research, we propose a Blockchain and IOT based framework that will simplify cumbersome process of 

insurance claim settlement because of opposing interests of insurers and customers. 

This framework will have the following features: 

1. Smart contracts between Customers and Insurers which ensures transparency in managing claims and 

calculation of Insurance premium. When a claim request is raised, blockchain will verify the authenticity of the 

claim for any fraudulent behaviour which leads to faster claim settlement and based on the data stored in 
blockchain, insurance premium can be calculated in efficient way.  

2. A claim handling platform that will streamline the process of raising a claim request using IOT devices which 

are installed in customer's vehicle that will help in processing vehicle telematics. 

3. Blockchain will store all insured vehicles details and in case of crashes and malfunctioning of vehicles, IOT 

devices will transmit the related details of vehicles to Blockchain which will be immutable and cannot be 

tampered by anybody. At whole, it will contribute towards creation of "Transparent Insurance ecosystem" 

4. Traceability of Automobile using various sensors and detection of each and every move of vehicle can prove 

be very crucial factor in determining the factors which caused a particular crash or malfunctioning. 

5. Blockchain itself can be very vital to Insurance sector but when combined with IOT, it can boost the whole 

insurance sector and can prove to be very effective in invigorating the insurance ecosystem 

6. Elimination of Manual efforts which are required for verification of incidents. 
7. As Blockchain is immutable, nobody can tamper the data stored in it, thus preventing any fraudulent 

incidents. 

 

PROPOSED WORK 

Traditional Process of Insurance Management: 

In traditional Insurance ecosystem, there is no way to track the complete processing of a particular claim. There 

is lack of transparency and effective mechanism to derive the premium and insurance claims calculations as 

there is no capturing of real time data and analytics. 
 
Blockchain Enabled Solution: 

Telematics data can be used to determine the factors that may have caused the accident, the data can be captured 

using various sensors. 
Smart contracts can be used for driver rating and premium calculations. 

As data and telematics information is stored in blockchain, so insurers, insurance company and auditors can 

have a clear picture of what has happened during the event of accident and using this information, auditors can 

help in any conflict resolution. 

Real-time data from IOT enabled vehicles, captured using sensors is shared across network and stored in 

blockchain using consensus algorithm. 

Based on the factors defined in smart contract, claim process can be initiated by Insurance company. 

As data is shared across driver, Insurance companies and auditors, it becomes very easy to maintain driver past 

claims and insurance details, based on that premium calculations can be derived. Insurers do not have to upload 

their documents again and again in case of Insurance company change, as data is stored in a distributed ledger, if 

allowed by insurer, it can be shared across with other Insurance companies, reducing the efforts to upload 
documents several time and for insurance companies, to verify the authenticity of the documents. Customer 

Satisfaction: Customers desire for a fast and transparent processing on where they are in the process flow and 

what is the next step that needs to be done. 
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ARCHITECTURE 

 
Fig.3: Architecture of Proposed Work 

 

Benefits of Proposed technology over Current System 

Study used blockchain and smart contract technologies to create a traceable online insurance claims system. 

(1) Mutual authentication: The suggested technique must be able to check the legitimacy of other people's 

identities the sender's and receiver's identities. To determine whether the two parties have accomplished mutual 

authentication, proof must be provided. 

(2) Defend against man-in-the-middle attacks: Attackers can intercept messages in the middle of transmission 

and send illicit messages in the role of users to keep messages safe. As a result, when an attacker uses a man-in-

the-middle assault, they are unable to accurately intercept critical information. 

(3) Verifiable: The sender's information stream will be signed in the proposed technique. The recipient can then 

check to see if the signature is valid. 

(4) Integrity and unforgery: The suggested technique uses a signature mechanism to assure the message's 
integrity during the communication process. The message has not been tampered with in any way. 

(5) Traceable: Because everyone has access to the same information, blockchain technology ensures that 

everyone has the same right to know and choose the insurance. The insurance company's track record and the 

sorts of insurance services it offers are auditable. All transaction information is available to all participants as a 

result. All change records will be synchronized thanks to the decentralized storage verification mechanism. 

There will be statistics to prove anything in the future if a dispute arises. Policyholders' rights are safeguarded. 

(6) Openness: Both the public and private keys must be set, except that the public key must be set first. The 

transaction subject's sensitive information is encrypted, and anyone can query it through the public interface, 

you can access blockchain data and construct related apps. The information in the system is open and 

transparent, which reduces information asymmetry. As a result, the concerns of moral hazard and adverse 

selection between the groups are resolved. 

(7) Privacy: Only the alliance chain and blockchain technology provide privacy. The policyholder's data will be 
stored on the blockchain if they opt to disclose it, Blockchain not only does allow authorized users to access 

data via signature, but it also has the potential to make data more secure. It is not only safe multi-party 

computing technology, private keys, and encryption technology but also ensuring that the blockchain alliance 

member's core data and privacy are protected. The database has not been compromised. The content of the 

insurance is kept private to safeguard the privacy of users. Access to the contract is restricted. The personal 

contract can only be viewed by the party, and the key is in the party's hands. Contract review, question, 

modification, and termination other details will emerge and be recorded in the block, and the insurance contract 

will be signed. Smart contracts are used to automate the entire process. 

(8) Information sharing and decentralization: Accounting and storage are decentralized that is, all nodes have 

the same rights and obligations, and any error or shutdown of one node will result in the shutdown of all others. 

Any node will have no effect on the network as a whole. 
(9) Non-repudiation: After the data has been confirmed and put to the blockchain, it can no longer be changed. 

The blockchain's built-in time stamp feature can be used to retain data indefinitely. Keep track of the time it 
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took to create anything. More than 51% of the information changes must be controlled which in an open system 

will be extremely challenging.[32] 
 

Protocol used in Proposed System: 

In our Proposed System we use mTLS for mutual Authentication between parties: 

Mutual TLS (or mTLS for short) is a mutual authentication mechanism. By validating that both parties have the 

correct private key, mTLS assures that the persons at each end of a network connection are who they claim to 

be. Additional verification is provided by the information contained in their separate TLS certificates. To 

validate people, devices, and servers within an enterprise, mTLS is frequently used in a Zero Trust security 

framework. It can also aid in the security of APIs. Zero Trust indicates that by default, no person, device, or 

network traffic is trusted, which helps to remove numerous security flaws. 

 

TLS stands for Transport Layer Security: 
TLS (Transport Layer Security) is a widely used encryption system on the Internet. TLS, formerly known as 

SSL, authenticates the server in a client-server connection and encrypts communications between the client and 

the server so that third parties cannot read them. 

There are three key points to remember about how TLS works: 

1. The differences between a public and a private key. 

TLS employs a technique known as public key encryption, which entails the use of two keys: a public key and a 

private key. 

Only the private key can decrypt anything encrypted with the public key. 

Only the public key can decrypt anything encrypted with the private key. As a result, if a server decrypts a 

message encrypted with the public key, it can be assumed that it also has the private key. Anyone can see the 

public key by looking at the TLS certificate for the domain or server. 

TLS certificate No. 2 
A TLS certificate is a data file that includes the public key, a declaration of who issued the certificate (TLS 

certificates are issued by a certificate authority), and the certificate's expiration date for authenticating a server's 

or device's identification. 

3. Handshake with TLS 

The TLS handshake is the procedure for confirming the server's ownership of the private key and the TLS 

certificate. The TLS handshake also specifies how encryption will be carried out once the handshake is 

complete. 

About mTLS and its working. 

The server usually has a TLS certificate and a public/private key pair, whereas the client does not. The typical 

TLS procedure is as follows: 

 Client establishes a connection with the server 

 The server's TLS certificate is displayed. 

 The certificate of the server is verified by the client. 

 Over an encrypted TLS connection, the client and server exchange data. 

In mTLS, however, both the client and the server have a certificate, and both sides use their public/private key 

pair to authenticate. There are additional steps in mTLS to validate both parties (additional steps in bold) 

compared to conventional TLS: 

 Client establishes a connection with the server 

 The server's TLS certificate is displayed. 

 The certificate of the server is verified by the client. 

 The client displays his TLS certificate. 

 The certificate of the client is verified by the server. 

 Access is granted by the server. 

 Over an encrypted TLS connection, the client and server exchange data. 

 In mTLS, certificate authorities are used. 

 

The mTLS-enabled enterprise functions as its own certificate authority. In standard TLS, the certificate 

authority is an external institution that verifies that the certificate owner is the legitimate owner of the connected 

domain (learn about TLS certificate validation). 

For mTLS, a "root" TLS certificate is required; this allows an organization to act as its own certificate authority. 

Authorized clients and servers must use certificates that match this root certificate. The root certificate is self-

signed, which means that the company creates it. (This strategy does not work for one-way TLS on the public 

Internet since certificates must be issued by an external certificate authority.) 
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Reasons for using the mTLS. 

mTLS ensures that traffic between a client and a server is secure and trustworthy in both ways. Users that log in 
to an organization's network or applications benefit from an extra degree of protection. It also verifies 

connections with client devices, such as Internet of Things (IoT) devices, that do not require a login process. 

mTLS protects against a variety of attacks, including: 
On-path attacks occur when an attacker places themselves between a client and a server and intercepts or 

modifies communications between them. On-path attackers cannot authenticate to either the client or the server 

when mTLS is utilized, making this attack nearly impossible to carry out. 

Attackers can try to "spoof" (imitate) a web server to a user, or the other way around. When both parties must 

verify with TLS certificates, spoofing attacks become much more difficult. 

Credential stuffing: Attackers try to get in as a legitimate user using leaked credentials from a data breach. 

Credential stuffing attacks against businesses that employ mTLS cannot succeed without a validly issued TLS 

certificate. 
Brute force assaults: A brute force attack is when an attacker employs fast trial and error to guess a user's 

password. Brute force attacks are typically carried out via bots. mTLS ensures that gaining access to an 

organization's network requires more than just a password. (Rate restriction is another option for dealing with 

bot attacks.) 

Phishing attacks: The purpose of a phishing attack is often to collect user credentials, which are subsequently 

used to breach a network or application. Even if a user falls victim to such an attack, the attacker will still need a 

TLS certificate and a private key to use those credentials. 

Malicious API requests: mTLS ensures that API requests only originate from valid, authenticated users when it 

is used for API security. This prevents attackers from sending malicious API calls with the intent of exploiting a 

vulnerability or subverting the API's intended functionality.[33] 

 

Certificate generation for Mutual Authentication: 

 

 
Fig.4: Certificate generation(Part 1) 
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Fig.5: Certificate generation(Part 2) 

 

 
Fig.6: Certificate generation(Part 3) 
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Fig.7: Certificate generation(Part 4) 

 

Conclusion and Future Scope: 

Blockchain technology has shifted people's perspectives, and it has spawned a slew of new business ideas. Many 
insurance firms are still involved at this point and have grasped the significance of blockchain technology 

"Blockchain +" will be used in the future. 

 

In the insurance industry, the term "insurance" will be employed at a higher level and in a broader context. 

The following objectives were met as a result of this study: 

 

(1) Use smart contracts to automate the payment of claims. 

Smart contracts will generate information and data automatically, removing the need for human intervention, 

investigation, damage assessment, and assessment are all necessary.  

For instance, if a car is involved in an accident, if you have an insurance accident, you can collect your 

insurance information and upload it to your account. 

The insurance company is notified, and the insurance company is instructed to automatically 
pay the indemnity, which is more efficient than current insurance claims and saves time.Also it 

reduces costs and enhances the customer service experience 

 

(2) Make consumer identity security verification a reality through sharing information. 

Currently, the insurance sector is plagued by personnel or agent shortages. 

Customers are being forced to accept surrender or survival benefits. 

The reason for this is that insurance companies do not have a system in place to control customer identification. 

When a customer receives a blockchain identity, his or her personal information is no longer accessible. 

The citizen ID is used to assess eligibility, but it must be validated by all parties involved. 

Almost completely remove the dangers of numerous court cases in the industry. 

 
(3) Create a blacklist for the industry by submitting data. 

Because the insurance market has a low entry barrier, there are a lot of agents. 

There are many people in the profession who break the rule of good faith, and there are also many clients who 

do.Laws and regulations have been broken. However, because there isn't a blacklist platform in the country, 

The identification of practitioners and customers in the industry does not allow for appropriate feedback. 

The use of blockchain data storage technology to create a blacklist for the industry 
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In addition, the creation of an open and transparent blacklist database will be beneficial defending against 

insurance fraud 
 

(4) Using traceability technology, improve the mutual insurance mechanism. 

The key factor limiting the growth of mutual insurance is that participants are unable to comprehend the flow of 

each fund. The information tracing technology used by the Blockchain can ensure that participants have a clear 

understanding of each fund's expenditures and whereabouts, allowing them to fully trust the mutual insurance 

organization. 

Mutual insurance organizations will achieve long-term success in an environment of complete trust 

development. 

 

(5) Defending against bogus claims by using the chain's subject information. 

Overall, blockchain technology has shown a lot of promise in the field of insurance .This will play a bigger role 
in the ideological and technological clashes. 

The insurance business will benefit from the inclusion of blockchain technology ,more responsibility for 

"supporting the actual economy and avoiding financial hazards". 
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