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Abstract: With the advancement in the IT industry, the cloud computing has arose as a new exemplar. Because 

the focus of the cloud computing is on providing the flexible, scalable and pay per use services over Internet. 

Generally the services offered by the cloud computing are provided by a third party called cloud service 

provider. The characteristics like reduced cost and efficient results make the cloud computing appealing for all 

type of companies (small/big). But regardless of all the benefits and opportunities that are offered by the cloud 

computing, there are still some unaddressed issues that need to be dealt with. This paper gives an overview of 

the cloud computing, along with the revolutions made so far in this field. The main objective of this paper is to 

provide the insight to the issues and challenges related to the data management in cloud environments and to 

classify the vital research themes related to this advancing technology. 
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I. Introduction 
Cloud Computing has become ubiquitous in the past few decades. It has become a prominent part of 

our lives, and everybody in this world is using the cloud facilities directly or indirectly, knowingly or 

unknowingly. It assures the delivery of various types of resources and services through Internet [1]. Cloud 

provides effective architectures and resources that are suitable for large-scale computations and a variety of 

applications; these facilities provided by the cloud environments have attracted many small and big 

organizations [2].  

The researchers for carrying out latest researches and experiments can use the combination of various 

cloud utilities. Moreover, the cloud allows the organizations to focus on their business, and keep them out of the 

concerns related to resources, infrastructures, data centers etc. [3]. The development of the cloud technologies 

have influenced the large companies including Amazon, Google, Microsoft etc. to provide platforms based on 

cloud with more reliability and efficiency. The Cloud offers the IT resources that can be easily accessed via 

Internet connection through any device. This increases the capability of the cloud in terms of facilities as well as 

economy. Industries that are moving their business towards the cloud environment include healthcare, 

education, banking etc.  

 

II. Cloud Computing: An Outline 
Cloud computing is a term that is used to represent a network in which data center, application, 

network, server, software, operating system etc. exists in the shared environment, this reduces the requirement 

of the physical resources at the users’ site. The cloud offers pay as you go facility that makes it convenient for 

the end users, as they are only supposed to pay for the resources that is being used. Furthermore, the services of 

the cloud can be used easily and quickly without concerning about their management. The cloud has been 

successfully applied in multiple areas including Web Development [4], Enterprise Resource Planning (ERP) [5], 

Decision Support System [6], Scientific Research [7] etc.  

 

Definition Of Cloud Computing: The CEO of Google Eric Schmidt first used the term “cloud” in 2006 while 

describing about the services provided by business model over Internet. Ever since, this term became popular 

and has been used in the market for representing various unique thoughts.  

The standard definition of cloud computing given by NIST (National Institute of Standards and Technology) [8] 

says, “Cloud computing is a model for enabling convenient, on-demand network access to a shared pool of 

configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be 

rapidly provisioned and released with minimal management effort or service provider interaction” 

 

Cloud Computing Characteristics: Cloud computing offers several impressive features that makes it attractive 

for the users [9,10]. Some of its important characteristics are given below: 
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Fig. 1. Cloud Computing Characteristics 

 

Table 1 Brief about Cloud Computing Characteristics 
 

 

 
On Demand Services 

The cloud computing offers the resources to the users only when they are 

required. Since the demands of the resources keeps fluctuating, it is not 

feasible for the companies to keep the highest amount of resources all the 
time, as it would be a costly affair. Therefore, the cloud offers the facility 

to scale up and down the resources as per the requirements [11].  

 

 
 

 

Shared Resource Pool 

The resources are pooled together and are allocated and de-allocated to the 

consumers dynamically as per their requirements [12,13]. This is beneficial 
to both the consumers as well as the providers, because in such 

environment it becomes easy for the consumers to pick up the resources 

they need and for providers to keep track on the usage and demand of the 
resources. It also helps in maintaining the operational cost by leveraging 

the services. 

 
 

Measured Services 

The services provided by the cloud providers are controlled using meters 
that helps the users and the providers to keep track of the resources that are 

being used by monitoring, controlling, and reporting the usage and hence, 

making the entire system transparent.  

 
 

 

Multi-Tenancy 

In the cloud computing environments the services offered by the multiple 
service providers are collected together in a data center and allows multiple 

number of users to avail these services. This type of model is called multi-

tenant model, and the users using the services are called tenants. Moreover, 
every tenant is isolated and hidden from other tenants. 

 

 
 

Broader Network Access 

The services provided by the clouds are delivered by the providers and 

accessed by the users using Internet [43]. However, in order to achieve 
higher network bandwidth and performance, the data centers are located 

throughout the globe, and the consumers are unaware of the exact location 

of the data centers where their data is being stored or from where they are 
consuming the services. 

 

 
Easy Accessing 

The services hosted by the cloud are usually based on web technologies. 

These services are accessible by the users easily using devices like mobile, 
laptop, PC etc. through Internet.  

 

 

No Direct Investment 

As the cloud computing gives the facility of pay per use, the consumers do 

not have to spend money on buying the entire infrastructure or resources. 

They can simply rent them as per their needs and pay for them as per their 
usage.  

 

 
High Scalability 

The cloud infrastructure providers, pools a huge amount of resources 

together and make them available and accessible to the users. This makes it 
easier for the providers to scale up the services when there is increase in 

demands. This model is often referred as surge computing [1]. 

 

 
 

Low Maintenance Charges 

Since the consumers are renting the resources and infrastructures from the 

cloud providers, they do not have to be concerned about its maintenance, 
because it is the responsibility of the provider. And at the providers’ end 

there are experts and equipment that are solely dedicated for the 

maintenance purpose, this cuts the cost down.  

 

Cloud Computing Models:Not all the clouds are of the same type; some of them are dedicated to single 

organization, while some are available for everyone. Moreover, some considers the lower cost as their priority 

while some offers security and reliability as their main feature. The different types of clouds and the services 

offered by the clouds are given in this section. 

There are various types of cloud deployment models available according to various requirements. The 

users can choose whatever suits best for them as per their needs.  
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Public Cloud:These are the traditional type clouds that provide resources to the customers on pay per use basis. 

This type of cloud lacks the security and control on data, as the main concern is to provide the general services 

to the users [14].  

Private Cloud:A private cloud is solely dedicated for single organization. The services could be provided and 

maintained by the service provider or by the organization it-self. It is also called internal cloud, which is 

designed specifically to meet the requirements of a particular company [15]. Such clouds are highly secure and 

efficient.  

Hybrid Cloud: A hybrid cloud is a combination of private and public cloud; it gives the best of both the worlds. 

In this model a private cloud is connected to a public cloud. This gives better security and reliability than the 

public clouds, and wider access than the private clouds [16,40].  

Virtual Private Cloud:This type of cloud addresses the problems associated with public and private clouds. It 

runs on the top of the public cloud and gives the user the right to design their environment including security 

and network topology on their own.  

Federated Cloud: When the services from various cloud providers are bought together, the model is called 

federated cloud. This provides better portability and interoperability of the resources. It also resolves the vendor 

lock-in problem as the data could be easily transferred from one cloud to another.  

Apart from these clouds, there are some more types of cloud like “micro-cloud”, in which the focus is on 

reducing the power and network consumption, while “cloudlets” focuses on providing quality of service and 

latency of the system, whereas ad-hoc clouds gives increased connectivity by collecting the spare resources 

from the systems and making them available for the users. 

 

 
Fig. 2. Cloud Computing Service Model 

 

The Cloud computing offers a layered service model that consists of three layers one above the other. 

And the layers can use the layers below them as a service as shown in Figure 2. A comparison is also depicted in 

Figure 3 and Table 1. 

 

Infrastructure as a Service (IaaS): It is the lowest level of the services provided by the cloud. In this the 

infrastructure is provided to the customers as a service. It includes storage, virtual machines etc. 

Platform as a Service (PaaS):This layer offers the platform to the users to develop and deploy the 

code/application. It offers operating system and software frameworks as a service. It works as middlemen by 

equipping the user to develop their own program and release it over the Internet. 

Software as a Service (SaaS): This layer gives a complete software/application to the user that can be accessed 

on some device via Internet.  
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Fig. 3. Comparison of Cloud Service Models 

 

Table 2: Comparison of Cloud Service Models 
Service Model Users Purpose Services 

 
SaaS 

 

 
Business Users/End Users 

 

 
Complete Business Tasks 

 
E-Mail, Blog, CRM, Virtual 

Desktop 

 
PaaS 

 
Developer 

 
Deployment and Development 

of Applications 

 

 
Application Test, Integration, 

Deployment and Development  

 

 
IaaS 

 
IT Expert/System Manager 

 
Creating platforms for 

Deployment, Development, 

Integration and Testing 
 

 
Virtual Machines, Storage, 

Operating System, Network, 

CPU 

 

Related Methodologies: Before the cloud-computing era there were few technologies that have some aspects 

related to the cloud, and they are sometimes compared with respect to the performance and functionalities. 

Some of them are discussed in this section: 

 

 
Fig. 4. Technologies related to Cloud 

 
Grid Computing:It is an IT paradigm in which the resources are spread into a distributed network, for 

achieving a shared goal. The cloud is compared to this technology because of its similarity in terms of 

distributed network, and its objective of providing resources to the applications. In fact, cloud computing is one 

step ahead of the grid computing, as it also utilizes the virtual machines and resources.  

Utility Computing:It is a type of computing paradigm in which the resources are provided to the customers on 

demand and the charges are estimated on the basis of usage. Cloud computing uses this strategy and makes the 

resources available to the customers any time and in a cost effective manner. In other words cloud computing 

can be recognized as an implementation of utility computing. 

Autonomic Computing:Autonomic computing refers to the systems that have the capability of managing 

themselves i.e. these systems can deal with the internal and external reflexes on their own, without any manual 

support. The goal is to minimize the management. Cloud computing also shows some automatic management of 

the resources.  

Saas PaaS Iaas
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Virtualization:It abstracts the physical hardware from the system, and focuses on providing the virtual 

resources to the higher-level applications [17]. The virtual machine is the base of cloud computing, it gives the 

ability to the cloud to pool the resources together and provide them to the users as per their demands. It isolates 

the applications from physical hardware as well as other virtual machines.  

 

III. Revolutions In Cloud Computing Environments 
Cloud computing is an emerging technology, and in the past few decades it has been developing to 

become more efficient and powerful. This section discusses about the famous cloud architecture, platforms and 

some popular products available in the market. 

 

Cloud Computing Architectures: Traditional cloud computing infrastructure works on a two-tier architecture, 

in which the one end is the user and the other one is the resource provided by the cloud. As the number of 

devices connected to the cloud is increasing, the load on the service providers is also increasing. The challenge 

is to meet the user requirements along with the maintenance of quality, for which the cloud-computing paradigm 

is evolving to provide better experience to the users. Few such models are given below: 

 

Volunteer Computing:It can be seen as one of the aspect of ad-hoc clouds. As in ad-hoc clouds the spare 

resources volunteer themselves for the cloud environment that can help the devices to get closer to the 

resources. Similarly, in volunteer computing, the owners of the systems donate their spare resources to other 

systems.  All the resources from the systems are collected together to form a huger virtual computer. Usually, 

most of the computation capacity of the systems is not used, so in order to utilize it efficiently, the resources that 

are futile are aggregated. In this type of system, the problem is divided into multiple sub tasks, and each one is 

resolved by different system. 

Software Defined Computing:It is a type of computing in which the technologies are shifted towards the 

virtual infrastructure. The functionalities in the cloud are managed centrally, and consider the resources as single 

element. With this computing, the number of hardware devices is not pre defined, they can be selected as 

needed. It provides advantage of flexibility in the infrastructure, which enables the allocation of resources to 

many consumers at the same time. It provides overall cost saving, better control, improved agility etc.  

Fog Computing: In this type of computing, the resources, storage, data is spread at the locations between the 

cloud and the user that are most efficient. The main objective is to provide better efficiency to the system and 

reducing the extent of data transportation. The term fog computing was first coined by Cisco, inspired by the 

natural fog that stays at the edge of the cloud. The devices from where the data generation takes place do not 

have the capability of computation, for that it needs to be transferred to the cloud, but the transmission takes 

some time and in order to get the results quickly, fog computing is used, in which the short term analysis are 

done at the “data hub” or at the “gateways”, while the long tem analysis needs to be done on the cloud only. The 

applications of fog computing are smart cities, software-defined networks, smart grid etc.  

Server-less Computing: It provides the backend services on pay per use facility. It gives the infrastructure to 

the users for the development and deployment of the code. It is also a pay per use facility, and the bandwidth 

and services are scalable. It is named as server-less computing not because there are no servers, in fact because 

the users do not need to worry about the servers; the service providers manage all the concerns.  

Trending Cloud Platforms: There are several types of cloud platforms available, each one have their own 

advantages and features and the user can select according to their requirements. Brief information about some of 

the major platforms available nowadays is given in this section: 

Nimbus: It is a cloud platform that provides IaaS [18]. It allows the users to hire the resources and build an 

environment through virtual machines. It has three components called client supported module that consists of 

all type of clients, service supported module that provides all the services of the cloud computing, and the 

background resource management module that manages all types of resources on the cloud.  

Eucalyptus:Eucalyptus stands for “Elastic Utility Computing Architecture for Linking Your Programs to 

Useful Systems” [18]. It is used to develop open source platforms on private cloud. It is used in connecting the 

user to the programs, and allows them to lease the network for the computations. Client interface acts as the 

passage through which the users can get the resources both from inside and outside the eucalyptus cloud 

platform.  

Open Nebula:It is also a type of open source cloud platform. It provides virtual machines to the users, to deploy 

on the physical hardware and allows the data of the user to be adapted flexibly [18]. It can also be used for 

synchronization of storage and network, and allows the users to dynamically employ the services. It can be used 

to deploy any type of cloud.  

AbiCloud:It is a type of cloud computing platform in which user can build public and clouds in homogeneous 

settings. It can be used to manage the server, network, and storage, VMs etc. It has a very strong encapsulation 

and a great user interface that allows the users to simply drag the resources they need. It is the most flexible and 
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easiest platform that works on very simple command lines. It can be used in implementing hybrid and private 

cloud. 

Famous Cloud Models:The cloud computing offers resources like data centers, virtual machines, networks etc. 

that allows organizations to rent these resources and pay a fee instead of setting them all up to start their 

business. A brief introduction of some of the prominent service providers is given in this section. 

Rackspace:It is a platform that is offered by the organization called Rackspace. It offers cloud services, 

platform, and applications as services. It gives the providers the choice to choose for the desired application. 

The organization has had partnerships with Microsoft, AWS and VMware etc. It supports private, public, and 

hybrid cloud along with the multi-cloud.  

The public cloud platform gives faster and easier access to the resources, and offers great scalability. The private 

cloud platform provides a single tenant atmosphere, which gives the faster working because of no other tenant; 

it is also the most secure platform with maximum user control. Such type of platform can either be hosted at the 

client site or at the providers’ site. It also provides hybrid cloud that combines both private and public cloud.  

IBM: IBM offers cloud services with the name IBM Cloud. It offers infrastructure, platform and software as a 

service. It provides the facilities both the cloud and the hardware. It combines the cloud based and hardware 

based services together into a single platform and gives a complete infrastructure, and provides the access to the 

servers independently. It offers a product called Bluemix that helps in development of Software. It also provides 

the facility of customizing the server, and hiring the required features. 

AWS: Amazon that provides the on demand cloud services to the organizations and individuals founded it in 

2006. It allows the users to build businesses using services like IaaS and Paas. Its products include EC2, Elastic 

Beanstalk, RDS, S3 etc. The user control provided by the AWS is impressive, the user can access variety of 

features like encrypting, auditing etc. The infrastructure provided by the AWS is completely customizable, and 

allows the users to run servers when required. The payment models offered are “pay as you go”, Save when you 

Reserve” and “Pay less using More”. The users can select the mode based upon their needs.  

Microsoft: Microsoft offers a cloud-computing platform called Microsoft Azure. It allows the users to run 

services on the cloud and combine them with any other available services. It offers a collection of services 

appropriate for every company. It offers the on site servers that eliminates the need of physical servers and cuts 

the overall cost for the organizations. The migration is easy in their environment and has compatibility with 

Linux.  

Google:The cloud services provided by Google is named as Google Cloud Platform. It also offers services like 

IaaS and PaaS to the users. It provides a secure architecture with multiple layers that secure the users’ data on 

the cloud; their processing is transparent and hence, attracts the users. Their tools include Compute Engine, Big 

Query, App Engine, and Container Engine etc. It also allows the migration of virtual machines with ease. 

 

IV. Data Management in Cloud Environments 
The services offered by the cloud environments have become popular nowadays for performing large-

scale computations and a wide range of complex IT functionalities from storing, computing to databases and 

applications as services. The organizations are adopting the cloud because of their requirement in terms of 

storage and analysis of huge amount of data [19]. In our previous paper [20], challenges and issues that one 

might face while adapting cloud computing environments is discussed while in this section of the paper, the 

challenges and issues particularly related to the management of data in cloud are briefed. 

 

Data Management Challenges:In spite of being such a popular technology in the IT industry, there are still 

some challenges and issues that are not yet addressed, when it comes to manage the data over cloud. Some of 

the challenges and issues are given below: 

 

Availability:It means that the services and the resources offered by the system are easily accessible to the 

authorized users when they need them [22]. They can use the facilities from anywhere and anytime. The 

availability of the data immediately to the users on request is one of the biggest concerns of the cloud 

providers.Moreover, it is the duty of the provider to give the quality of service to the users even when the 

number of user increases [22]. Redundancy and hardening are said to be the two techniques to ensure the 

availability of the cloud services  [22] but these increases the workload on the provider.  

Scalability:The cloud provider should be able to handle the increasing demand of the users in convenient 

manner. The cloud should be able to scale up and down the services according to the user requirements. The 

database systems on the cloud should also be scalable, as the data to be stored could also increase abruptly. 

Since, the cloud does not support the traditional DBMS, the NoSQL has become a popular database as it can 

handle the data on the distributed environment [23], but its maintenance is still very difficult. Moreover, the 

cloud should be able to add more tenants with minimum effort and no impact on the performance.   
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Heterogeneity: The variety of data is stored on the cloud environment; this is because of the rapid growth of the 

users from multiple domains. This variety of data is called heterogeneity. Such data is in multiple formats and 

exists in improper representation [24]. The users’ data could be structured, semi structured and even 

unstructured, this makes the data storage and handling a complex process [24,25].   

Integrity: Maintaining the Integrity of the data in cloud environment is one of the key aspects of the data 

security. It ensures that any unauthorized user cannot alter the data; this prevents the data from any misuse or 

mishandling. The cloud offers the data centers to the users to store their important data, so it is necessary for the 

service providers to maintain the integrity. The cloud should also assure the users by providing them ability to 

check their data [26].  

Quality:Before the emergence of the cloud computing, the data generated was typically from very finite sources 

and also the data was cleaner and smaller, therefore, the generation of the result was easier and precise [27]. But 

today, the data sources are huge and the data generated is of poor quality as it contains various data formats and 

also much irrelevant information. This data quality is becoming a critical challenge for the service providers, as 

in order to attain quality in the data it requires consistency [28,29]. 

Privacy:Privacy becomes the concerns of the organizations that store their personal and critical information on 

the cloud. Because while using the cloud infrastructure the organizations trust the third parties, and this privacy 

of the data becomes a challenge because the information like bank credentials, location, private information is 

stored on the cloud, which is prone to stealing [30,31].  

Fault Tolerance:The cloud system should be able to recover the data if there happens any fault, without losing 

any part of the data. This is usually important for the transactional data, because the system cannot afford to lose 

any transaction because of any type of failure [32,33]. Moreover, it is also important to have a fault tolerant 

system when there is query processing required, as no query should be missed because of any reason.  

Multi-Tenancy:The cloud environment should be capable of supporting multiple tenants at the same time on 

the same infrastructure. These tenants are independent of each other and also their performance does not affect 

each other [34]. The cloud should be able to add more tenants with minimal efforts and ensure proper load 

balancing among the multiple servers and the users.  

Regulations:For ensuring the privacy and security of the data in the cloud infrastructure, there are several rules 

and regulations. These laws are different for every country. So, in order to maintain these laws, the cloud need 

to offer proper protection of the rights of the user along with providing them with the services.  

Governance:The governance incorporates the operation of regulations and laws on the data and provides a 

transparency among the users and the providers [37]. This maintains the storage of data, retrieval of data, 

accessing by the users, data streaming etc. The cloud governance policies should be adopted by the 

organizations for achieving better advantages from service providers in terms of security and privacy of data. 

 

Data Management Issues:There are studies that have tried to address various issues related to data 

management in the cloud, but the amount of data being generated is increasing exponentially, and the 

technology for handling the data is improving at a comparatively slower rate. There are few applications that try 

to solve the issues related processing the queries, but there are still some issues that the customers might face 

while working on cloud, few important ones are listed below: 

 

Data Analysis:In order to analyze the huge amount of data on the cloud, an appropriate model is required. The 

timely analysis and delivery of results needs an analysis of the algorithms on the basis of their scalability [30]. 

Moreover, various tools and technologies are required for proper and accurate analysis of the data [35,36]. The 

system should be capable of analyzing the data with minimum number of resources and maximum outcome. The 

analysis of streaming data is very difficult because the speed at which they arrive is quite high and the system 

needs to match it. Also, the analysis of data from various sources that occurs in heterogeneous form is still a 

complex process. 

Data Security:With every new technology there are some cons and pros, so is with the cloud computing. There 

are some security issues in the cloud environment that are still unresolved. As with the usage of cloud 

environment, the customers trust the service providers with their private data, and there are always chances of 

data theft, data misuse, internal theft, data intrusion etc. Thus, the security of the cloud should be measured on 

regular basis [38]. Moreover, the service providers should ensure the regulations are met. Cryptography and 

hashing are traditional techniques for ensuring the security of data [39], but these cannot be efficiently 

implemented to larger amounts of data.  

Data Confidentiality:It prevents the inappropriate exposure of the data. Since the information on the cloud 

environment is stored on distributed locations remotely. Confidentiality ensures that only the authorized users 

can access the data [40]. It is quite difficult for the service providers to preserve its confidentiality on the cloud, 

as there are always chances of attackers to get into the data and if once the data confidentiality is breached, there 

is no chance of undoing it.  



A Conceptual View on Cloud Computing Environments 

DOI: 10.9790/0661-2103030109                                  www.iosrjournals.org                                              8 | Page 

Data Staging:The data needs some processing before the delivery to the user while it is on the cloud. This 

processing step is called data staging; it includes cleaning, extracting, transforming etc. [41]. But when it comes 

to huge amount of heterogeneous data, it becomes difficult for the cloud to perform staging because the data 

occurs in various formats and the transformation, cleaning of such data becomes very complex. However, 

MapReduce and Hadoop are the two technologies that are available for performing the data processing. 

Loss of Control:When the data is shifted to the cloud environment the owner loses the control over the data as 

it reaches into the hands of a third party [42]. This leads to a fear among the users who wants to move their 

data/business to the cloud. The reason behind this fear is the control of how the data should be stored, how and 

when it will be backed up, what mechanism to secure should be applied is all decided by the service provider. 

However, if the provider somehow develops the trust then also the owner would be hesitant to use the cloud 

environment because there are always chances of security breach with the data.  

 

V. Conclusions 

Cloud computing has recently appeared as an appealing paradigm for hosting, management and 

delivery of various types of services through Internet. The growth of the cloud environment is moving the entire 

Information Technology landscape towards the computing that is utility based and cost effective along with 

efficient performance. Notwithstanding all the benefits provided by the cloud, the computing environment is 

still not developed enough in terms of fully utilizing the services of the cloud. Therefore, there are huge chances 

of improvement and researches in various aspects of the cloud computing.  

This paper throws light on the outline of the cloud computing, briefly discusses about the technologies 

that are related to the cloud. It also discusses about the advancements that have occurred in the past few decades 

in the field of cloud computing, and also provides a gist of some platforms offered by the cloud and popular 

products that are available in the market.  As the cloud technology is still under the development and evolving 

phase, this paper also provides a better understanding of the challenges and issues related to the management of 

data in the cloud, that one might face while adapting this technology.  
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