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 Abstract: Steganography is the art and science of invisible communication. This is accomplished through 

hiding information in other information, thus hiding the existence of the transmitted information. Steganography 

is the process of hiding data bits on cover or carrier file. In this paper, instead of embedding the data bits 

directly on carrier color image, original data bits will be mapped on the carrier file with key vectors. If the size 

of the source image and cover image is equal (x1 = x2 and y1 = y2) then the corresponding bits are compared 

in preparing mapping vectors.  If the source image (with the size x1, y1) and cover image file (size of x2,  y2)  

sizes are different then the corresponding bits comparison continues till both the images are having the 

corresponding pixels and for the excess pixels of any image, either in horizontal or  in vertical are again 

compared with the starting pixels of the image and mapping vector prepared for any dissimilar size images. 

Hence, this paper provides image steganographic process for different size images and also this technique 

provides higher hiding capacity than the cover image size by reusing the pixel values in comparison and 

preparing mapping vectors. In this proposed algorithm, original data bits get transmitted without embedding on 

the carrier or cover image, but there is a logic with which we are transferring the data bits on the carrier file, 

so any unauthorized user finds this carrier image, it will not give any information as it is plain cover image 

without any data was stuffed and image quality measuring parameters are also not modified. Hence this 

technique is a very efficient technique. At least a single bit is not modified in the cover image, so we could not 

be able to identify steganographic process with any powerful steganalysis techniques, hence it is robust.  

Keywords: Cryptography, Steganography, Color Image steganography, LSB, mapping vectors, carrier file, 
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I. Introduction 
The rapid growth in information technology and digital communication has become very significant to 

protect the information transmission between sender and receiver.  Cryptography and Steganography are the two 

widely used areas to provide security for the data transmitted through widely used internet applications. 

Cryptography was created as a technique for securing the secrecy of communication and many methods were 

designed to encrypt and decrypt data in order to uphold the secrecy of the message. Unfortunately, sometimes it 

is not just enough to keep the content of the message secret but also the existence of the message [3]. The word 

steganography is derived from the Greek words “stegos” meaning “cover” and “grafia” meaning “writing” 

defining it as “covered writing”. Steganography is the process of hiding data bits on cover or carrier file. The 

carrier file may be text file, image file, audio file or video file etc. If that carrier file is an image file, then that 

technique is called Image steganography[1]. If color image is used as a carrier file to embed data bits, then that 

type of steganographic technique is called as color image steganography [2].  In Image steganography the 

information is hidden exclusively in images [5]. Therefore, Steganography introduces a strong way to conceal 

information and to converse a secret data in an appropriate multimedia carrier file. If color image is used as a 

carrier file to embed data bits, then that type of steganographic technique is called as color image steganography 

[2].   The color image is a combination of pixels, each pixel represented with three planes  Red, Green and Blue. 

Each pixel requires 24 bits out of which 8 bits allotted for each Red, Green and Blue planes. Spatial domain and 

Transform Domain are the two most commonly used Image steganographic Techniques.  Generally in spatial 

domain, RGB planes are used to stuff the data bits at least significant bit positions of the pixel. Hence three bits 

can be stuffed in each pixel among the three planes [4]. But in the transform domain, the pixel values are 

converted into the transform  co-efficient and then those transformed co-efficient to be used to modify the data.  

Transform domain techniques have an advantage over spatial domain techniques as they hide information in 
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areas of the image that are less exposed to compression, cropping and image processing [6]. Hence either spatial 

domain or transform domain algorithms will replace the cover image bits with the original message bits using 

least significant bit algorithm or some other variations on those algorithms. There is a trade-off between the 

amount of secret data that can be embedded, the image distortion and the security of the stego-image [12]. 

II. State  of  the  Art 
Steganography is a process of hiding data in other media to transfer the secured information [1]. Most 

of the steganographic algorithms are working on gray scale images, but some unauthorized user may suspect 

some useful information is going in gray scale image, because now a day‟s nobody is interested in sending gray 

scale images as general images [7]. Actually many steganographic techniques have been implemented either in 

color or gray scale images, but in color images all the three planes RGB have been used to stuff  the bits.  Hence 

in color image steganography,  by using LSB method 3bits/pixel can be replaced with secret data. 

In most of the proposed spatial domain or transform domain algorithms will replace the cover image 

bits with the original message bits using least significant bit algorithm or some other variations on those 

algorithms. The following are the list of papers observed to know about the related work done :-    

1. Anil kumar et al. [8] proposed a  work, in which the authors uses hash function to generate a pattern for 

hiding data bits into LSB  of  RGB pixel values of the cover image.  This technique makes sure that the 

message has been encrypted before hiding it into a cover image.  If in any case the cipher text got revealed 

from the stego image, the intermediate person other than receiver can‟t access it,  as it is in encrypted form, 

which requires to decrypt to get original data. 

2. Mekha Jose et al. [9] proposed steganographic algorithm, which allows to hide an image with in a cover 

image. The proposed algorithm make use of LSB technique. The bits of the secret image are embedded in 

random pixels of the cover image and these random pixels are generated by RC4 algorithm. Through this 

method user can embed 3 bits at each pixel, hence the cover image is required to be at least 8 times bigger 

than the secret image. 

3. Odai M. Al-Shatanawi et al. [10] Presented a narrative approach, in which a new algorithm proposed to 

hide large amount of data in color image. This algorithm based on different size image segmentations 

(DSIS) and modified least significant bit (MLSB), where the DSIS algorithm has been applied to embed a 

secret image randomly. The number of bits replaced in each byte is non uniform.  This proposed approach 

is efficient and satisfied high imperceptible with high payload reached to four bits per byte. 

4. Xinyi Zhou et al. [11] Proposed a work, proposed a more secure steganography by implementing 

randomness of the LSB embedding positions and encrypt the message which control embedded  positions, 

so the hidden information cannot be extracted without the corresponding private key. 

5. Marghny H. Mohamed et al. [12] Presented a steganographic method, the image is divided into two parts, 

one for embedding the secret message and applies change to the value of some bits that have the secret bits 

obtained by the simple LSB substitution technique. The other part is used to indicate which change is 

applied to each pixel exist in the first part.  

6. Pratiksha Sethi et al. [13] presented a narrative approach stated that Steganography hides the continuation 

of data and Cryptography converts data into cipher text. In the proposed anticipated system, the file we 

want to protect is firstly compressed to shrink in size and then it was transformed into cipher text by  using 

AES algorithm and then the encrypted data is concealed in the image. Genetic algorithm is used for pixel 

assortment of image.  

7. Anil Kumar et al. [8] presented a steganographic method using RSA and Hash-LSB techniques, where the 

algorithm designed to provide more security to data and for data hiding method. The proposed technique 

uses hash function to generate a pattern for hiding data bits into LSB of RGB pixel values of cover image. 

This technique makes sure that the message has been encrypted before hiding it into a cover image. 

8. Hemalatha S et al. [14] proposed a work novel image steganographic technique to hide both image and key 

in color cover image using Discrete Wavelet Transform (DWT) and Integer Wavelet Transform (IWT).  In 

this proposed work 256 x 256 size color image used as cover image and the secret information is a gray 

scale image of size 128 x 128. To transfer secret image, first a key is generated and encrypted. Only the 

resultant key hidden in the cover image by using IWT. 

   

III. Proposed  System 
In this proposed algorithm, instead of embedding the data bits directly on carrier color image, original 

data bits will be mapped on the carrier file with the help of key vectors. If the size of the source image and cover 

image is equal, in both horizontal and vertical order (x1 = x2 and y1 = y2) then the corresponding bits of  the 

cover image compared with the corresponding bits of the cover image in preparing differential vectors.  The 

values in differential vectors are ranging from -255 to +255 for each Red, Green and Blue planes with the size 

of (x1, y1) or (x2, y2) as the both images are with the same size.  If the source image with the size (x1, y1) and 

cover image file with the size (x2, y2) are not equal, then the corresponding bits comparison continues till the 
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source image is having the corresponding pixels in the cover image and for the excess pixels of source image, 

either in horizontal or in vertical are again compared with the starting pixels of the cover image and mapping 

vector prepared for any dissimilar size of images. If the column pixels are excess, then pixel comparison 

continues with starting column of the same row. If the row pixels are excess, then pixels comparison continues 

with starting row of the same cover image. This process will continue till the end of mapping all the pixels of 

the source image by comparing with the cover image. These mapping vectors are transmitted to the destination, 

which are helpful in reconstructing the source image. 

The similar way of bits recollection process is going to be implemented at the receiving end. Hence, 

this paper provides image steganographic process for different size images and also this technique provides 

higher hiding capacity than the cover image size by reusing (horizontally / vertically) the pixel values in 

comparison and preparing mapping vectors. In this proposed algorithm, original data bits get transmitted 

without embedding on the carrier or cover image, but there is a logic with which we are transferring the data bits 

of comparison with the carrier file. Even if any unauthorized user finds this carrier image, it will not give any 

information as it is plain cover image without any data was stuffed and image quality measuring parameters are 

also not modified.  Hence this technique is a very efficient technique. At least a single bit is not modified in the 

cover image, so we could not be able to identify steganographic process with any powerful steganalysis 

techniques, hence it is robust. 

 

IV. Proposed  System  At  Sender  Side 
As almost all the steganographic algorithms either spatial domain or transform domain are using bit 

replacement algorithms, the steganalysis techniques are used to find any variation in the carrier image 

comparing with the cover image. These Steganalysis techniques are mostly working on the statistical 

characteristics of an image. Whenever there is partial or slight change in the carrier image, those changes can be 

detected by commercial steganalysis tools, even though it is not identified by human necked eye. Most of the 

LSB based steganographic algorithms will be getting PSNR value is much more than 20 (i.e., if this value is 

greater than 20, human eye cannot detect the change in the cover image and stego image). Also, the LSB based 

and the related steganographic techniques are simple, well known and easier to identify it by the steganalyst. 

In this proposed paper, the source picture was regenerated at receiver side, even though the picture was 

not transmitted by the sender.  At sender side, the source picture was compared with the cover image and 

generates the differential vectors for all the three planes (RGB).  If we assume the source image with the 

size(x1, y1) and cover image with the size(x2, y2). The sender side algorithm prepares the differential vectors 

for the RGB planes with the size of (x1, y1)  or  (x2, y2) as the sizes of the both of the images are similar.  If the 

source image with the size (x1, y1) and cover image file with the size (x2, y2) are not equal, then the 

corresponding bits comparison continues till the source image is having the corresponding pixels in the cover 

image and for the excess pixels of source image, either in horizontal or in vertical are again compared with the 

starting pixels of the cover image and mapping vector prepared for any dissimilar size of images. If the column 

pixels are excess, then pixel comparison continues with starting column of the same row. If the row pixels are 

excess, then pixels comparison continues with starting row of the same cover image. This process will continue 

till the end of mapping all the pixels of the source image by comparing with the cover image. These mapping 

vectors are transmitted to the destination, which are helpful in reconstructing the source image. The same cover 

image was maintained by both the sender and receiver ends with their repositories. As per the pixel 

representation in color image,  all the three planes differential vector values are ranging  only  between  -255 to 

+255.    

 
Fig.  Proposed system  at  Sender  Side 
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Algorithm at Sender Side:- 

1. Read source image(x1, y1) and cover image(x2, y2) which are color images. 

2. Display the cover image and source images.  

3. Consider the sender and receiver having same repository of carrier/cover images. 

4. Construct the „differential vectors‟ by comparing the corresponding pixels of the source image with cover 

file for all RGB planes. 

5.  If (x1 = x2)  and (y1 = y2) then consider both images are with same size and prepare the same size of 

differential vectors for all RGB planes. 

6.  If (x1 > x2) and (y1 > y2) then the size of the source image is bigger horizontally and vertically, then 

implement re-comparison for all the excess bits and prepare the required size of differential vectors for all 

RGB planes. 

7.  If (x1 > x2) and (y1 <y2) then the size of the source image is bigger horizontally, then implement re-

comparison for all the excess bits. 

8.  If (x1 < x2) and (y1 > y2) then the size of the source image is bigger  vertically, then implement re-

comparison for all the excess bits and prepare the required size of differential vectors for all RGB planes. 

9. If (x2 > x1) and (y2 > y1) then the size of the source image is smaller in horizontal and vertically, then 

implement comparison for all the existing bits only and prepare the required size of differential vectors for 

all RGB planes. 

10. Transfer the differential vectors of RGB planes to the destination end. 

11. Stop the process. 

 

V. Proposed  System  At  Receiver  Side 

 
At the receiver end, the differential vectors of RGB planes are received. These differential RGB vector 

values are operated with the corresponding RGB vector values of cover image at receiver side image repository 

in reconstructing the source image RGB vector values.  While constructing the Source image with RGB vector 

values,  problem arises, when the sizes of differential vectors is not matching with the sizes of cover image RGB 

vectors. In such case a comparison study implemented with the corresponding pixels available and whenever 

excess pixels are in source image, the comparison study continues with the same row of the cover image or with 

the starting row bits of the cover image. Finally, the required RGB planes vectors are generated and they were 

used in reconstructing the source image at destination end. 

 

 
Fig.  Proposed system at Receiver  Side 

 

Algorithm at Receiver Side:- 

1. Read the cover image(x2, y2) which is color image. 

2. Display the cover image.  

3. Consider the sender and receiver having same repository of carrier/cover images. 

4. Read the „differential vectors‟ for all RGB planes. 
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5. If (x1 = x2) and (y1 = y2) then consider both images are with same size and Reconstruct the same size  

RGB planes vectors for source image. 

6. If (x1 > x2) and (y1 > y2) then the size of the source image is bigger horizontally and vertically, hence 

Reconstruct the required size of RGB planes vectors for source image. 

7. If (x1 > x2) and (y1 <y2) then the size of the source image is bigger horizontally hence Reconstruct the 

required size of RGB planes vectors for source image. 

8. If (x1 < x2) and (y1 > y2) then the size of the source image is bigger vertically, hence Reconstruct the 

required size of RGB planes vectors for source image. 

9. If (x2 > x1) and (y2 > y1) then the size of the source image is smaller in horizontal and vertically, hence 

Reconstruct the required size of RGB planes vectors for source image. 

10. Generate source image with the help of RGB planes of the size(x1, y1). 

11. Stop the process. 

 

VI. Results 

Fig 1: Difference in Red planes of pixels 

 

Fig 2 : Difference in Green planes of pixels 

 

Fig 3 : Difference in Blue planes of pixels 

 

Fig 4 :  The source Image need to send 

 
Fig 5  : 

The Cover Image sent through channel 

 

Fig 6  : The Source image re-constructed at 

Receiver end 
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Fig 7 : The Histogram showing the difference between the source image at sender 

side and reconstructed image at receiver side. 
 

 

VII. Conclusion 

 

In all the referenced articles [1–15] improved spatial domain or transform domain techniques were 

used either image bits are directly replaced with original data bits or transformed coefficients are evaluated and 

replaced on the image. In such case, a powerful commercial steganalysis technique can identify the 

stegnographic process.  Where as in this proposed technique neither the data bits were directly replaced on any 

image nor the stego file was transmitted on the channel. Only the constructed differential vectors files were 

transmitted on the channel.  Even though any hacker identified the cover file he cannot detect any information it 

as there is no information about the source file. Hence this technique is more robust and efficient. 
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