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Abstract: Password security is the main issue in foday’s trends. Everything is based on the internet. For
securing our data, files etc. we need password .Password should be secure and safe from third party and it must
be safe from shoulder suffering attack, for that purpose we design an authentication scheme at application
layer. To secure our password we use AES Encryption technique. This Paper shows the design of effective
security issue for password by AES algorithm for encryption and decryption. It is based on AES Key Expansion
in which the encryption process is a bit wise exclusive or operation of a set of strings and numbers with the 128
bit key which changes for every set of strings.
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I.  Introduction

The security and integrity of data is the main concern in today’s environment. In the present scenario
almost all the data must be secured by password. it is vulnerable to various kinds of attacks. To make the data
secure from various attacks and for the integrity of data we must encrypt the data  Cryptography is a science or
art of storing and transmitting data in an encryption form It is a technique of protecting information by
encoding it into an another form. It is an effective way of protecting sensitive data from third party .AES is a
symmetric key encryption algorithm. The algorithm was suitable across a wide range of hardware and software
systems. The algorithm is relatively simple as well. Advanced Encryption Standard, also known as the Ri-
jndael (pronounced as Rain Doll) algorithm is adopted worldwide.AES Algorithm is used to protect our data.
The AES Algorithm needs data as input and the other thing it needs is key (encryption key). When we combined
these two they are called as input and then feed into Cipher Engine which produces Encrypted data in binary
format which called as cipher text. To recover the encrypted data we need to reverse the process in which the
cipher text and key is feed into Cipher Engine and we get the original data. This process is called decryption
AES is a symmetric block cipher that can encrypt data blocks of 128 bits using symmetric keys. There are 10,
12, 14 rounds for 128,192 and 256 bit keys. Regular rounds are 9,11and 13.Final round is 10th, 12th, 14th. Each
round has certain processing involved.

Il. Working Of AES Algorithm:
1. SubBytes Transformation:-It uses substitution table which includes nonlinear substitution which operate on
each byte of the state.
2. ShiftRows Transformation:- In this step, bytes in each row of the state are shifted cyclically to the left. The
number of places each byte is shifted differs for each row. The first row doesn’t change.
3. MixColumnsTransformation:- This step operates on the column level. It is equivalent to the multi- plication
of matrix at column level. Each column of the state | multiplied with fixed polynomial.
4. AddRoundKeyTransformation:-In this step, the state is combined with roundkey using XOR operation
5. Expansion Key:-In AES algorithm, the sender and receiver uses the same key they know about the key. The
AES algorithm remains secure, the key cannot be determined any intruder even if he knows the plaintext and the
cipher text. The AES algorithm is designed to use one of three key sizes (NKk).The keys can be 128 bits, 192 bits,
256 bits.128 bits means (16 bytes, 4 words) ,192 bits means ( 24 bytes, 6 words), 256 bits means (32 bytes, 8
words). These are the key sizes which are supported by AES Encryption. The larger the key the stronger is the
encryption. The keys are then expanded via a key expansion routine for use in the AES cipher algorithm.
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Figure: Structure of AES

I11. Implementation

The AES algorithm is based on Key Expansion technique.
AES Key Expansion technique:-

AES Key Expansion isa Pseudo code for AES Key Expansion: The key-expansion routine creates round keys
word by word, where every word is an array of four bytes. The algorithm creates 4x(Nr+1) words. Where Nr is
the total number of rounds.

The working of algorithm is as follows:-

The first four words are made from the cipher key (initial key). The key is considered as an array of 16 bytes
(k0 to k15).

The first four bytes (kO to k3) become w0, the four bytes (k4 to k7) become w1l etc .

The rest of the words (wi for i=4 to 43) are as follows

If (i mod 4) =0, wi = wi-1 xor wi-4. and

If (i mod 4) =0, wi =u xor wi-4.

In the algorithm u is a temporary variable when we rotate word on wi-1 and XOR the result it gives a round
constant.

Modifications in AES algorithm for key expansions: -

a) We have made some changes in the above key expansion algorithm process which improves the encryption
quality. The R con value is not constant instead it is being formed from the initial key itself, this improves the
avalanche effect.

b) Both the s-box and Inverse s-box are used for the Key Expansion process which improves non- linearity in
the expanded key and also improves the encryption quality.

¢) We do not use the S-box and Inverse S-box as such for this algorithm; instead we perform some circular shift
on the boxes based on the initial key.

The following changes are made in the algorithm

1) Formation of Rcon values

Rcon[0]=key[12:15]; Rcon[1]=key[4:7];

Rcon[2]=key[0:3]; Rcon [3]=key[8:11];

2) Using Inverse S-Box for key expansion

The ‘temp’ value used in the algorithm is formed as

temp = SubWord(RotWord(temp)) XOR InvSubWord(Rcon[i/4]);
Where InvSubWord: InverseSubByte transformation table value

3) Shifting of S-box and Inverse S-box

Shox _ offset = sum(key[0:15])mod256;

Inv_ Sbox _ offset = (sum(key[0:15])*mean(key[0:15]))mod256;

The initial key is represented as blocks key[0],key[1],..,key[15]. Where each block is 8bits long (8*16=128
bits).

Key Selection Procedure: The sender and receiver are agree for upon a 128 bit key. The key is used for
encryption and decryption password. It is base on the symmetric key encryption technique, so they must share
same key in a secure manner. The key may be represented in the blocks of k[0],k[1]...k[15]. Where each block is
8bits long (8*16=128 bits).
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How to generate Multiple keys:
The sender and receiver can independently generate the keys required for the process using the changes made in
the Modified AES algorithm Key Expansion technique.

Encryption

Encryption is done by the AES encryption process, where we take 16 character in each span. For both its Cipher
and Inverse Cipher, the AES algorithm uses a round function that is composed of four different byte- oriented
transformations: SubBytes , ShiftRows, MixColumns and AddRoundKey

Decryption

The decryption process is just opposite of encryption, and we use Inverse SubByte Transformation. Data that
we get encrypted and decrypted using AES Algorithm. Improve encryption quality. AES-128 offers a
sufficiently large number of possible keys, decryptio and encryption by AES Algorithm is less than the time
required by DES Algorithm. the algorithm is suitable for data encryption in real time applications.

V. Conclusion
In this paper we have use AES Technology for secure password authentication scheme at application layer. By
using AES our password will be more secure than other existing technologies.
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