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Abstract: The achievable potentials of data security and protection in microcomputer systems are considered 

and described in this paper. The overview of the most important threats and attacks on security of 

microcomputer systems and data is given first. Then, the possibilities and ways for protection of those systems 

are described. Finally, the paper provides a detailed description of various practical implementations of 

protection of data on personal computers which represents the combination of hardware and software 

protection. 

Keywords: microcomputer systems, data security, attacks and protection. 

 

I. Introduction 

Security of the microcomputer systems, information systems, software, generally speaking user data is 

one of the most important and the most present problems in computer technology and computer industry. The 

most important issue is how to secure the data from unauthorized use. Computers, dominantly microcomputer 

systems are used in almost all spheres of human life, from private to business. Since existing computer systems, 

there are people who want to violate their security which at the end leads to damage and loss of user data. The 

first step in computer and network security is to formulate a realistic assessment of threats to the system (Ziff, 

2015). Safety or security can be defined as the degree of protection from some danger, damage, loss, etc. In 

security and protection of microcomputer systems and network several principles are now established as the 

basic postulates: Security is a process, not a product, service or procedure but contains them with a lot of 

elements and measures which is carried out continuously.(Chwan, 2013). There is no absolute security or 

absolutely protected systems. With the different methods of protection it should have in mind the human factor 

with all its weaknesses. 

 

II. Attacks and Threats on Security of Microcomputer Systems 
And Networks 

i.) Classification of attacks & threats  

There are several threats to computer and information systems. According to the classification by NIST 

(National Institute of Standards and Technology),.While according to (Gasser, 2014) and threats to computer 

and information systems can by classified as:  

 Errors and failures  

 Fraud and theft 

 Sabotage by employees 

 Loss of physical and infrastructural support 

 Hackers 

 Malicious software (malware) and  

 Threats to user privacy 

 

ii.)     Types of attacks & threats to security 

In order to adequately assess the security needs of an organization and pick an efficient way to select 

security products, policies, procedures and solutions, each manager in a company who is in charge of security, 

must have systematic ways of defining requirements about security and one categorized approach, which 

ensures that these requirements are met.(Mark, 2014) One approach is to consider the following aspects of 

information security and data. 

 Security attack - Any action that endangers the security of information 

 Security mechanism - The mechanism that detects an attack and that the system recovers from the attack. 

 Security service - A service that enhances the security of the system for processing and transmitting data. 

Security service includes the use of one or more security mechanisms. 
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III. Methods of Data Protection in Microcomputer Systems & Networks 
There are several approaches and division for methods of protection. According to some authors, there 

are four groups of protection methods that include: Cryptographic methods, Programming methods, 

Organizational methods and Physical methods. Many authors consider this division outdated and use schemas 

based on ten domain of security defined by the organization (ISC) (International Information Systems Security 

Certification Consortium).(Neumann, 2012) Among the most important methods of protection systems are 

included:  

 Cryptography 

 Backup 

 Antivirus solutions  

 Anti-rootkit and Antispyware 

 Firewall, Digital signature techniques 

 Security services in the TCP/IP model (IPSec protocol, SSL/TLS protocol), IDS, IPS, SIEM 

 Systems, using the hardware key or dongle and so on. 

 

 
 

IV. Data Protection on Personal Computers 
Practical implementation of system for data protection on personal computers (PC) that is described 

here involves a program that performs encryption of user data. The program was developed in the Java 

programming language. This solution enables protection of any data (any document) from the computer using 

variety of cryptographic methods. It also uses hardware protection of the program from unauthorized 

use.(Jannsen, 2014) The hardware protection is implemented using USB memory device (stick) or USB flash 

drive. USB flash stick is very inexpensive, and allows storage of large quantity of data. The USB memory is 

used as a hardware key for the program. Therefore, the solution combines hardware and software protection. 

Program is intended for use on standard PC computers under Windows operating systems. But, with some 

modifications it could be used on other operating systems. Its main advantages are simplicity, ease of use, low 

price and immediate protection level of user data, especially for applications that do not require a very high level 

of security. For conventional applications and less demanding users this solution represents simple, cheap and 

effective way of protection. Using this solution, any important file (document) on a PC can be encrypted. Thus 

obtained encrypted file is stored on PC and it can be sent over a network without concerning for its 

safety.(Mark, 2014) It is impossible for someone else to unauthorized uses that file or any king of data 

encrypted with this program. Only after decryption process this data can be used. The functioning of the 

program and its using is reflected in the following. When starting the program first appears welcome message 

which indicates that the program is running. After that, it is necessary to put USB flash stick into the USB port 

of a PC computer. For security reasons, it has no notes or indications for this step, but the user knows that it is a 

step that needs to be done. When the USB flash drive is in the USB port starting security checks defined in 

program. These checks include comparing XML files, one that is on the USB flash drive and another on a 

hidden location. 
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 Document protection 
Document protection allows protection of any document from computer. It is used symmetric 

cryptography where the same key is used for encryption and decryption of data. The procedure includes 

selecting a file (document) for encrypt/decrypt from PC.The main frame of the program after selecting the file 

automatically, generates a key that is added to the document and then, it is necessary to enter desired name and 

extension under which document is stored on the system. (John, 2010) In this way the document is protected and 

can be sent over a network or other form of distribution. If someone wishes to perform decryption the procedure 

is similar. It is necessary to select desired document from PC and then enter name and original extension of 

document, and key (the same that is used for encryption).(Neumann, 2012) In this way is performed decryption 

of document. 

 

 
 

 Steganography 

Great expansion of social networking and image sharing across the Internet, is led to idea of integration 

this type of protection. Idea is to hide a some text in an image. On a very simple way enters the text, loads an 

image in which want to hide the text, save it on PC, and procedure is done.(Jannsen, 2014) Here it is used the 

principle of LSB (Least Significant Bit) where the least significant bit is substituted with bit of secret message. 

 Caesar Cipher and Vigenère Cipher 

These two methods are widely used in the world of cryptography. They are integrated into the program 

for simplicity and fast encryption of short messages. Caesar cipher is one of the oldest methods where the letter 

of the text for encryption is changed with the appropriate letter. (Wright, 2011) Vigenère cipher use series of 

Caesar ciphers based on key letters. 

 Digital signature 

Digital signature is widely used in computer security. It is used for authentication of information. Its 

main purpose is the protection of author of the message, document or some other file from the possibility that 

someone else sends, published or otherwise. It ensures the authenticity, integrity, and secured recognition. 

(Dave, 2010) Due to the increasing number of messages that are sent through the Internet, and often contain 

documents that are very important to the user, it is integrated into a program. Selecting this option in programs 

main box the user is in ability to generate and verifies digital signature of some document. 

 

V. Conclusion 

Safety or security of the computer, dominant microcomputer systems and information systems is one of 

the important issues in computer sciences. From this aspect, it is always necessary to carefully evaluate the 

relationship between investments in security and achieved effects. Here are analyzed the most important attacks 

and threats to the safety. Also are described best-known principles and methods of system protection, various 

aspects of protection and the most important methods of protection such as cryptography, firewall, digital 

signature techniques and security services in the TCP/IP model. Presented practical example of protection 

implemented on PCs combines hardware and software protection. Software part of protection is realized in Java 

programming language. It combines different methods and performs cryptographic protection of desired 

documents from PC. As hardware part of protection is a standard USB flash stick. It contains information for 

specific user who is working with program. Without this USB flash stick the program cannot be used. 

Practically implemented system of protection is relatively simple and inexpensive, and allows obtaining medium 

level of protection. It uses a standard USB flash stick that is inexpensive and whose price is dropping. However, 

large capacity of USB flash stick allows to store large amount of data, related to a specific user, specific 

computer, computer network or any other. Described solution is flexible and can be easily customized for using 

on other operating systems with other methods of encryption. 



Data Management: Improving data Security and Safety of Microcomputer Systems 

DOI: 10.9790/0661-1806062629                                       www.iosrjournals.org                                       29 | Page 

References 
[1] Chwan-Hwa Wu and J. David Irwin (2013), Introduction to Computers and Data Security. Boca Raton: CRC Press 
[2] Dave .D. (2010), Network monitoring/Intrusion Detection Systems (IDS), University of  Washington. 

[3] Gasser, Morrie (2014). Building a Secure Computer System. Van Nostrand Reinhold.    

[4] Jannsen, Cory.(2014) Security Architecture. Techopedia. Janalta Interactive Inc.  
[5] John Bumgarner (2010). "Computers and Data". IO Journal. 

[6] Mark Den (2014)Data Security Awareness". MS-ISAC (Multi-Stat Information Sharing & Analysis Center). 

[7] Neumann .P.G.(2012) Computer Security, presented at International Conference on Data Safety and Security in the 21st Century, 
White House Commission on Safety and Security. 

[8] Wright Joe & Jim H. (2011)  Computer and Information Security :Morgan Kaufmann Publications Elsevier Inc p. 257 

[9] Ziff .D. (2015) Definition of computer security. Encyclopedia., PCMag.  

 

https://en.wikipedia.org/wiki/CRC_Press
http://staff.washington.edu/dittrich/network.html
https://ece.uwaterloo.ca/~vganesh/TEACHING/S2014/ECE458/building-secure-systems.pdf
http://www.techopedia.com/definition/72/security-architecture
http://www.crows.org/images/stories/pdf/IOI/IO%20Journal_Vol2Iss2_0210.pdf
https://msisac.cisecurity.org/resources/videos/free-training.cfm
http://www.pcmag.com/encyclopedia/term/40169/computer-security

