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Abstract : Secured multi party computation which is also known as secured computation or multi party
computation (SMC) plays a vital role in achieving secured computation in Privacy preserving data mining.
Various SMC algorithms are existing for achieving the secured computation. In this paper, Two phase Multi
party secured computation for secured multiplication of data in distributed database is presented. The
algorithms for vertically distributed database is presented which enables to develop new data mining algorithms
in Privacy preserving data mining field.
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. Introduction

In privacy-preserving data mining, the data is divided among two or more different parties with the aim
to run a data mining algorithm on the union of the parties’ databases without allowing any party to view another
individual's private data. Secured Multiparty Sum computation is one of the methods used for handling this type
of scenario. Secure Multi party computation is a subfield of cryptography with the goal of creating methods for
parties to jointly compute a function over their inputs while keeping those inputs private. 2PMSC protocol has
been introduced for secured sum computation. In this paper, 2PMSM is proposed to perform multiplication
process in secured way in Horizontal and Vertical distributed database.

Il.  Background Study
Secure multiparty computation
2.1. Introduction
In an multi party computation (MPC), a given number of participants, Py, P,, ..., Py each have private
data, respectively dy, d», ..., dy. Participants want to compute the value of a public function on that private data:

F(dy, dy, ..., dy) while keeping their own inputs secret. For example, suppose we have three parties Alice, Bob

and Charlie, with respective inputs x, y and z denoting their salaries. They want to find out which of the three

salaries is the highest, without revealing to each other how much each of them makes. The most basic
properties that a multi-party computation protocol aims to ensure are:

e Input privacy: No information about the private data held by the parties can be inferred from the messages
sent during the execution of the protocol. The only information that can be inferred about the private data is
whatever could be inferred from seeing the output of the function alone.

e Correctness: Any proper subset of adversarial colluding parties willing to share information or deviate
from the instructions during the protocol execution should not be able to force honest parties to output an
incorrect result. This correctness goal comes in two flavors: either the honest parties are guaranteed to
compute the correct output or they abort if they find an error.

2.2. Literature Survey on SMC

A study on various efficient fundamental secure building blocks such as Fast Secure Matrix
Multiplication (FSMP), Secure Scalar Product (SSP), and Secure Inverse of Matrix Sum (SIMS) is made to
evaluate time/space efficiency on the different protocols in [1]. An algorithm of privacy preserving C4.5 which
is applicable to vertically and horizontally partitioned dataset is given in [2]. It gives a detailed computation
method of the information gain ratio without revealing privacy. The secure scalar product protocol, the xIn(x)
protocol and secure sum protocol are used in collaborative computing, which can protect privacy effectively.
An excellent review of SMC with a framework for SMC problem discovery and transformation of normal
problem to SMC problem is presented. In [3], a novel protocol is discussed to compute the sum of an
individual's data given by parties with zero leakage probability. This protocol suggests breaking the data blocks
into segments and redistributing the segments among all the parties. Also, neighbor’s position is changed to
maintain security. Breaking of data into segments and changing location of neighbors is also suggested in [4].
This protocol provides zero probability of data leakage by two colluding parties when they want to attack data
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of a middle party. The only drawback of this scheme is that the topology of the computational network changes
in each round of the computation. The communication and computation complexity both are O (n ?).

2.3. Two Phase SMC (2PSMC) Protocol

In [5], a new2PSMC protocol with an improved performance on complexity is designed to perform
Secured Sum computation on Multiparty environment is proposed. The proposed algorithm 2PSMC runs in two
cycles instead of k cycles. Each party breaks the data block into two segments. Also each site generates a
random number R; which will be used for encrypting the sum at each site. Initially, all the sites are arranged
randomly and protocol initiator S; is also selected randomly. At end of two phases , the protocol initiator will
hold the sum of all parties data. ~This will helps to perform sum operation among data which is distributed
horizontally.

2.4. Two Phase SMC Protocol for Multiplication (2PMSM)

As the requirement of secured multiplication is essential for privacy preserved calculation in distributed
databases, the Two Phase Secured Sum computation is improved to perform the multiplication process in this
paper. This will ensure to perform secured computation of multiplication of data which are distributed
horizontally as well as vertically. The algorithm for vertical distributed database is explained in Section 3.

I11.  Two Phase Secured Multi Party Multiplication (2PMSM)
Secure multiparty Multiplication (SMM)
Consider that P4, P,, .... P, are the multi parties where n is number of parties. Each party P; holds the
data P A party P; have m number of tuples and n number of attributes. The data for each parties and secured
multiplication is as shown in (1) & (2)
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where Pi[; is the value of Party 1,
Pgl:_l_- is the value of Party 2,
Pn[; is the value of Party n and

(P, P;...B,) yields the secured multiplication of data of n parties.

The proposed algorithm 2PSMM runs in two cycles. Each party generates a random number Ri which
will be used for encrypting the product at each site. Initially, all the sites are arranged randomly and protocol
initiator S; is also selected randomly. The two phases of the protocol is explained in Section 3.1 and Section 3.2.

3.1. Phase One of 2PMSM
Consider there are N number of parties where N >=3.  Protocol initiator P, is selected randomly and
Party P, generate a random number R;. Protocol Initiator P; which has value D;. The protocol initiator Pi,
generated value V; using Equation 3
Vi=R; * D, 3)

At each Site Si hold value D; and random value R; and hence partial product V; is calculated using

Equation 4 where 2<=i <=n
Vi= Vi1 *Ri *Di 4)

While the cycle reaches Site Sn, the partial product along with random value of all sites will be

available with Site Sn.

3.3. Phase Two of 2PMSM
In the 2" phase, again the sites are arranged randomly. In the second phase, each site will divide
partial value received from the previous site with its own random number which is used in phase one. The
calculation of Vi will be done using Equation 3 at each site.
Vi = Vi_1/ Ri (5)

3.4. Algorithm for 2PMSM
1. Arrange all sites randomly. Select a site as Protocol Initiator.
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2. Protocol initiator will initialize V,= Ry + X where x is the value of protocol initiator and R1 is it’s random
value

fori=2..n

Calculate V; = Vi-1 * R; * X;

Send V; to next random site

Arrange all sites randomly. Start 2™ cycle from Protocol initiator site.
fori=1..n

Calculate V, = Vi-1/ R;

Send V; to next random site

10. At the end Vi will hold the product of all sites

11. End of Algorithm
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IV.  Secured Multiplication In Vertically Distributed Database
4.1. Vertically Distributed Database 2PMSM Protocol
In vertically distributed database, the different attributes are present in different sites. Consider the
following example with 3 different sites. Site 1, 2 & 3 are holding the attributes respectively shown in Table 1.

Table 1 : Example Vertically distributed database

Site 1(Employee Master)

Site 2 (Working Data)

Site 3 (Allowance Data)

Name Emp Id Designation
Emp ID Hours Worked Wage Weightage
Wage/Hour Designation

To calculate the salary for each employee, it is needed to calculate Wage/Hour * Hours Worked *
Wage Weightage. As per the 2PSMM protocol, the protocol initiator will be chosen randomly in both phases
and each site will generate its own random share. At the first phase each site will multiply its random share
along with its value and at the second phase each site divides its random share from the result. The sample
organization for the example as discussed above is shown in Table 2 and the protocol execution is presented in
Figure 1.
Table 2 : Sample organization of 2PMSM

Site Position Position
(First Phase) (Second Phase)
S1 3 2
S; 2 1
Ss 1 3
2PSMM Protocol
Phase 1
Site 3 Site2 Site 1
V= V2=V1* V3= V2 *
‘Wage Weight age * > Hours Worked * — Wage/Hour *
Random Share (R3) Random Share (R2) Random Share (R1)
Phase2
Site 2 Site 1 Site3
V4=V3/ Vi=v4/ Ve=V5/
Random Share (R2) » Random Share (R1) | | Random Share (R3)

Figure 1: Execution of 2PMSM protocol

4.2. Performance Analysis of the Protocol

This protocol guarantees that a party will not know its position of arrangement since the position
arrangement is made by the protocol randomly for each parties. Number of rounds of computation is two and the
number of computation in each round is n. Hence, the communication and computation complexity both are
O (n) which is better than earlier protocols available for Secured Multiparty computation. Figure 5 shows the
performance based on number of sites against number of computations and time complexity.
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Figure 5: Performance of number of sites versus number of calculation

V.  Conclusion
In this paper, a new protocol 2PMSM is proposed to compute secured multiplication for multi party

environment. Since the protocol runs in two phases with n computations in each phase where n is the number of
parties, the protocol has a very good performance while comparing with earlier protocols. In future, effort can
be made to develop various datamining algorithm for privacy preservation using this protocol.
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