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Abstract: Data privacy issues are increasingly becoming important for many applications. Protective
individual privacy is a crucial downside. However, sensitive data will still be ill-used by approved users to
compromise the privacy of shoppers. Traditionally, research in the database community in the area of data
security can be broadly classified into access control research and data privacy research. Access Control
Mechanisms (ACM) is used to ensure that only authorized information is available to users. Privacy Protection
Mechanism (PPM) uses suppression and generalization of relational data to anonymize and satisfy privacy
needs. The privacy preservation can be achieved through anonymization techniques like generalization or
suppression. Along with privacy the precision of the authorized data is important. The aim of the work is to
provide better security and minimum level of precision to the retrieved data, for that in this paper an accuracy
constrained privacy preserving access control mechanism is implemented with additional constraint on each
selection predicate called imprecision bounds. The accuracy constraints are satisfied for multiple roles also.
Along with that a workload aware anonymization concept is used for selection predicates. The experimental
results shows proposed system with multilevel anonymization works better in terms of precision, privacy for
more permissions than current state of art.
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I.  Introduction

Every organization keeps a set of databases to store their information and there may be several
situations to share that information with others. As we are living in the information age there are large sources
of data around us. To improve the services the organizations collect and analyze the data. The Confidentiality,
Integrity and Availability are termed as the [CIA-triad] designed to enable the information security within the
organization. They are considered to be the essential components of the security. To ensure that only the
authorized information are available only to the authorized users and access control mechanism is implemented
in the databases. However there may happen the misuse of sensitive information by the authorized users to
compromise the privacy of the customers.

The paper deals with the privacy preservation in the anonymity aspects. Sensitive information is the
essential part of every database and even if we are implementing the privacy protection mechanisms [2] there
may have the chance if linkage attacks [4] by the authorized users even after the removal of identifying
attributes. This problem got discussed in the area of micro data publishing [3] and privacy definitions like k-
anonymity [2], I-diversity [5] etc Imprecision is a problem in information retrieval. A concept of imprecision
bound is introduced in order to solve the problem of imprecision where a minimal level of tolerance or a
threshold is defined for each permission [1]. The imprecision added to each permission/query and the aggregate
imprecision for all queries got minimized in the workload aware anonymization techniques [5],[6]. The privacy
of xml data are also discussed in [15], and also about the spatial database [16].

The topic of satisfying accuracy constraints for the individual permissions in the workload aware
anonymization had not discussed yet. The accuracy constrained privacy preserving access control mechanism
introduced is relevant in the workload aware anonymizations [1]. The topic of continuous data publishing
anonymization [4] also introduced. A static relational table is used in this paper where the table is anonymized
only once. A role based access control is also discussed where a concept like accuracy constraints for
permissions applied to any privacy preserving security policy.

Normally the anonymization techniques are used to ensure the privacy and security for the data. In
many of the works the anonymization technique like generalization is used [1]. The access control mechanisms
are essential in order to preserve the confidentiality of the data by providing authentications whereas the privacy
preservation is also important because it prevents the micro data or the sensitive information not to disclose with
a third party user. To improve the efficiency of the security methods, a privacy preservation module and an
accuracy preserving module is combined [1]. The proposed system deals with a multilevel anonymization
technique. Here instead of using single level anonymization like generalization or suppression, a combined form
of anonymization technique introduced, which include generalization and suppression together.
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Il.  Related Work

Access control mechanisms for databases allow queries only on the authorized part of the database.
Predicate based fine-grained access control has further been proposed, where user authorization is limited to
pre-defined predicates. Enforcement of access control and privacy policies has been studied. However, studying
the interaction between the access control mechanisms and the privacy protection mechanisms has been missing.
Recently, Chaudhuri et al. have studied access control with privacy mechanisms. They use the definition of
differential privacy whereby random noise is added to original query results to satisfy privacy constraints. They
have not considered the accuracy constraints for permissions. We define the privacy requirement in terms of k-
anonymity. It has been shown by Li et al. [6] that after sampling, k-anonymity offers similar privacy guarantees
as those of differential privacy. The proposed accuracy-constrained privacy preserving access control
framework allows the access control administrator to specify imprecision constraints that the privacy protection
mechanism is required to meet along with the privacy requirements.

The challenges of privacy-aware access control are similar to the problem of workload-aware
anonymization. In our analysis of the related work, we focus on query-aware anonymization. For the state of the
art in k-anonymity techniques and algorithms, we refer the reader to a recent survey paper [3]. Workload-aware
anonymization is first studied by LeFevre et al. [5] They have proposed the Selection Mondrian algorithm [4],
which is a modification to the greedy multidimensional partitioning algorithm Mondrian. In their algorithm,
based on the given query-workload, the greedy splitting heuristic minimizes the sum of imprecision for all
queries. Ilwuchukwu and Naughton have proposed an Rp-tree based anonymization algorithm. The authors
illustrate by experiments that anonymized data using biased Rp-tree based on the given query workload is more
accurate for those queries than for an unbiased algorithm. Ghinita et al. have proposed algorithms based on
space filling curves for k-anonymity and I-diversity [10]. They also introduce the problem of accuracy-
constrained anonymization for a given bound of acceptable information loss for each equivalence class [8].
Similarly, Xiao et al. [9] propose to add noise to queries according to the size of the queries in a given workload
to satisfy differential privacy. Bounds for query imprecision have not been considered. The existing literature on
workload-aware anonymization has a focus to minimize the overall imprecision for a given set of queries.
Anonymization with imprecision constraints for individual queries has not been studied before. We follow the
imprecision definition of LeFevre et al.and introduce the constraint of imprecision bound for each query in a
given query workload.

2.1 Existing System Problem Definition:

Access control mechanisms for databases are an important concept that allows queries only on the
authorized part of the database [8], [10]. Later a user authorization is limited to pre-defined predicates in a
Predicate based fine-grained access mechanism [11]. Many techniques introduced for the enforcement of access
control and privacy policies, they got discussed in[11]. The interaction between the access control mechanisms
and the privacy protection mechanisms was missing in those studies. Recently, Chaudhuri et al. have studied
access control with privacy mechanisms [12]. Random noise was added to original query in differential privacy
and the results which satisfy privacy constraints. But they do not considered the accuracy constraints for
permissions. Li et al. [5] defined privacy in terms of K-anonymity where after sampling; k-anonymity offers
similar privacy guarantees as those of differential privacy.

The accuracy-constrained privacy preserving access control framework [1] allows the access control
administrator to specify imprecision constraints that the privacy protection mechanism is required to meet along
with the privacy requirements. Both privacy-aware access control and problem of workload-aware
anonymization are similar. In our analysis of the related work, we focus on query-aware anonymization and a
multilevel privacy ensurance which include the combination of the two anonymization techniques generalization
and suppression. We refer the recent survey paper [3] for k-anonymity techniques and algorithms. LeFevre et al.
[5] in his work the workload aware anonymization techniques discussed for the first time, they proposed an
algorithm named Selection Mondrian algorithm, it is a modification to the greedy multidimensional partitioning
algorithm Mondrian [10]. In their algorithm, the greedy splitting heuristic minimizes the sum of imprecision for
all queries on the basis of given query workload. a R+tree based anonymization algorithm was introduced by
Iwuchukwu and Naughton in [7].

The anonymized data using biased R+tree based on the given query workload is more accurate for
queries. Based on space filling curves for k-anonymity and I-diversity Ghinita et al. have proposed several
algorithms [13]. They also introduce the problem of accuracy-constrained anonymization for a given bound of
acceptable information loss for each equivalence class [13]. Similarly, Xiao et al. [14] propose to add noise to
queries according to the size of the queries in a given workload to satisfy differential privacy. In any of these
works bounds for query imprecision have not been considered. The existing literature on workload-aware
anonymization has a focus to minimize the overall imprecision for a given set of queries, but the anonymization
with imprecision constraints for individual queries has not been discussed before. We follow the imprecision
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definition of LeFevre et al. [6] and introduce the constraint of imprecision bound for each query in a given query
workload.

I11.  Implementation
3.1 Problem Definition And Privacy Preserving Access Control Framework:
A. The k-PIB problem

The optimal k-anonymity problem is discussed in this section. This problem has been shown to be NP-
complete for suppression [3] and generalization [4]. The hardness result for k-PIB follows the construction of
LeFevre et al. [9] that shows the hardness of k-anonymous multi-dimensional with the smallest average
equivalence class size. We show that finding k-anonymous partitioning that violates imprecision bounds for
minimum number of queries is also NP-hard. A multiset of tuples is transformed into an equivalent set of
distinct (tuple, count) pairs. The cardinality of Query Qi is the sum of count values of tuples falling inside the
query hyper-rectangle. The constant qv defines an upper bound for the number of queries that can violate the
bounds.

B. The Privacy Preserving Access Control Framework:

The section describes about how the privacy preserving access control framework [1] works. It is
illustrated using Fig.1 (The arrows represents the direction of information flow). Here an access control
mechanism as well as a privacy preservation system is introduced together to improve security of the data. The
privacy protection mechanism ensures that the privacy and accuracy of the data before the data available to the
access control module. The permissions of the access control policy are based on the selection predicates.

The original data or tuple values in a relationship are replaced with the anonymized data normally the
generalized data. Here a generalization concept is used for the anonymizations. Here the relaxed and strict
access control are discussed, they enforce mechanisms over anonymized data. The access control by reference
monitor can be of two types like
1. Relaxed. Use overlap semantics to allow success to all partitions that are overlapping the permissions.

2. Strict. Use enclosed semantics to allow access only to those partitions that are fully enclosed by the
permissions.

3.2 Proposed System With Multilevel Anonymization:

Privacy preservation and access control mechanism are important concept in every information sharing
system. As the privacy preserving access control mechanism discussed in [1], it ensures the privacy and access
control frameworks in one system. It provides efficient protection of information Before getting the original data
to the access control module the sensitive information passes through the privacy protection module and get
anonymized, so that privacy become efficient when compared to the other mechanisms in[2].

Anonymization techniques replace the original data with some other text or symbols which cannot be
easily identifiable by the users. In the privacy preserving access control mechanism [1], the anonymization
technique used was generalization method. In generalization the values are replaced with a range of value (For
eg. Let the age of bob 20, it becomes <10-30> range after generalization).
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Fig 1: Accuracy-constrained privacy-preserving access control mechanism.
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Here the anonymization is applied only once to the data for the security enhancement. The proposed
system have a multilevel anonymization is introduced in order to enhance the security more. In this system, a
suppression technique also implemented along with generalization, where the data will be replaced with any
symbols or letters.
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Fig2: Accuracy-constrained privacy-preserving access control mechanism with multilevel.

In the first level anonymization the suppressed information of original table is used and in the second
level of anonymization a generalized value is used. So that there it can assure a multilevel security for the data.
This also provides a minimum level of precision to the data, along with that the sensitive information will get
protected. The proposed system depicted in fig. 2

(AVA Experimental Work

The section describes about the experimental evaluation done in a medical dataset. The privacy
preserving access control model and the multilevel access control model are used to show the experimental
results. The fig. 3 shows the experimental result.

The fig 3 shows that the number of tuples retrieved by the query given is increased with the increase in
the predicates of the query. The blue line shows the number of tuples retrieved when the number of predicate is
one, two, and three with three predicates in privacy preserving access control module. The red line shows the
number of tuples retrieved by the queries with multiple predicates in multilevel access control model. It clearly
shows that the proposed method performs better than the previous methods in terms if number of tuples
retrieved.
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Fig 3: Experimental results on number of query predicates and number of tuples retrieved.
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The fig 4 shows the pie chart that depict the relation between the filter count (number of predicates)
and result count (number of tuples retrieved).
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Fig 4: Analysis chart on the basis of filter count and result counts.

V.  Conclusion

The aim of the work is to provide better security and minimum level of precision to the retrieved data,
for that in this paper an accuracy constrained privacy preserving access control mechanism is implemented with
additional constraint on each selection predicate called imprecision bounds. The accuracy constraints are
satisfied for multiple roles also. Along with that a workload aware anonymization concept is used for selection
predicates. The access control and privacy preserving modules are combined in order to provide better results.
Here the sensitive information in original database will only be available to the access control modules after
providing some privacy to data. Mainly anonymization techniques are used to enforce the privacy and mainly
generalization techniques are implemented. In the proposed system a multilevel anonymization is introduced in
order to improve the efficiency in privacy preserving access control mechanism.
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