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Abstract: In windows, the password will be stored in SAM registry by default. This SAM registry hides the
windows password when the system is in ON state. The password in SAM registry will be cleared or changed by
using NT Editor Tool. So that data can be accessed by any user. Security for the windows will be done by the
proposed system as an application. If the user wants to install new OS then the data in the hard disk will be
encrypted for prevention of unauthorized access. The application will be start monitoring to avoid password re-
modification or clearing the password. Features in this application is, if the user hacks the application
password, SSP does not allow the users to access USB, Ethernet and CD/DVD drive. Application will stop the
access of the driver ports, until it is re-installed or the password is set right.
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I.  Introduction:

Hacking is the act of manipulating computers to get them to do exactly what you want [1]. A hacker is
the person who does the hacking. A hacker is generally defined as someone who is very good with computers
and programming [2]. However, in popular culture, a hacker is considered someone who attempts to break into
computer systems.

The Security Account Manager (SAM) is a database file[3] inOperating System that stores
users' passwords. It can be used to authenticate local and remote users. The Security Account Manager (SAM) is
a database[4] present on servers running Windows Server 2003 that stores user accounts and security
descriptors for users on the local computer.

Offline NT Password & Registry Editor[5] is a free Linux-based utility, which as the name suggests,
works offline. The code creates its own boot environment. Once you burn the 1SO image to a CD-ROM, you'll
have a tool at your disposal for resetting Windows NT, 2000, XP and Vista account passwords. You won’t even
have to know any of the current account user names or passwords on the system to make it work.

The Data encryption is the act of changing electronic information into an unreadable state by using
algorithms or ciphers. The cryptosystem which is most used throughout the world for protecting information is
the Data Encryption [6] Standard (DES) which was announced by the National Bureau of Standard (NBS). The
DES must be stronger than the other cryptosystems in its security.

I1.  System Analysis:
3.1 Existing system:

In windows, the password will be stored in SAM registry by default which is placed in windows
program files. This SAM registry hides the password from other user and admin too. This secures the password
of windows but only after the operating system turns ON.

But the password in the SAM registry gets clear or can be changed by using NT Editor Tool. This will
be called as NT Editor hacking mechanism. This tool will be activated before an operating system turns ON.
Using this NT Editor tool the password can be easily modified or cleared. From this the other user can easily
enter into the system, access it and retrieve data. To avoid the NT Editor hacking, SSP application has been
proposed to secure the windows password.

3.2 Proposed System

Step 1: Security Check-Installation of New OS will encrypt the data found in the hard disk.

Step 2:SSP Application starts from installation process. In the installation process, the user has a circle provided
by the application to select (Fig 3.2.1) the position for drawing patterns. In this circle the user has to mark (Fig
3.2.2) the points around it to draw patterns. All the points in the circle may or may not be covered for creating
patterns. Same pattern has to be given twice (Fig 3.2.3) for confirmation and the verification will be done after
the system has been restarted. This security pattern decreases the probability to crack the password by the
hacker.
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Fig3.2.1

Fig3.22

Fig 3.2.3 Security Pattern

3.3 Working Process:

3.3.1  Security Check starts when the user tries to install New OS. This will encrypt the data
found in the hard disk.

3.3.2  SSP application should be placed before the operating system is being started by the
BIOS.

3.3.3  SSP application contains the lock patterns as well as some additional functions for
security issues.

3.3.4 Inthis application, if the password for this lock is modified or cleared then the
applicationwill cancel the access permission for USB and CD or DVD drive.So that the
user cannot mount the tool to clear the password which is stored in SAM registry.

3.3.5  Two tier security is provided for data protection and various hacking technologies.

3.4 Work Flow Diagram:
After installation, for each and every time while power on the system or laptop the process goes on like
this flow.
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3.4.1Process Diagram:
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