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Abstract: The digital images are becoming important part in the field of information forensics and security,
because of the popularity of image editing tools, digital images can be tampered in a very efficient manner
without leaving any visual clue. As a consequence, the content of digital images cannot be taken as for granted.
Therefore it is must to create forensic techniques which is capable of detecting tampering in image. In general,
the image forgery technologies often utilizes the scaling, rotation or skewing operations to tamper some regions
in the image, in which the resampling is demanded. Forged area is often resized & rotated to make it
proportional with respect to neighboring unforged area. This is called as resampling operation which changes
certain characteristics of the pasted portion. By observing the detectable periodic distribution properties
generated from the resampling, propose a method based on the Peak Value Identification Classifier to detect the
tampered regions and find the Peak Signal to Noise Ratio (PSNR) to know about quality of resampled image.
The experimental results show that the proposed method outperforms the conventional methods in terms of
recall and precision.
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. Introduction

With the tremendous use of digital images and the availability of powerful image editing software’s it
becomes very important to verify the content of digital images before relying on them. In today’s digital world,
digital images are one of the principal means of communication. With the advancement and easy availability of
image editing tools, it becomes very easy to manipulate or tamper the digital images and create forgeries
without leaving any visual clues, and such manipulations may change the whole semantics of the image. The
tampered image may totally convey different information than that of the original image. Therefore, digital
images have lost their trust and it has become necessary to check the originality of content of the images when
they are used in some critical situation like criminal investigation. Hence it becomes very important to verify
that whether the image is real or fake. So, the Digital Image Forensics emerged as research field that aims to
detect the forgery in digital images. The main goal of digital image forensics is to check the authenticity and
integrity of digital images. Digital forgery detection methods can be categorized into following approaches:

1. Active Approach

Active approach requires the pre-embedded information such as watermark or digital signature in
digital images for tampering detection. The main drawback of this approach is that it requires pre-embedded
information in digital images, which is not always available, because most of the cameras available in the
market are not equipped with the facility to embed the watermark or digital signature in images that can be used
later in forensic analysis.

2. Passive Approach

Passive approach overcome this drawback and is widely used for forgery detection in digital images as
most of the images available today are without any watermark or digital signature. In passive approach different
image forgeries are resampling, copy-move (cloning), splicing and retouching. In the work the passive image
forensic method is presented to detect one of the important tampering known as Resampling. It is often
necessary to resize, rotate, or stretch portions of the images to create a resampled image. This process requires
resampling the original image onto a new sampling lattice using some form of interpolation. Resampling
introduces specific correlations in the image samples, which can be used as an evidence of editing. Since
objects in images are often on different scales, resampling is necessary to create a visually convincing forgery.
These operators apply in the pixel domain, affecting the position of samples, so the original image must
be resampled to a new sampling lattice. Therefore, by having a reliable technique to detect the resampling
forgery will be able to detect forgeries that contain among others this type of tampering. So for the detection of
resampling forgery in digital image forensics; a detection technique will be implemented in this work using
Peak Value Identification Classifier.
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Il.  Resampling Detection Techniques
In this section, two typical forgery detection methods for the resampling forgery techniques are
introduced. These methods detect the forgery by tracing the correlation and interpolation clues of resampled
signal.

1. The Popescu’s Method

A well known forgery detection method proposed by Popescu [9] assume that the interpolated samples
are the linear combination of their neighboring pixels and try to train a set of resampling coefficients to estimate
the probability map. In this method, a digital sample can be categorized into two models: M1 and M2. M1
denotes the model that the sample is correlated to their neighbors; while M2 denotes that the sample isn’t
correlated to its neighbors. The resampling coefficients can be acquired by the EM algorithm. In the E-step, the
probability for M1 model for every sample is calculated. In the M-step, the specific correlation coefficients are
estimated and updated continuously. The peak ratio of frequency response of the probability map can be used to

identify the digital forgery. An SVM classifier was trained to determine if the correlations found by the EM
algorithm result from resampling.

2. The Mahdian’s Method

Another method proposed by Mahdian and Saic [11] demonstrates that the interpolation operation can
exhibit periodicity in their derivative distributions. To emphasize the periodical property, they employ the radon
transformation to project the derivatives along a certain orientation. After projecting all the derivatives to one
direction the auto covariance function can be used to emphasize the periodicity for detection of resampling
forgery. Then, the Fourier transformation computed to identify the periodic peaks. It shows that the resampled
image can have strong peaks in the frequency response of the derivative covariance.

I11.  Proposed Method
In a resampled image certain pixels are linear combination of its neighbors, so find its neighbors in a
certain window size of 2N+1 of pixels. Resampled pixels are correlated with its neighbors. This will lead to
periodic correlations between resampled pixels. Neighboring pixels can be naturally correlated based on the
statistics of the natural image. To detect periodicity, Fourier transform of the probability map is taken. For
detection of resampling, the work flow for proposed system is shown in Fig 1.

Resamnpled imaae

| Find correlated pixels in image |

Use Fourier Transformations

Implement the KNN algorithm

Train a Super Vector Machine (SVM)

Use a Peak Value Identification Classifier

Fig 1: Work Flow of Proposed System

To find out the periodicity, implement the KNN algorithm and use a Support Vector Machine (SVM)
to classify a periodicity map as resampled or nonresampled. The peaks for resampled periodic map are different
peak from non-resampled periodic map which are distinguished by classifier.
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IV. Results
The proposed method is evaluated on a dataset of personal collected images. These images are also true
color which can introduce linear correlations. Resampling imposes periodic correlations between pixels that
otherwise do not exist. Below shown Fig 2(a) is original image. Find the KNN of image, which tells about the
periodic correlations between resample pixels as shown in the Fig 2 (d); after converting the image into
grayscale and black-white image shown in Fig 2 (b) and 2 (c), so that luminance particles can be eliminated
from the image. The result of histogram of image is shown below in Fig 2(e).

Fig 2 (d): KNN oflmage' Fig 2 (e): Histogram of Image

For getting the detection part from resampled forged image shown in Fig 3 (a), find the neighbors of
pixels. For this categorize the image into 8*8 block size after finding the histogram of image which is shown in
Fig 3 (b). So that image will divide into blocks having equaled number of pixels as shown in Fig 3 (c).

Fig 3 (a): Forged Image . Fig 3 (b): Histogram of Image Fig 3 (c): Categorization of Image

To detect the probability of pixels, find FFT (Fast Fourier Transformations) of particular block of
resampled image as shown in Fig 3 (d), which tells about the probability of pixels for that particular block
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shown in Fig 3 (f). Below Fig 3(e) shows the results for FFT of tampered image. After that with the Peak
Identification Classifier detects the resampled periodicity map.

Fig 3 (f): FFT of Sample Block

Fig 3 (d): Sample Block of Image

After detecting the tampered portion in a tampered image, find the probability cluster of 2 and 8 i.e.
dimension of statistics, which provides the minimum probability of blocks to show the tampered portion from a
resampled image shown in Fig 4 (c) & 4 () and find the histogram of that tampered portion shown in Fig 4 (d)
& 4 (f) of another original image i.e. Fig 4 (a) & tampered image 4 (b). As compare to probability of Nb=2, in
probability cluster of 8 the blocks of tampered part of the resampled image more accurately.

Fig 4 (c): Probability Cluster of Nb = 2 Fig 4 (d): Histogram of Proposed Feature at Nb = 2

-

Fig 4 (e): Probability Cluster of Nb = 8 Fig 4 (f): Histogram of Proposed Feature at Nb =8
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After getting the results from the resampled image, check the PSNR (Peak Signal to Noise Ratio) to get
information about the quality of tampered image which is shown in Fig 5. PSNR is the ratio between the
maximum possible power of a signal and the power of corrupting noise that affects the fidelity of its
representation.

i
" PSNR value is19.427

Fig 5: Results of PSNR value of Resampled Image

Acceptable PSNR values for quality loss are considered to be about 20 dB to 25 dB. In results the
outcome value for PSNR is approximately 20 dB. So the PSNR value for resampled image in the work is
acceptable.

V. Performance Measures

To evaluate the robustness and efficiency of the forgery techniques, there are two parameters namely,
Precision and Recall rates, which will determine the number of correctly detected tampered parts in an image.
As compare to previous research, the window size used is of 128*128 is used, but in these results 8*8 window
size is used, which is significantly smaller than 128*128. In the previous results; there is a probability of
missing some tampered portion in a resampled image that is of small size than 128*128. So it’s not good enough
to work with large block size. Smaller blocks size will increase the detection for the correct location of the
resampled part in image i.e. used in this work. From the results, the performance of classifier is shown in Table
1.

Table 1: Recall and Precision Rate for SVM Classifier

Non-Resampled Resampled
Recall (%) 134/135 380/390
99.25% 97.5%
Precision (%) 135/150 380/382
90% 99.74%

The overall recall and precision rates for classifier are shown in Table 1. This classifier performs KNN at
low resampling rates. So it gives the more accurate results.

VI.  Conclusion

Nowadays, image resampling forgery is becoming a common way the anti-social people are using to
create the fake photographs and misusing them. So it is necessary to identify such kind of image manipulations.
With the current presented work, it is concluded there are many techniques for detection of resampling forgery
in digital image. The current presented work is based on peak value identification classifier. From the results, it
is clear that resampling detection with smaller block size of testing sample definitely minimizes the error rate
and gives the more accurate results from the previous research in this field. From the results, classifier gives
better performance than the KNN classifier. In future, if we will be able to do the resampling detection with
lesser block size of testing samples, then it will be definitely gives the more accurate results, but it will take the
more space and time for finding the detected parts from the resampled image. So it will be time and space
consuming. To overcome this problem in future many other algorithms can be implemented for detection of the
resampled part in such a way, so that will take less time and gives the more accurate results. We can also
implement the detection algorithms for the other forgeries like copy-move, splicing etc; in digital image
forensics.
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