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Abstract: Biometric technique consists of uniquely identifying person based on their physical characteristic or
behavioral characteristic. It is mainly used for authentication. Iris sacnning is one of the most secure techniques
among all biometrics because of its uniqueness and stability i.e. no two persons in the world can have same iris.
For authentication, the feature template in the database and the user template should be the same. Storing the
template in the database securely is not a secure approach, because it can be stolen. To deal with this security
issue, in our paper a new method for securely storing the template in the database is proposed.

Visual Cryptography (VC) concept is used in our proposed system. Using Visual Cryptography concept scanned
image is divided into different parts i.e. called as shares; these shares are stored in the database. The proposed
Visual Cryptography will generate meaningful shares which overcomes the problem in traditional methods. In
our proposed system, we present a powerful approach of iris recognition. It uses an improved circular Hough
transform to detect the inner boundary.
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I.  Introduction

Now a days, providing security for accessing some secure resources is becoming a crucial process.
Technology has introduced a much smarter solution to us which is known as Biometrics. Biometric is a Greek
Word Bio means —Lifel and metrics means —Measurementl. Biometrics deal with automated methods of
identifying a person or verifying the identity of person based on physiological or behavioral (signature, gait,
etc.) characteristics.

Applications such as ATM ,Bank,International identity card, aviation security, Reseach Lab require
identication of people. Recognition systems which use iris biometric are believed to be very accurate, and hence
efforts are being put to improve their accuracy and reliability.Iris biometric is the one which can be easily
available, less expensive, accurate.lt is the most powerful and secure technique when compared to other
methods. Iris is a thin circular structure in the human eye. Powerful feature of the iris is used for identification
purpose. Iris is a very unique feature.

Identification of a person is done using following steps. Human eye is acquired and the iris
preprocessing steps are carried out. preprocessing consists of segmentation, normalization and feature
extraction. Iris template is got after iris preprocessing. Then iris template is stored in the database and then the
user authentication is verified using the comparison between the iris template.

HOW IRIS SCANNERS RECORD IDENTITIES

Figl. Iris scan method

The template is stored in database, hence security of stored templates get affected, the attacker can
easily get unauthorized access. The hacked templates can be misused. e.g. Bank transactions. Hence, fool-
proof methodologies are essential to securely store the templates.
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In this paper a system is proposed by visual cryptography technique to protect the iris template to make
it secure from attack in system database as well as dual layer of authentication to the users.
The proposed model is a literature survey on "Enhancing Iris Recognition” based on Visual

Cryptography".

I1.  Motivation And Related Work

Security of data is very important issue because many a times security lacks in encryption and
decryption that way we use a powerful technique of Visual cryptography and provide a biometric authentication.
Biometric is a method of identifying the identity of person based on physiological or behavioral characteristics.
Many biometric technique are available such as Facial , iris, hand, palm print, voice and signature among those
iris recognition is one of the most powerful and unique.

Applications such as Bank and ATM require efficient security. Biometric identification methods that
identify individual person are based on physiological and behavioral characteristics. Currently, fingerprint, face
and iris are the most widely used recognition systems. Recognition systems which use iris biometric are
believed to be very accurate, and hence efforts are being put to improve their accuracy and reliability.

Iris recognition is define in three steps they are iris segmentation, normalization, feature extraction
Segmentation is done in order to detect the inner and the outer boundaries of the iris that forms a circle. It is
used for finding the center and the diameter of the iris. Normalization is done for mapping the iris from polar to
Cartesian coordinates. It converts the iris ring into rectangular form. It will make all the iris patters to same size.
For extracting the specific features from the iris, feature extraction method is used.The motivational theme
behind this proposed literature survey is to built meaningful shares which overcome the problem of security
crucial. The key source of inspiration is an opportunity to know which researches has been done on visual

cryptography.

I11.  Literature Review

Authentication can be implemented in different ways, such as password based authentication, device
based authentication and biometric authentication .Password based authentication is one of the best ways to
provide security but it can be hacked easily. Device based authentication includes the methods for providing the
security by means of hardware token,software tokens ,smart card and USB tokens but these methods are very
expensive. Biometric authentication provide different types for recognizing human based on their physical and
behavioral characteristics.Biometrics makes use of physical characteristics such as Iris, Finger Print, , Palm
Prints, Retinal, Ear, Hand Geometry, DNA, and Face where as behavioral characteristics such as Handwriting,
Signature, Gait, Body Odor, and Thermal Emission of Human Body. Iris authentication is one of the most
powerful and secure technique. Iris is one of the most unique features in the human body and it can be used for
rmost secured identification purpose.

Biometric templates should not be stored securely in plain text form different methods are needed to
securely stored the templates in database. Biometric data and templates can be protected using cryptography,
stenography and watermarking. In this paper, the proposed method visual cryptography is used for securely
storing templates in database system. Visual cryptography concept is used for generating the meaningful shares
so that quality of image will not be reduced.

IV.  System Architecture
Visual Cryptography technique is used for protecting the iris template from attackers and to avoid an
unauthorized access
The proposed system consist of two modules Enrollment module and Authentication module.
Enrollment module is classified into two sub modules : SNF module and VC module. An authorized person will
have to pass through these phases as explained below.
3.1 Enrollment : During enrollment phase, all biometric information from an authorized person is captured.

3.1.1 SNF Module: The system administrator will collect the eye image of person for authentication purpose.
This image will be passed to the SNF module which consists of three steps : Segmentation, Normalization and
Feature extraction. The extracted iris image is created and stored in the database and it is named as any system
generated random number. Then, png image of this number will be sent to the VC module.

In Segmentation, main objective is to extract the iris template from the eye image. The Hough
Transform algorithm is used in this step.
In Normalization, the iris region is transformed to the fixed dimensions in order to allow comparisons.

In Feature extraction, accurate recognition of individuals is obtained.The most essential information of
an iris must be extracted. Only the desired features of the iris must be encoded so that templates can be
compared.
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3.1.2 VC Module: Using Random number generator algorithm the extracted iris template is stored in database.
This number is given as input to the VC module and then two shares are generated. out of which one share is
stored in the database and the other is kept with employee.

3.2 Authntication phase: In this phase, eye image of the user will passed through the SNF process. Then this
extracted image and iris template will be compared. If both the templates match then that the user is a registered
employee.
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Fig3. Stages of iris recognition

V.  Future Scope
The proposed method will work for monochrome images. The future work is to be on the colored eye
image. The shared should be generated using color visual cryptography.

VI.  Conclusion
There are various techniques adopted by researchers to secure raw biometric template but in this paper
a new approach for authenticating the person by securely the iris template by generating the shares. The visual
cryptography proposed in this paper will generates the meaningful shares which reduces the problem of existing
method. In existing method, meaningless shares generates the poor quality compared to original image. The new
method invented in this paper will be more secure and efficient .Hence iris system will be more secured and
reliable in security critical applications.
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