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Abstract: This paper deals with the design and development of an electronic voting (e-voting) system with
Global Positioning System (GPS) device for client service authentication and poll centre co-ordinates
monitoring to solve the problem of identifying votes with their corresponding poll centres during and after
voting exercise so that voters are assured that their votes are secured. The architecture of the system has three
phases; the GPS client service which is interfaced with the system to determine poll centre co-ordinates as well
as to serve as the access code to the developed server. The second phase of the system is the client station where
eligible voters can register and vote with their captured fingerprint and facial image as unique identity while
the third phase of the system is the server where results from various clients are accommodated and processed.
Keywords: Election, Electronic voting, Facial Image, Fingerprint, Global Positioning System (GPS) device.

. Introduction

Elections are crucial instrument of recruiting leaders by the electorate in a democratic system and a
litmus test of a democratic political system [1]. The election has become a great tool in many fields ranging
from political to social in modern societies to express people’s opinion. It is very important and essential to let
the majority of the people elect their preferred candidate. Nowadays, that societies are advanced in all fields of
life, it is also necessary to improve and develop the manner of election system. The technology in computer
science and communication which has developed dramatically in the last few years as a result of advancement in
electronic engineering has contributed to the achievement of modern, quick, accurate and safe election. As a
result of this, e-voting is emerging as a significant alternative to other conventional voting systems in the
provision of trusted elections.

However, undoubtedly an implementation of e-voting to communities in geographically difficult to
reach terrains with poor communication infrastructure, would allow increased access to the voting process. In
this paper, we describe the design and implementation of voting via the internet with the use of global
positioning system (GPS) receiver finger-print and facial image capture. The electorate’s data are collected
during the registration process at dedicated polling centres and are stored on a database. During voting, voters
are authenticated via comparison of their fingerprints with the already existed fingerprint in the database.
Election results are queried from the database and made available on real time basis.

I1.  Electoral Systems

1. Paper Ballot System

A simple system to first consider is paper ballot. In this system, the voter marks their choices on a
paper ballot or cast their votes via thumb printing on a ballot paper and drops it in a ballot box. All known
precautions that can be undertaken to prevent error and fraud in a paper ballot system and polling station. In
particular, ballots can be deposited in a publicly observed and preferably transparent ballot box. Numbered stubs
can be used to help prevent chain voting and secrecy envelopes can be used to guard privacy and anonymity.
However, this method is very prone to manipulation as multiple votes could be done secretly by a voter. Also
votes could be counted wrongly [2].

2. Vote by Mail

This involves casting of votes by mail. In the postal voting system, paper ballot is given to the voter
after he/she is identified by the polling commission. This system is of benefit to the people who may not be
physically at the poll site as a result of disability or absence from voting locality [3].

Mail-in votes are trivially subject to bribery or coercion at the level of individual voters. To perform
such fraud at a wholesale level, where a small number of people might attempt to damage the system is far more
difficult. A corrupt mail courier could only tamper with the ballots that he or she personally handled, and
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tamper-resistant features on the ballot or envelope might make such tampering hard to disguise. Once the ballots
arrive at the central tabulation facility, fewer people would need to be involved, but stronger security measures
can be in place to prevent such fraud. If, for example, ballot envelopes are counted before even being opened,
then those counts could be compared, in batches, to the tallies after the batches are scanned and processed [3].

3. Electronic Voting

Electronic voting is emerging as a significant alternative to other conventional voting systems in the
provision of trusted elections. Although certain forms of e-voting have been used successfully in a number of
countries during the national and local elections, e-voting has not been expansively used in legally binding
political elections [4, 5]. A primary concern of any election system, whether done by hand, via computer, or any
other mechanism, is that it must provide sufficient evidence to convince the losing candidate that he or she
actually lost and to have a system that is accessible to all and easy to use. The administration of elections is a
complex task, and there are many factors involved in choosing and using a voting system in addition to security.
They include factors such as reliability, propensity for voter error, usability, and cost. Many innovations that
have become familiar features of modern elections originated at least in part as a way to reduce election fraud
such as tampering with ballots to change the vote count for a candidate or party [6]. Internet use in the e-voting
process is very important because it easier for people to participate without any hesitation or effort. We can
improve the quality of an e-voting technique by increasing the security level of such system as we explain in the
next section.

4. Global Positioning System (GPS)

GPS consists of 24 operational satellites which orbit earth at an altitude of 20,000 meters at a 55 degree
orbital plane. One orbit takes 12 hours, so the same satellite flies over the same position on earth twice a day.
GPS is in threefold: the satellites, a control network and the user. The control network monitors the state of the
satellites correcting possible clock errors, defining their orbits and updating the transmitted information. Signals
from a minimum of four satellites are needed to determine an accurate position. Figure 1 illustrates how each
satellite gives an area of possible locations on the surface of the earth and how the true position is narrowed
down by increased number of satellites [7].

5. GPS Receivers

As the popularity of GPS-use is ever-increasing also the variety of the receivers available for
consumers is greater. There are a number of qualities, which needs to be taken into account when choosing an
appropriate receiver for mapping purposes. The positional accuracy is important but the sensitivity is even more
critical for acquiring signals in challenging conditions. Positional accuracy is the evaluation of the proximity of
the location of the GPS location in relation to the true position on earth’s surface [8]. Sensitivity refers to the
receiver’s capabilities of acquiring GPS signals.

Receivers, which pick up both L1 and L2 GPS signals, have increased positional accuracy, since the
ionosphere error is corrected [8]. GPS accuracy in the order of 2-5 meters would be good enough for
orienteering map making. A 5 meter error in the terrain would introduce 0.5 millimeter error on a 1:10 000 map
— less than the size of any of the point symbols and would be hardly noticeable. By using single GPS receiver
one can at the moment at the best achieve about 5 meter positional accuracy, depending on the quality of the
GPS receiver [9].
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Figure 1: Satellites arrangement for accurate GPS positioning [7].
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6. Fingerprint as the most Reliable in Biometrics.

In computer technology, biometrics relates to identity confirmation and security techniques that rely on
measurable, individual biological characteristics. Many of these biological characters such as face, fingerprints,
voice pattern and iris pattern are peculiar to individuals. One of the most well-known biometric characteristics is
the fingerprint. Since the prints on each finger of the same person are different, no two persons have exactly the
same arrangement of patterns and, the patterns of any one individual remain unchanged throughout life [10].
Fingerprints have been in use for various purposes ranging from personal identification to criminal
investigations for centuries, it happens to be the most reliable and thus sensible to be selected for use if
maximum security is to be considered [11]. The validity of fingerprints as a basis for personal identification is
thus well established as it’s false reject rate and false accept rate happen to be the lowest value of 0.20% among
other biometric features.

I11.  Framework Design

This was done to determine applications architectural framework with suitable middleware for the
client-server system. The design requirements of the developed e-voting system in this work are divided into
two groups, namely, generic and system-specific. The generic requirements are those requirements that apply to
any voting system. The system-specific requirements, on the other hand, are those requirements that are specific
to the developed system.

The system architecture defines the key components of the system together with the interactions
between these components. The overall functional structure of the framework is summarized as follows: the
GPS gives authentication of an accredited poll centre for client-server interconnectivity using the polar
coordinates. An eligible electorate registers with the electoral body at a gazette registration centre. The person
identifies self by providing all the required bio-data, captured facial image, phone number and the fingerprints
of the person will be scanned and stored in the database. The registered electorate will be given a unique voter
identification number and a unique voting code which is expected to be confidential to the electorate. Figure
below is the model of the developed system.
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Figure 2: Model of the Developed E-voting System.

The developed e-voting system was designed to allow many voters to vote simultaneously from various
centres while ensuring highly availability during the electioneering process. Voters’ authentication into the
voting system is by biometrics and voting code generated for each voter after registration. Poll site voting
requires a fingerprint scan for ballot casting and ballot casted are recorded in the data tables at the backend of
the database as binary templates.
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The system ensures only one-person, one-vote property of voting systems. The voter’s fingerprint is
matched at every voting attempt and other information about the voter are displayed to prevent multiple voting.
During registration, fingerprints of new electorate about to be registered are matched against exiting fingerprints
in the database to prevent multiple registrations.

The overall system was developed based on the derived system requirements and on the .NET
framework using Visual C#, and GrFinger SDK (version 4.2). Web applications were developed using ASP.
NET while the data tables at the backend in the database server were developed using Microsoft Visual Studio
2010.

IV. Results

Three subsystems are developed to make up this e-voting model. They are the subsystems for the GPS
authentication as access to the e-voting system, voters’ registration and poll site voting subsystem which
interface the electorates to the e-voting system during the registration and voting processes and the application
server which host the result from the various subsystems.

1. GPS Authentication Subsystem

The polling center recognition module allows access to be given to the pre-assigned computer system
for the polling center from the administrator’s end through the GPS scan of the poll site’s coordinates. The GPS
coordinates are unique latitude and longitude values for every location around the world and these make the
various polling centres to have different identities.

At the launch of the e-voting system, the GPS receiver scans the electronic ballot box to synchronize
the pre-defined polar co-ordinates of the poll site with the corresponding co-ordinates in the main server
database. While the receiver does the scanning and the polar co-ordinates tally, access is gained and if
otherwise, the system will decline access in real time and registration exercise cannot proceed. Fig. 3 and 4
depict the GPS authentication module of the designed model.

Movement away from the dedicated poll site automatically leads to change in the polar co-ordinates
detected by the GPS receiver of the virtual polling centre and this makes the polar co-ordinates values not to be
the same with the value in the main server at the administrator end for authentication. Hence registration or
voting cannot proceed.

a. ADMINLogin ==

Polling Center Administrator Login

Polling Centers
(MKO)750LT -

Latitude
8.169349162

Longitude
426447435

Gain Access

Figure 3: Access Gained through GPS Coordinates
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Figure 4: Access Denied through GPS Coordinates
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2. Registration Centre and Poll Site VVoting Subsystems

The registration centre and poll site voting subsystem is the interface that allows for access into the
register voter module, sms notification, accreditation and cast vote module, and Clear module. The Register
Voter module allows voters’ information to be stored in the system. A legitimate voter’s details must exist on
the system before such can vote. During the registration process, the picture of each voter is stored against his or
her biodata (which must include a valid mobile phone number for feedback) and the fingerprints of the voter are
scanned into the system.

After every successful registration, a mobile phone SMS containing voter identification number
(voters ID), a voting code and the name of the poll site for registration is sent immediately after registration to
voters as receipt acknowledging their registration and same is done at every successful voting as shown in Fig.
45

(3 VoterRegistration o @ el
P INEC VOTERS REGISTRATION P INEC VOT;

Personal Detais

The fields with asterisks are compulsory

FirstName ~ ADEGOROYE PhoneNo 08036674562
LastName OLUSEYE Emal  adegoro@yahoo.com|
Gender |FEMALE 3 Addess  CSE DEPT, LAUTECH
g ) 0GBOMOSO
Marital Status | SINGLE v

Bith 22 Juy 1985

Picture and Thumb Data Ongn
Sate Oy v
LGA Ogbomosa Nath M
The )
i Let Thumb Wad P .

w | Capture

Residence Same as Oign

Resdance

State Oy v

(GA Oghomoso lioth v
SatCAM | Srap | Lphoad Wed  |Aepae v

Figure 5: Registration of Voter Module

NOKIA

E-VOTING

Your Registration ID is 1152
and Your vote Code

4 is:
From centre MKO LT

Figure 6: SMS Acknowledgement of Voter’s Registration
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52 VotersLoader [ole=s

Voters Login Panel

1 Proceed

Figure 7: Poll Site Voting Subsystem for Accreditation and Voting.
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Figure 8: Poll Site Voting Subsystem for Accreditation and Voting.

3. The Developed Application Server

The developed application server is a software framework dedicated to the efficient implementation of
procedures (programs, routines, scripts) for supporting the construction of applications. The sever has five menu
options, namely New Contestant, Voter’s List, Registered Party, Election Process as shown in fig. 9 — 12. The
developed e-voting system requires that the Application Sever must be running before any client action could
take place.

o INECCandidzteRegistration E=ET
The fields with asterisks are compulsory i
FirstName  OLOGBENLA PhoneNo 08133888539
LasiName  ADEOLUWA Email  ologbedeolu@yshoo.com
Gender Address  |CSE DEPT, LAUTECH,
OGBOMOSO.
Marial Status
Birth 05 March 1983 B

Picture and Thumb Data

Constituency and Post Details

Poltical Office
Poltical Party

POLLXXX-10000

[ Close ] [ Register Candidate

Figure 9: Contestants Menu.
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:

o SARNME  PRSTMME  USTNME  AORESS  PHONE  WOCNGOM.  SNE  BRTMONE _ KGt WATASATS S«
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2 088 AKERELE DAMILOLA ROSE | ADI! HOUSE IGBET) . [+2342082713468 | Ogbmosho South Oy Sunday, iy 21, | % MARRIED FEMALE
3 1087 OKEDIRAN OLADAPO OLANREWANU  |OPP BUNDCENTRE _ |+2043095837457 | Ogbmosho South Oy Wednesday, Aug. |19 SNGLE MALE
¢ 1088 BADMUS THOFEEX ALAEL Laghed; Vil Behnd . |+234B067334151  [Ogbmosho South O Sunday, Mey 05, |26 SNGLE MALE
H 1089 OYEKAN EXUNDAYD REM Oysican House, OF Oyo.. | +2348034883772 | Ogbmasho South O Wednesday, Sep. |5 SNGLE MALE
6 1050 ADIGUN ADEBIS ABMBOLA Petros Rd. OF Adenvan | +234203570011€ | bepodin Onn Thusday, Nove . |38 MARRIED FEMALE
7 1278 OKEDIRAN OLADOTUN OLUSOLA Opp. Bind Cartre, Ran . |+2345030488236 | Ogbmosho South Oy Monday, Novem . |35 MARRIED MALE
8 W05 GANIYU RAFIV ADESINA Degt. of Computer Soe . |+23480605%333 | Ogbmosho South Oy Wednesday, Dec |2 MARRIED MALE
39 1053 OMIDORA ELUAH OLUSAYO Degt of computer soen . |« 23420G0712645 | e Eagt Oxn Foday May 23.1.. R MARRIED MALE
] 1055 ONOTOSHO RUTH OMOLOLA Peace and Love Hostel . | +2345080758579 | fero, £ Wednesday, Feb_ |25 SNGLE FEMALE
n W97 ABOULWAHAB  |SARAFADEEN (A Stadum Aeea, Ogbomoso |+2MMBRTITIS | Ede South Onn Swturday. Febnaa . |26 SNGLE MALE
73 1058 o0 WALE SAMUEL AWAL AZEEZ HOSTE | +2348077532489 |Feodn Onn Sunday, October {24 SINGLE MALE
1B 580 GEADAMOS! GRACE OLATEMI Dot Compound Paken . | +2348077517%569 | seyn Oy Foday. Jouary 2. |2 SNGLE FEMALE
" %9 ABOUL TAWAKALT TOYN 14 igba wes, ko 4TS |Opeet Oy Fday, Novesber |2 SNGLE FEMALE
] 578 BRAMON ANINBISOLA SAMUEL Opp Bgun compound, . |+23E084TITTS | Fe Cortrd Onn Foday, Aoguet 17, {21 SNGLE MALE
1 587 AVUeA AMOH KAYODE Behind b 12, Owode . | +2342063322033 | Sundere Oy Wednesday, M |2 SNGLE MALE
7 5% OYEWUNMI ABOSEDE ONOLARA 15, ooy, lswe Oyo. . |+2342081696754 | Fedore Ondo Monday. Ocicber |23 SNGLE FEMALE
”® 605 WAHAS RUKAYAT AOKE Agbekeie compound, 0. |+2343050533%62 | Saka West O Fodey, Wy 25.1.. |83 SINGLE FEMALE
it} 606 AKERELE MORENSES OLUSOLA GHQ Hostel off Obanak | +2348085254485 | Sabo Eagt Oy Toesday, Decem |22 SINGLE FEMALE
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21 608 DRS LUVAN OLADAPO Opp. Haven of Peace, . |+243088571383 |0y Oy Sunday, Octsder |21 SNGLE MALE
2 609 BAGARE NORSAT OLABIS! Behnd BACOTHO, b0 | +2342080550518 (O ke O Faday, sy 2 |21 SMGLE FEMALE
] 610 ADIGUN EDWARD ADEBANDD OF Qbanako Road, is0. . |+2M45068295093 |Orsiope O Thusday, e |0 SNGLE MALE
A 61 ANBAL SeMy OLUFEMI Bahind Moghesola Hos . [+2348073067583 (Ora 4 Oy Satrday, Decen_ |21 SNGLE MALE
re] 612 ADEDIRE GASREL SUNDAY Behind Atba Univ, 14 G [+234B054526312 | Ohycle Oy Sunday, Decend.. |2 SINGLE MALE
- 613 ADEXDYA OLUFUNMRAYD [ELZABETH Behind Saton Gp Schil_ | +2348072856188 | Olomunsogo Op Toesday, S |21 SNGLE FEMALE
u 831 ONISLE ADEBAYD PATRICK Behind Lajokoun St | |+ 234808546714 |Od ke Oy Saturday, Septe |21 SNGLE MALE
2 R DARAMOLA JOSEPHINE ADEOLA Behind Cocon house, s | +2348096338058 | Oreiope Oy Sunday Jre 28 [21 SNGLE FEMAE
o [ | 0]
Figure 10: View Voters List Menu.
- INECPartyRegistration (=
Party Registration Form
Party Details
Party Name
Short Code
Uplomed Party Loge
[ Close ][ Register Party ]
Figure 11: Registered Party Menu of the Application Server.
5 Foml o= ]
INEC VOTERS' PANEL
1
POST: PRESIDENT ~
[ Start | | Save |
Figure 12: Election Process Menu of the Application Server.
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V.  Conlusion

The GPS-enabled electronic voting system (GEVS) emerged in this research work as an alternative
form of voting method to address the various challenges being faced in an electioneering process. The GEVS
was able to tag votes to exact voters and correct poll centres effectively. The GEVS sends feedback to the one
hundred and twenty-five (125) users out of one hundred and sixty (160) registered voters on their transactions
immediately.

People that were not registered in the database also attempted to vote but were denied access to the
database because initially captured fingerprint could not be found for them. The computer systems used as
electronic ballot boxes were moved away from the programmed polling centres and we realized that voting
could not continue again on such e-ballot boxes because synchronization of the GPS co-ordinates between client
and server could not be established. The system could calculate the voting result immediately. This system has
provided an efficient way to cast votes, free of fraud, and make the system more trustable, economic and fast.
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