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Abstract: Digital image processing is the use of computer algorithms to perform image processing on digital
images. It is a subfield of digital signal processing. Digital image processing has many advantages over analog
image processing; it allows a much wider range of algorithms to be applied to the input data, and can avoid
problems such as the build-up of noise and signal distortion during processing. Since images are defined over
two dimensions digital image processing can be modeled in the form of Multidimensional Systems.

Images are produced by a variety of physical devices, including still and video cameras, x-ray devices, electron
microscopes, radar, and ultrasound, and used for a variety of purposes, including entertainment, medical,
business (e.g. documents), industrial, military, civil (e.g. traffic), security, and scientific. The goal in each case
is for an observer, human or machine, to extract useful information about the scene being imaged.

An image is defined as a two-dimensional function, f(x, y), where x and y are spatial coordinates, and the
amplitude of f at any pair of coordinates (x, y) is known as the intensity or gray level of the image at that
particular point. The image is known as digital image when x, y, and the amplitude values of f are finite and
discrete values. Processing of digital images by means of a digital computer is done in the field of Digital Image
Processing. A digital image constitutes a finite number of elements, each of which has a particular location and
a particular value. These elements are called picture elements or image elements or pels or pixels. Pixel is the
term most widely used to denote the elements of a digital image
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I.  Introduction

Digital image processing is the use of computer algorithms to perform image processing on digital
images. It is a subfield of digital signal processing. Digital image processing has many advantages over analog
image processing; it allows a much wider range of algorithms to be applied to the input data, and can avoid
problems such as the build-up of noise and signal distortion during processing. The main idea in the image
encryption is to transmit the image securely over the network so that no unauthorized user can able to decrypt
the image. The image information has special properties such as bulk capability, high redundancy and high
correlation among the pixels that imposes special requirements on any encryption technique.

I1.  Overview Of Image Encryption

Image encryption is necessary for future multimedia Internet applications. Password codes to Identify
individual users will likely be replaced are biometric images of fingerprints and retinal scans in the future.
However, such information will likely be sent over a network. When such images are sent over a network, an
eavesdropper might duplicate or reroute the information. By encrypting these images, a degree of security can
be achieved. Furthermore, by encrypting noncritical images as well, an eavesdropper is less likely to be able to
distinguish between important and non-important information. Encryption is also used to protect data in transit,
as an Example data being transferred via networks (e.g. the web, e-commerce), mobile telephones, wireless
microphones, wireless communication systems, Bluetooth devices and bank automatic teller machines.

The main idea in the image encryption is to transmit the image securely over the network so that no
unauthorized user can able to decrypt the image. The image information has special properties such as bulk
capability, high redundancy and high correlation among the pixels that imposes special requirements on any
encryption technique.

Image encryption can also be used to protect privacy. As an example for image encryption to protect
privacy is in medical imaging applications. Recently, in order to reduce the price and to improve service,
electronic forms of medical records have been sent over networks from laboratories to medical centers.
According to the law, medical records, which include many images, should not be disclosed to any unauthorized
persons. Medical images, therefore, should be encrypted before they are sent over networks.

Unlike the conventional cryptographic algorithms, which are mainly based on discrete mathematics,
chaos-based cryptography is relied on the complex dynamics of nonlinear systems or maps, which are
deterministic but simple. Chaotic maps present many desired cryptographic qualities such as simplicity of
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implementation that leads to high encryption rates, and excellent security. Therefore, it can provide a fast and
secure means for data protection, which is crucial for image data transmission over fast communication
channels, like the broadband Internet communication.

Unlike text messages, image data have their special features such as high redundancy, and high
correlation among pixels. Also, they are usually huge in size, which together makes traditional encryption
methods difficult to apply and slow to process. Sometimes, image applications have their own requirements like
real-time processing, fidelity reservation, image format consistence, and data compression for transmission, etc.
Simultaneous fulfillment of these requirements along with high security and high quality demands has presented
great challenges to real-time imaging practice. For studying image encryption, we must first analyze the
differences between implementations for image data and text data. Basically, there are some differences
between image and text as follows.

When the cipher text is produced, it must be decrypted to the original plaintext in a full lossless
manner. However, the cipher image can be decrypted to the original plain image in some lossy manner. Text
data are sequences of words. It can be encrypted directly by using block or stream ciphers. However, digital
images are usually represented as 2D arrays. For protecting the stored 2D data, they must be converted to 1D
array before using various traditional encryption techniques.

Since the storage space of a picture is very large, it's inefficient to encrypt or decrypt images, directly.
One of the best methods is to only encrypt/decrypt information that is used by image compression for reducing
both its storage space and transmission time.

I11.  Image Processing Operations
The processing of an image by means of a computer is generally termed as digital image processing.
Image processing tasks can include any combination of the following:

3.1. Modifying the Image View

Transformation is an operation in image processing in which we study about the image from one space
into other space, translating is the operation in which we move image up to some short of extent, while in
rotation of a image involve rotate it to certain degree and resizing images in which we change image size, these
are common tasks used to focus the viewer’s attention on a specific area of the image.

3.2. Image Dimensionality
Some images provide more information when they are placed on a polygon, surface, or geometric shape such as
a sphere.

3.3. Masks and Statistics
Image processing uses some fundamental mathematical methods to alter image arrays. These include
masking, clipping, locating, and statistics.

3.4. Warping Images

Some data acquisition methods can introduce an unwanted curvature into an image. Image warping
using control points can realign an image along a regular grid or align two images captured from different
perspectives.

3.5. Specifying Regions of Interest (ROIs)
When processing an image, you may want to concentrate on a specific region of interest (ROI).

3.6. Manipulating Images in Various Domains

One of the most useful tools in image processing is the ability to transform an image from one domain
to another. Additional information can be derived from images displayed in frequency, time frequency, Hough,
and Radon domains. Moreover, some complex processing tasks are simpler within these domains.

3.7. Enhancing Contrast and Filtering
Contrasting and filtering provide the ability to smooth, sharpen, enhance edges and reduce noise within images.

3.8. Extracting and Analyzing Shapes
Morphological operations provide a means of determining underlying image structures. Used in
combination, these routines provide the ability to highlight, extract, and analyze features within an image.
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IV.  Purpose Of Image Processing
The purpose of image processing is divided into several groups. Some of them are.

4.1. Visualization

Visualization’s purpose is the communication of data. Which means that the information must come
from something that is abstract or at least not immediately visible (like the inside of the human body).These
rules out photography and image processing. Visualization transforms from the invisible to the. Visible Observe
the objects that are not visible.

4.2. Image Sharpening and Restoration

Image restoration is the operation of taking a corrupted and noisy image and estimating the clean
original image. Image restoration is different from image enhancement in that the latter is designed to emphasize
features of the image that make the image more pleasing to the observer, but not necessarily to provide realistic
data from a scientific point of view and to create a better image.

4.3. Image Retrieval

An image retrieval system is a computer system for browsing, searching and retrieving images from a
large database of digital images. Seek for the image of interest. Searching and retrieving pictures from a large
database of digital images.

4.4 Image Recognition

Image Recognition means the processing of the data of an image for comparing two images or
components of images, stored in computer memory. It may be used, as an example, to identify fingerprints, or to
interpret bar codes. Additionally referred to as pattern recognition, the identification of objects in an image. This
method would in all probably start with image processing techniques such as noise removal, followed by (low-
level) feature extraction to locate lines, regions and possibly areas with certain textures. One or Several pre-
specified or learned objects or object classes can be recognized, typically together with their 2D positions in the
image or 3D poses in the scene. Distinguish the objects in an image.

4.5 Image Authentication
The image information received by any system has to check the identity of the sender that whether the
information is arriving from a authorized person or a false identity.

4.6. Image Encryption

Image encryption is an effective approach to protect images by transforming them into completely
different formats. Which are used to protect the confidential image data from any unauthorized access .Several
data encryption algorithms like Data Encryption Standard [8] and Advanced Encryption standard AES [9] are
being employed for protecting digital information?

V.  Various Image Encryption Methods
There are various types of image encryption methods. The image encryption algorithms can be
categories into three major groups.

Image Encryption
Methods
| |
Position Permutation jalus . Position-Substitution
Based Algorithm wansionmaiion Based Algorithm
Based Algorithm

Figure 1 Various Image Encryption Methods.

» Position Permutation (Transposition) Based Algorithm.
» Value Transformation (Substitution) Based Algorithm.
» Position- Substitution Based Algorithm
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5.1 Position Permutation (Transposition) Based Algorithm

Transposition means rearranging elements in the plain image. The rearrangement of element can be
done by bit, pixel, and block wise. The permutation of bits decreases the perceptual information, whereas the
permutation of pixels and blocks produce high level security. In the bit permutation technique, the bits in each
pixel are permuted using the permutation keys with the key length equal to 8 (as the number of bits in each
pixel). The number of permutations is = 8! = 40320 and the number of keys are 121. In the pixel permutation, 8
pixels are taken as a group and permuted with the same size key. The block size is (8 x 8) then it is difficult to
decrypt. To extract the image, a combinational sequence of permutations and the permutation keys using pseudo
random index generators should be known. In this investigation the combination of block, bit, and pixel
permutation are used respectively. The Position Permutation Based Algorithm is use for the various techniques.

5.1.1 Mirror-like image encryption

The mirror-like image encryption algorithm based on a binary sequence generated from a chaotic
system, an image is scrambled consistent with the algorithm. This algorithm consists of seven steps. Step- 1
determines a 1-D chaotic system and its initial point x (0) and sets k = 0. Step-2 generates the chaotic sequence
from the chaotic system. Step-3 generates binary sequence from chaotic system. Steps-4, 5, 6, and 7 rearrange
image pixels using swap function according to the binary Sequence. However this algorithm does not have any
compression scheme and authenticity verification.

5.1.2 Chaotic image encryption

Chaotic image encryption proposed a new image encryption scheme based on a chaotic system. In their
method, an unpredictable chaotic sequence is generated. It is used to create a binary sequence again. According
to the binary sequence, an image's pixels are rearranged. This algorithm has four steps. Step-1 determines a
chaotic system and its initial point x(0), row size M and column size N of the image f, iteration number no, and
constants a, b, and c¢ used to determine the rotation number. Step-2 generates the chaotic sequence from the
chaotic system. Step-3 generates the binary sequence. Step-4 includes special functions to rearrange image
pixels.

5.1.3 Arnold Transform

Arnold transform has periodicity and the transform is simple, but the periodicity depends on image
size. The time of image recovery will be much long according to the periodicity.
Arnold transform is used widely in information hiding technology, but because of its long transform periodicity,
it costs large time and computation memory. Arnold transform, also called cat map transform, is only suitable
for encrypting NxN images. It is defined as-

;= [1 ;] [;] (MOAM) oo 3.1

Where (X, y) and (X', y) are the pixel coordinates of the original image and the encrypted image, respectively.
Let A denote the left matrix in the right part of equation (1), I(x, y) and I(X', ¥') (n) represent pixels in the
original image and the encrypted image obtained by performing Arnold transform n times, respectively. Thus,
image encryption using n times Arnold transforms can be written as.

I(x, y)(K) = Al (X,y) (K= 1)(IMOAN) ..ovorrrrerrrrrieiresesesesssessssssesssneessenens (3.2)

Wherek =1, 2, ...,n,and I(x, ') (0) = I(X, y). Obviously, one can multiply the inverse matrix of A at each side
of equation (2) to obtain I(x, y) (k —1). In other words, the encrypted image can be decrypted by iteratively
calculating the following formula n times.

J&,y)K) =A =1 (X, y)(K — 1)(MOAN) ... coe et ven cee e et e et e et ven wee enee wee eee eee s (303)

Where J(X, y) (0) is a pixel of the encrypted image, and J(x, y) (k) is a decrypted pixel by performing k
iterations.

5.2. Value Transformation Based Algorithm

Values Transformation Based algorithm is based on the technique in which the value of each pixel is
change to some other value. The new value of pixel is evaluated by applying some algorithm on pixel .Basically
algorithm is mathematical computation where we take input as a pixel value compute it, with some formulas
and produce a new value for that pixel . Value Transformation Based Algorithm are Digital Signatures and
Lossless Image Compression and Encryption Using SCAN, Image Cryptosystems, Color Image Encryption
Using Double Random Phase Encoding, Image Encryption Using Block-Based Transformation Algorithm and
affine Transform etc.
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5.2.1 Image Encryption using Digital Signatures

Image Encryption using Digital Signatures algorithm encrypts the image and embeds the digital
signature into the image prior to transmission. This encryption technique provides three layers of security. In the
first step, an error control code is used which is determined in real-time, based on the size of the input image.
Without the knowledge of the specific error control code, it is very difficult to obtain the original image. The
dimension of the image also changes due to the added redundancy. This poses an additional difficulty to decrypt
the image. Also, the digital signature is added to the encoded image in a specific manner. At the receiver end,
the digital signature can be used to verify the authenticity of the transmitted image. The advantage of the scheme
is the authenticity verification. Increment in the size of the image due to added redundancy is the disadvantage
of the algorithm.

5.2.2 Lossless Image Compression and Encryption Using SCAN

The methodology which performs both lossless compression and encryption of binary and gray-scale
image . The compression and encryption schemes are based on SCAN patterns generated by the SCAN
methodology. The SCAN is a formal language-based 2 dimensional spatial-accessing methodology which can
efficiently specify and generate a wide range of scanning paths or space filling curves. The disadvantage of the
methodology is that compression encryption takes longer time. The distinct advantage of simultaneous lossless
compression and strong encryption makes the methodology very useful in applications such as medical imaging,
multimedia system applications, and military applications. The drawback of the methodology is that
compression-encryption takes longer time.

5.2.3 Affine Transform
1. Itis any transformation that can be expressed in the form of a matrix multiplication (linear transformation)
followed by a vector addition (translation).

2. An Affine Transformation represents a relation between two images. We can use an Affine Transformation
to express:
» Rotations (linear transformation) .
» Translations (vector addition) .
» Scale operations (linear transformation) .
» The usual way to represent an Affine Transform is by using a 2X3 matrix.
3. The usual way to represent an Affine Transform is by using a 2X3 matrix.
b
A=|:a°° a‘”} [ OOJ .............................. (3.4)
&, @y |,,|blo |,
M :[A B]:|:a00 aOlboo:|
a10 a‘ll blO 2%3
4. The affine transform fractures the correlation between adjacent pixels of an image .Affine chipper is
one-to-one mapping that is a symbol in the plaintext can be transformed to a unique symbol in the
cipher text. In affine cipher, the relationship between the plain text C and the cipher text C is given in
equations 1 and 2.
C=(Ky—=K;xP)MOd N.....coooiiiiiiiiiiiiiiiiiiiese e (3.5
P=((C+(—Kp))x Ky ) MO N oo (3.6)

5.2.4 Color Image Encryption Using Double Random Phase Encoding

A new method to encrypt color images using existing optical encryption systems for gray-scale
images. The color images are converted to their indexed image formats before they are encoded. In the encoding
subsystem, image is encoded to stationary white noise with two random phase masks, one in the input plane and
the other in the Fourier plane. At the decryption end, the color images are recovered by converting the decrypted
indexed images back to their RGB (Red-Green- Blue) formats. Since only one channel is needed to encrypt
color images, it reduces the complexity and increases the reliability of the corresponding optical color image
encryption systems.
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5.2.5 Image Encryption Using Block-Based Transformation Algorithm

Block Based transformation technique works as follows: the original image is divided into a random
number of blocks. Then these blocks get shuffled within the image. The generated (or transformed) image is
then fed to the Blowfish encryption algorithm. The intelligible information present in an image is due to the
correlation among the image elements in a given arrangement. So this technique reduced the correlation among
the image elements using certain transformation techniques. The secret key of this approach is used to determine
the seed. The seed plays a main role in building the transformation table, which is then used to generate the
transformed image with different random number of block sizes. The transformation process refers to the
operation of dividing and replacing an arrangement of the original image.

5.2.6 A chaos-based image encryption scheme

A chaos-based image encryption scheme was recently proposed and is widely referenced afterwards,
but its security has not been analyzed efficiently. The encryption scheme is composed of two steps: chaotic
confusion and pixel diffusion, where the former process permutes a plain-image with a 2D chaotic map, and the
latter process changes the value of each pixel one by one. In the confusion process, the parameters of the chaotic
map serve as the confusion key; in the diffusion process, such parameters as the initial value or control
parameter of the diffusion function serve as the diffusion key. As shown in Fig. 2, the confusion and diffusion
processes are both repeated for several times to enhance the security of this cryptosystem.

Iteration Time [«———

| |
; ; |
Plain-Tmage : Chaotic Map —— Diffusion ' P Cipher-lmage
I Function |
Lo A Tk .
Confusion Key Diffusion Key

Figure 2. The chaos-based image encryption scheme. Here, the plain-image is encrypted into cipher-image
through chaotic confusion, diffusion, and repeated iteration.

In the confusion process, many different 2D chaotic maps can be used, such as the Baker map, the Cat map and
the Standard, which must be discretized over the image lattice to realize the confusion of all pixels.

5.3 Position- Substitution Based Algorithm

This technique is combination of both position permutation and value transformation. Position
permutation and value transformation can be combined. In this technique first pixels are reordered and then a
key generator is used to substitute the pixel values. The Position-Substitution Based Algorithm is use for the
various techniques.

5.3.1 Image Encryption Based on Bit-plane Decomposition and Random Scrambling

The aim of this technique is to provides the positions interchange of pixels and their gray values
change at the same time. In this technique a random scrambling algorithm based on bit-planes of image is used.
At first, decomposed a gray image into several bit-plane images. Then shuffled them by a random scrambling
algorithm separately. Lastly, merged the scrambled bit-plane images according to their original levels on bit-
planes and gained an encrypted image.Experimental results show that the algorithm can not only scramble an
image effectively, but also change its histogram apparently. This algorithm has better efficiency and properties
than the general random scrambling method, and has more stable scrambling degree than the classical method
like Arnold transform.

5.3.2 Image Encryption Using Affine Transform and XOR Operation

This technique uses two phase encryption symmetric key algorithm. It used a 64 bit symmetric key to
encrypt a image. The 64 bits of key is divided into 8 sub-keys KO, K1, K2. K3, K4, K5, K6, and K7 of 8 bits
each. The key is chosen is in such a way that the first sub-key is relatively prime to width of the image and the
fourth sub-key is relatively prime to the height of the image .The reason for choosing this is because if the sub-
keys are not prime to height and width of the image the transformation process may map more than one location
to same destinations.

The first four sub-keys KO, K1, K2, K3 are used for location transformation of the pixel values of the
image using affine cipher algorithm. Next four keys K4, K5, K6,K7 are used for second level of encryption
using simple XOR operation. We use a location transformation of pixel values of the image because image data
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has strong correlation among adjacent pixels. This strong correlation proves to be a weak point for any
encryption algorithm. Anyone knowing a pixel value may predict the neighbor pixel values reasonably well
using some prediction techniques. So, first of all, we break this correlation among image pixels by transforming
them into new locations using affine transform.

5.3.3 Block Level XOR Operation

The exclusive or operation - a logical function applied to binary bits, like AND, OR, and NOT - is a
fundamental encryption technique. It is often used in stream ciphers, which are widely used in web browsers
when connecting to secure web servers.
When used properly, this technique provides strong protection. In fact, it is the basis for the one-time pad, the
only provably uncrackable encryption. However, this protection is easily eroded if the cipher is not used
correctly.
XOR is a trivial operation for computer logic to perform show the table 3.1. The operation often appears as a
built-in machine instruction so that software can perform it in a single machine operation.

5.3.4 Exclusive-OR (XOR)
The following table shows how the XOR operation transforms individual bits. Let A be a bit from the
plain text message, and B be a bit from the key. The @ column shows the resulting bit.

Block Level XOR Operation, Exclusive-OR (XOR)

oo

B
0
1
0
1

OHHO@

1
Table 1 Shows how the XOR operation transforms individual bits.

If A wants to send a secret message to B, it takes the sequence of bits in the message (the plain text)
and a sequence of bits known only by it and B - the key. To encrypt, she combines the plain text and the key, bit
by bit, using XOR. In a one-time pad, A and B must use a different set of secret, randomly generated bits for
every message they exchange.

In a stream cipher, A and B share a much smaller number of secret bits and use them to generate a
long, hard-to-guess sequence of bits. The stream cipher relies on a cryptographic algorithm to generate that long
sequence from a small, shared secret. This generated sequence is then combined with the message using XOR.
For Example: Below we have the image message “Rose image” embedded in a 128 by128-bit image. For a key,
we have collected a 128 by 128 matrix of random bits. We will combine the two matrices using XOR.

Image Message “Rose Image” XOR “Encryption Key”

Figure 3 Send Rose Image Message Encrypted Key by using XOR Operation.

When we apply XOR bit-by-bit to the two matrices, we get the following 128 by 128 matrix of encrypted bits.
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Encrypted “ Rose Image ”

Figure 4 Encrypted Rose Image.

To decrypt the message, we simply take the encrypted message and compute XOR with the encryption
key, bit-by-bit. This yields the original image “Rose image” message.

Decrypted “ Rose Image ”

Figure 5 Decrypted Original Rose Image.

VI.  Conclusion

In this work, the design and implementation of an encryption algorithm that provides both high
security and performance were presented. Also, other features such as flexibility, simplicity and easiness of
implementation are taken into account when designing the algorithm.

In this work, we proposed a symmetric key image encryption technique that first scramble the locations
of the pixels using 4 8-bit sub keys and then encrypt the pixel values by XOR the selected 8-bit key. The
scrambling operation is done using Arnold transformation cipher techniques that breaks the correlations of the
neighboring pixels and make the image unidentifiable. The XOR operation then change the pixel values making
the image very meaningless. The encryption and decryption process are simple enough to be carried out on any
large sized image or video files, but provides enough security. The proposed encryption method in this study has
been tested on different gray images of 256*256 and showed good results. To accomplish this research work,
We have designed our image Encryption and Decryption System using Matlab 7.8.0. We have evaluated our
proposed image Encryption and Decryption System on gray Scale image.
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