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Abstract: Independent location based cryptography technique ensures that after transferring encrypted data
from sending end ,decryption can takes place at anywhere from receiving point of view. But according to
demand of mobile users if we want to ensures more security at the time of data transfer in mobile
communication we need location dependency .It means ,when we encrypt a particular data packet at sending
end and after transmitting that data to the receiver ,the receiver can be able to decrypt that packet only from a
particular location (not from anywhere) specified by the sender by transferring location based coordinate target
.In our proposed location based data encryption-decryption approach a target latitude/longitude coordinate is
incorporated with a random key for data encryption. The receiver can only decrypt the cipher text when the
coordinate acquired from GPS receiver is matched with target coordinate .The location of a receiver is difficult
to exactly match with target coordinate .So we proposed a parameter distance tolerant(DT) in our proposed
approach to increase its practicality. The security analysis shows that to probability to break our proposed
algorithm is almost impossible since the length of the random key is adjustable.
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I.  Introduction

In location dependent cryptography method Sender can’t restrict the location of the receiver for data
decryption .If the encryption algorithm can provide such it is useful for increasing the security of mobile data
transmission in the future .Therefore we propose location coordinate based encryption decryption technique
where latitude longitude coordinate as the key for data encryption. When a target coordinate is determined for
data encryption, the cipher text can only be decrypted at the expected location .Since the GPS receiver is
inaccurate and inconsistent depending on how many satellite signal received .It is difficult for receiver to
decrypt the text at same location exactly matched with the target coordinate .1t is impractical by using inaccurate
GPS coordinate as key for data encryption. Concurrently DT (Distance Tolerant) is designed in our proposed
method. Sender can also determine the DT and the receiver can decrypt the text within the range of DT.
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Fig. 1: Location Dependent Approach (Proposed)

Il.  Related Work
On 2003, Scott and Denning et al. proposed a data encryption algorithm by using the GPS, called Geo-
Encryption. Geo-Encryption was based on the traditional encryption system and communication protocol. For
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the sender, the data was encrypted according to the expected PVT (Position, Velocity and Time) of the receiver.
A PVT-to-Geo Lock mapping function was used to get the Geo Lock key. Geo-Lock key was performed bitwise
exclusive OR with a generated random key to get a Geo Lock session key. This key was then transmitted to the
receiver by using asymmetric encryption. For the receiver, an anti-proof GPS receiver was used to acquire the
PVT data. Then the same PVT-to-Geo Lock mapping function was used to get the Geo Lock key. The key was
performing exclusive OR operation with the received Geo Lock session key to get the final session key. The
final session key was used to decrypt the cipher text. However, the PVT to Geo Lock mapping function is the
primary mechanism to ensure that the data can be decrypted successfully. It is troublesome for the sender and
the receiver to own the same mapping function before the data transmission if they communicate occasionally.

I11.  Our proposed work
3.1 Purpose of proposed approach
Purpose of this approach is mainly to include the latitude/longitude co-ordinate in the data encryption
and restrict the location of data decryption.DT (Distance Tolerant) is introduced to overcome the inaccuracy and
inconsistency of GPS receiver.

3.2 Proposed Encryption —Decryption process discussion step by step
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When the target co-ordinate and DT is given by the sender into location dependent key generator as input it will
create a location dependent key (LDK).

3.3 Calculation of final keys from LDK by using latitude/longitude co-ordinate & DT

Step-1: According to the protocols of WGS84 (World Geodetic System 1984) defined in NMEA (National
Marine Electronics Association) specification, we just explain the calculation of latitude/longitude as per
example.

For example:

E 12159.8422 means 121° and 59.8422 minimum east longitude.N 2579.8221 means 25° and 79.8221 minimum
north latitude.

Step-2: The co-ordinates are multiplied 10000 to be an integer.

E 12159.8422*10000 N 2579.8221*10000

=>121598422 => 25798221

Step-3: Then the integer is divided by a value corresponding to the DT in order to allow the co-ordinate
inaccuracy.

Step-4: According to the estimation of coord Trans tool of Franson Company, the values N: 25798221 divided
by (DT*54) and E: 121598422 divided by (DT*60) for latitude and longitude. [Assuming DT=1/2]
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Step-5: One bit is put in front of the integral part of the result. The bit is zero for East and South and one for

West and North.
So,

E | (4053280)4,

'

0 Process

N { 955489 ) 40

'

1 Process

Binary to Decimal Conversion
y (N)io

Step-6: Both binary numbers are involved with bitwise XOR operation and produce (n”), After that it will pass
to binary to decimal converter and get (n)10. The complete graphical representation is upto step 6 is presented in

the next page.
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Fig. 2: Graphical Representation up to step 6

Step 7:Then MD5 hash algorithm is utilize and generates a 128 bit digest for the combine result. Then the digest
is split into two 64 bit values called location dependent key [LDK] .This step causes
That the target coordinate is unable to be derived from the LDK.
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Step -8:In this step, we can generate a final key pair after performing XOR operation with LDK.
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Fig. 4: Generation of Final Key

Step-9: Two final keys after Step-8, (M)is and (N)y¢ are used as the secret key and initial value of symmetric
encryption algorithm.(DES, AES, triple DES). Final diagram of proposed system at sending end is presented in
the next page.
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Fig. 5: Symmetric Encryption

Step-10: A and B are the public and private keys generated on the receiver side. A is transmitted to the sender
side firstly. Then DT and randomly Z,¢ is transmitted via asymmetric encryption algorithm.
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Step-11: When the receiver gets the DT and Zi¢, the LDK can be generated from DT and the coordinate
acquired from GPS receiver. The final key can be generated by XOR of Z,sand LDK. If the acquired coordinate
is matched with target coordinate within the range of DT, the cipher text can be decrypted back to the original

plaintext.
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Fig. 6: Complete Encryption — Decryption Process (Proposed)
IV.  Experimental Analysis
i
Fig. 7:roposed Experimental Site
DOI: 10.9790/0661-17165663 www.iosrjournals.org 61 | Page



A Location Dependent Cryptographic Approach Based on Target Coordinate & Distance ....

According to the above experimental site stated in fig-7, a set of concentric circle is defined as the
target latitude/longitude location. The settings of DT are 0, 3, 6,9,12,15,18,21 and 24. The testing distance is
from 0 to 24 meters for every 3m. The Target co-ordinate at the center is accessed by the GPS receiver. For
every DT (Distance tolerant), a plaintext encryption occurs by using Target coordinate and DT. For every circle
tester moves randomly along the curve of the circle and tries to decrypt data about every time instance. The
destination file is checked whether the content is the same as the original file until finishing the testing of all
DTs.

a. Graphical analysis of Successful rate (26) vs distance under various DT
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According to the above graph, we calculate successful rate for every combination of DT and testing
distance. The experimental result is shown in same figure. The successful rate of all the testing distance is 0
when DT is 0. This is the same as our expectation. The graph clearly defines that the inaccuracy of GPS receiver
causes the distance of possible successful decryption may be longer than the setting of DT.

Parameters Values (unit: meter)

DT [i] 3 [3 [:] 12 15 18 21 24
Dirnax L] o 1z 15 is 21 24 27 30
Dimax-DT [1] 6 6 3 6 6 [ 6 6
Maodified DT Li] 3+6 6+6 S+6 12+6 15+6 18+6 21+6 24+6

The maximum distance for every DT and the difference of D, and DT is shown in above table.
According to the results Dy is longer than DT aboutém in the experiment. It means that the data can be
decrypted beyond the constraint of DT. So the settings of DT should be modified as 3+6, 6+6, 9+6 and so on.
Users can clearly understand that the first number is the DT with almost 100% successful rate and the 2™ no is
the extra distance for possibly successful decryption.

V.  Conclusion

Our proposed algorithm provides a new function by using the latitude/longitude co-ordinate as the key
of data encryption. A Distance Tolerant (DT) is also designed to overcome the inaccuracy and inconsistency of
GPS receiver. The security strength of proposed algorithm is adjustable when necessary. As a result, our
approach is effective and practical for data transmission in the mobile environment. Current design of our
proposed approach is mainly based on DES, AES, triple DES can be used to replace the DES algorithm when
necessary. Our proposed algorithm provides a new way for data security. It also meets the trend of mobile
computing.
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