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Abstract: With the advancement in wireless technologies, wireless networks are developing at a fast rate and
so are the MANET’s. Several routing attacks are introduced in the wireless networks due to their dynamically
changing network topologies. A severe type of attack known as wormhole attack is the main theme of this paper
and the work has been done to detect and prevent this attack. The work has been done with the help of DSR
protocol. The existing functionality of DSR is extended so that the wormhole nodes are easily detected in the
routing path and then that path is not used in the future because it is blacklisted by the network. A brief
overview of the algorithm is also mentioned in the paper by which the detection and elimination of wormhole
node is actually done.
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I.  Introduction

As MANET is a self configuring network with dynamic topology in which nodes have the property to
easily deploy them in the network and change their position accordingly. In MANET, each one of the node acts
as a host as well as router at the same time. Due to the lack of centralized management in MANETS, numereous
routing attacks are suspected to be introduced in the network at any time.Security is a difficuilt case to handle in
case of wireless networks as the mobile nodes can easily change their position and their topology is random.
Different types of attacks are present in the network. The attacks can be categorized as active and passive
attacks. In active attacks, the attackers not only listen to the data that is being transmitted but also they tamper
the tamper the data. But in case of passive attacks, the attackers only listen the data being transmitted and use
that information in a variety of ways. A severe kind of attack in MANET is wormhole attack whose detection
and prevention is the topic of discussuion in this work. A description of the work done so farregarding
wormhole attack detection and prevention has been mentioned in this paper and their solutions are also
mentioned.[12]

The remainder of this paper is organized as follows. Section II contains introduction of the wormhole
attack. Section III explains about DSR protocol. Section IV contains a short explanation of our proposed
algorithm, the implementation of which is the target of our future work. Finally Section V concludes the whole

paper.

Il.  Wormhole Attack

In wormhole attack, the two wormhole nodes are placed in between the center of the network and that
strategic location is used to create a route from source to destination. The wormhole nodes have a interesting
characteristic that they possess a shorter and faster path, so that the entire communication to be forced to go
through them. If a link have these two properties then that path is surely used for communication. When
wormhole nodes are introduced in the network, they try to validate its neighbouring nodes that they are its
legitimate neighbours and the route through these nodes also exist.[1]

In the figure 1, it is shown that when source and sink want to communicate, S-A-B-C-D route is
followed which is a normal route. When wormhole nodes X and Y are introduced into the network, they lure
their neighbours S and D that they are their immediate neighbours and have a path between X and Y. The path
between X and Y is a faster channel and compared to the other normal route this path is shorter in respect of hop
counts and also X-Y path is faster. So the communication is forced to go through S-X-Y-D route. The wormhole
nodes listen the data and they do whatever they want to do with the data.
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Figure 1: Wormhole Attack
S: Source
D: Destination
X,Y: Wormhole nodes
A,B,C: Normal nodes

I11.  DSR(Dynamic Source Routing) Protocol

A routing protocol is defined as the set of rules that are used to communicate and control the transmission

between source and destination. MANET have three kinds of routing protocols:

a) Reactive Protocols — These are also known as on demand routing protocols. In this the communication is
only done when source node wants to communicate with its sink. Eg. DSR

b) Proactive Protocols — These are also known as table driven protocols. In this each node maintains a routing
table for different destinations. Eg. DSDV.

c) Hybrid Protocols — The routing protocols which have both proactive and reactive merits. Eg.
EIGRP(Enhanced Interior Gateway Routing protocol).

DSR protocol is the topic of discussion in this section. In this protocol, a route is generated only when a
source node wants a route to destination for communication to take place. Source node broadcasts the message
to its neighbouring nodes to find a particular route from source to sink. The neighbouring nodes again forward
the Route Request message to its further neighbour nodes so that a complete route is set up. When destination
accepts that message, then it replies to the source via that path.[13][20]

Broadcast transmission

Figure 2: Route Request message to neighbours
In figure 2, node S broadcasts the route request message to its neighbouring nodes which further sends to their
neighbours also. In this way, the destination node receive the meassage at last. Whosoever is the intended
receiver, receives that message and destination replies to source node via that path from where the message
came.
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Figure 3: Route setup between Source and Sink

In the figure 3, Source node S sends the route request message to destination via S-E-F-J-D. When D
receives that message, it replies via same path i.e. D-J-F-E-S. So this is how the DSR works.

IV.  Proposed Work

Looking at the above discussions about wormhole attack and DSR protocol, it is clear that the route for
communication is selected on the shorter length of the route i.e. route having less number of hop counts and
moreover, wormhole nodes make a smaller as well as faster channel in between them. So the entire
communication is done through them because of its properties like shorter and faster path between them.

We will explain our proposed solution by stating an example of figure 1 in which source and
destination have to communicate. When X and Y are introduced they see that the hop count for route SXYD is 2
hop counts and hop cpunt for SABCD is 4. So the SXYD route is preffered because it is short. This is the main
technique used while detecting.

When S wants to communicate with D, it initiates a route discovery phase with the help of DSR. DSR
has the characteristic that it can only find a single route from S to D. Here the DSR functionality is extended.
Multipath algorithm is applied at initial stage so that multiple paths are found from S toD. All those paths are
stored in the routing table. When a route is found, hop count, delay and timer for a route also is stored in the
routing table. From the routing table, when 1% route is selected for transmission, if in case its hop count is
abruptly decreased in comparison to other route’s hop count, then that path is isolated and a security mechanism
is applied on that path.[2]

In our work, we assume that the wormhole nodes are already present in the network. If only a hop
count for a route is comparitively less than only that path is isolated. Further the complete explanation of the
algorithm is defined which is as such:

A. A Brief Overview Of The Algorithm

As stated above, wormhole nodes are identified only when the average hop count of a link is abruptly decreased
in comparison to other paths because wormhole nodes possess a smaller hop count.

1) Stepl:

When source node wants to communicate with sink, a process starts to find multiple routes for
communication to take place between two nodes.
2) Step 2:

When multiple routes are to be found from source to destination, hop count for a route is also saved in
the routing table along with the delay and timer parameter.
3) Step 3:

From the saved rotes in the routing table, 1¥ route is selected and if that route’s hop count is abruptly
decreased as compared to other routes, then that route is isolated. And if that route has normal hop count then
communication is done through that route.

4) Step 4:

On that Smaller hop count route, an encrypted message is send in which every legitimate node of the
network adds its own key that is predefined in the network and is only known to valid nodes and if all the nodes
on that route add a key, then that route is considered as a normal route with all the normal nodes. But if on that
route, any node doesnot add the key, then that node is considered as a wormhole node and the route containing
wormhole links is isolated from the network.

5) Step5:

When a misbehaving node is found in the network, then the route containing that node is eliminated
from the network and blacklisted also so that in future no such communication occurs through that route.
6) Step 6:

Wormhole nodes are detected in the network by the technique of hop count and then sending a security
mesaage with key embedding. But without eliminating the wormhole node from the network, the attack is not
prevented. Before elimination of wormhole node, the wormhole node is detected but not prevented. By the
elimination of wormhole node and forged path, the wormhole attack is prevented.

www.iosrjournals.org 46 | Page



Detection and Prevention of Wormhole Attack in MANET Using DSR Protocol

V.  Conclusion

Wormhole Attack is a serious kind of attack introduced in the network at the network layer of OSI
Model. A number of work has been done to detect the wormhole attack but none of them proves so much
valuable. Our work focuses on detection of the wormhole node by using hop count mechanism and applying
security to the route having smaller hop count. When a route is detected with wormhole node then that path is
removed from the routing table and this is the criteria for wormhole node detection and prevention of wormhole
attack in MANET.

The future work includes the implementation of the algorithm using ns-2 simulator and the comparison
of this work with some of the work present in the literature survey.
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