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Abstract: Internet has become an inevitable part of our lives. While internet offers a mass of useful services
which makes communication easier and faster than ever, it presents some threats too along the way. Over the
last few years, botnet has risen to become the primary source for various internet attacks such as DDos attacks,
spamming, phishing etc. Accordingly, a great deal of research has focused on methods to detect and extenuate
the effects of botnets. In this paper, we have analyzed the feasibility of outgoing and incoming traffic i.e.
intrusions and extrusions, to detect P2P based botnets. We present an approach that uses a network perimeter
mentoring system called bothunter. As a part of the research work, a botnet detection system for peer to peer
botnets called P2P-BDS has been proposed.
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I. Introduction

Now a days various threats to internet security are emerging in the world. Among these threats botnets
are treated as most widespread and dangerous threats which occur mostly in today’s internet attacks [1, 2]. The
term bot also known as zombie is the abbreviation of the term software robot [3] that are used to perform
various set of automated functions which is triggered by the various commands. Botnets are the network of
vulnerable machines under a common control of central server that is controlled by the single or small group of
attackers known as botmaster [4], usually for financial profit or to launch attacks on network [5]. Botmaster
takes advantage of compromised system that allows malicious code to be installed on machine without the
knowledge of the owners. All vulnerable machines connect to the central server and wait for the botmaster’s
command. Botnets are different from all other malwares in the way that they follow the command and control
approach [6]. To detect and mitigate botnets various researchers developed the set of techniques [7, 8, 9, 10].
From the study of literature [11], We have various kinds of C&C based servers such as centralized based C&C
server,P2P based C&C server, Hybrid C&C server, Random C&C server. Botnets can cause a big damage on
revenues [12]. One in 5 financial companies estimates outages will affect their revenues by $50k per hour
.CNBC reports that in 2013 US banks are the targets of largest wave of botnets ever, were knocked offline for
249 days. 249*50,000=$12,450,000[13]. Botnets not only effect the revenues, but also effects the resources
allocation to the customers. Botnets are also responsible for DDos attacks which cause a loss of service to user
[14]. Therefore there is a great demand for the detection of the botnets to protect the network from malicious
attacks. In this work. we proposed a network based botnet detection system for the detection of malicious
attacks occurs in network.

1.1 Working of IRC based Botnet

Botnets have different phenomenon from the previous generation of malwares. Unlike the previous
malwares in which a worm is the self-propagating software that infects the compromised system, botnet uses the
different scenario. Botnets are based on C&C (Command and Control) phenomenon in which they firstly
connect to the C&C server from which they receives the commands they are supposed to run as shown in figure
1.

Firstly a botmaster exploits the vulnerabilities on the victim host, after that victim host downloads the
bot binary and contacts the IRC server address by resolving the DNS name and then victim joins the IRC server
to receive the commands from the botmaster [15].This research work uses the advanced botnet life cycle model
given in [16].
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Fig, 1. Working of IRC based botnet

1.2 Life Cycle of a Botnet

Figure 2 describes the typical botnet infection dialog model. In the infection dialog model, the infection
begins with an external to internal communication flow that contains the inbound scanning or bot scanning (E1)
or a direct inbound exploit (E2). When the victim host has been completely compromised, then this host
downloads a binary instance of the bot (E3). After the full binary instance of the bot is executed, it will have two
paths type I and type II [16].In the type I bot, the victim host directly moves to the outbound scan (ES). Whereas
in type II bots, the infected host moves to the C&C server communication (E4) then it will move to the
outbound scanning.
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Fig. 2. Life cycle of a typical Botnet

Most of the botnet detection and mitigation techniques developed by various authors are based on
centralize C&C sever. In these type of servers by locating the central server and destroying it, one can easily
remove or shutdown the whole botnet [17]. In response to this botmasters have developed new generation
botnets known as Peer -2-Peer botnets to make their botnets more resilient.

In these type of botnets the communication doesn’t heavily depend on a few selected servers. Destroying a

single or even a number of bots will not necessarily lead to the destruction of an entire botnet [11]. Therefore

dealing with such botnets is a challenging task, still some techniques to detect these botnets have been proposed

[18, 19, 20]. Our primary contribution to this paper is:

e To develop a new kind of traffic monitoring technique which focus on detecting the peer-2-peer botnet
infection by analyzing outbound and inbound traffsic.

e To use the existing open source and freely available software to develop a network based detection system
of peer-2-peer botnet based attacks.
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Fig. 3: Peer-2-Peer based botnet

The remaining sections of the paper are as follows: Section II and Section III classify the proposed
work and methodology of botnet detection system. Section IV describes the experimental setup of proposed
work. Section V classifies the various results obtained by monitoring the traffic and the last section concludes
the work done by defining the future scope of the system.

II.  Related Work

The proposed work uses the Botnet detection system called a Bothunter proposed in paper [16].
BotHunter is a network defensive system driven by Snort which is an open source software [21] and fits in our
approach of monitoring the traffic in both ways i.e. inbound and outbound. Bothunter focus on monitoring of
two way communication between the internal and external flow of network. It is based on the algorithm called
network dialog correlation, in which it correlates the inbound intrusion alarms with outbound communication
patterns that are highly indicative of successful local host infection [22]. We present our experimental results in
virtual and live testing environment. In this work we focus on all outgoing and incoming traffic. C. Lussi [23]
used the concept of extrusion to detect different types of malware in virtual environment. The author used the
network traces of five popular worms to validate the approach but the author proposed only detection system.
The work done in paper [23] focuses only on the further propagation of the botnets, while in this work we focus
on monitoring the inbound and outbound traffic i.e. extrusions and intrusions to get the clear indication about a
successful botnet attack. Sunny Behal [15] has developed N-EDPS i.e. Network based Extrusion Detection and
Prevention System to detect certain kind of botnets. Though, they have been able to find number of prominent
botnets. However, there is a need to analyze both kind of traffic to detect botnets. We use the signature based
detection instead of anomaly based system. The main idea behind the signature based system is to extract the
pattern information on the packet and match pattern available in the database of the bots. Whereas in anomaly
based system the main goal is distinguish the normal traffic with the abnormal traffic by monitoring the
behavior of the system [24, 25]. Apart from the botnet detection tool used in the proposed work, some other
botnet based detection tools are also available like Botminer [26], Botsniffer [9], Botfinder [27], Botswat [28],
BotInfer [29]. Previous work on botnet detection has mainly focused on identifying infected bot computers
based on centralized C&C server .This paper aims to fill this gap by presenting a new approach called Botnet
detection system for peer-2-peer based botnets.

III.  Methodology Of Proposed Work
We have proposed a system called P2P- BDS as shown in figure 4, which will detect the network from
the various malicious attacks caused because of botnets. Here the traffic of the organization will be analyzed for
peer to peer bots and the results will be stored in the log file for future references and analysis. In our system,
we have included a detection engine that will detect the bot profiles and based on the available signatures it will
generate the alerts.
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Fig. 4 Proposed methodology of BDS

The signature database of detection system contains number of rules with which we want to generate
an alert or a warning. After this we are now able to refine the botnet infected traffic from the normal traffic
resulting in botnet free traffic. In our methodology of P2P-BDS we use active IDS (Intrusion detection system)
which monitor the packets continuously and detect the botnet attack in real time. Passive IDS can only
recognize intrusions however active IDS can detect and respond to them. In the proposed work the Network-
based IDS has been used instead of Host-based IDS. A Network-based IPS monitors the network traffic of a
particular network whereas a Host-based IPS monitors the operating system, applications, and the host specific
network traffic. Signature based detection system is used which is useful to detect an important class of attacks
which is characterized by signatures by searching a malicious pattern in the packet. For the development of P2P-
BDS we use an open source and free software.

IV.  Implementation Of BDPS
The proposed P2P-BDS consist of Detection engine and for the implementation of detection engine we
use bothunter as detection engine which is based on an open source snort. The experimental results of BDS are
presented in live testing environment. The experimental setup of proposed system is shown in figure 5. We
placed the proposed BDS between the SBSSTC network and the internet server to monitor the Internet traffic.
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Fig. 5. Experimental Setup of P2P-BDS
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V.  Results
We placed BDS for four weeks in SBSSTC network as shown in figure 5. We have been able to find 34
infected computers, 24 C&C servers, 28 egg download servers and 36 IP addresses of outbound scanning
servers as shown in Table 1. The names of botnets found are shown in the Table 2.
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Table 1: Output of BDS

Victim IP C&C server IP | Egg Download Outbound
addresses addresses source IP scanning
addresses sysitem’s IP
addresses
172.16.2.162 | 195.216.243.2 | 17436.201.82 | 202.164.142254
172.16.1.12 199.2.137.252 | 74208.64.145 |202.227.180.157
172.16.1.20 221.7.91.31 |208.43.162.158 |202.164.194229
172.16.1.197 | 64.94.137.106 | 69.95.64.198 |202.164.142.172
172.16.2.151 | 65.43.232.379 | 62.62.101.118 | 202.227.180.157
172.16.2.153 | 74208.164.166 | 83.68.16.36 |202.122.154150
172.16.2.176 | 78.109.24.106 |193.136.28.167 | 202.149.1.162

Table 2:.Botnets Detected

Mame of the botnet | Type of the botnet
Kademlia Peer-2-PeerBot
Phatbot Malicious Bot
Nugache Malicious Baot

Napster Peer-2-Peer Bot
BitTorrent Peer-2-PeerBot

Ares Peer-2-Peer Bot
Peacomm Malicious Bot

VI.  Conclusion and future scope

Peer-to-Peer botnets have same goals as of centralized C&C botnets. The main difference between both
scenarios is that there is no central point of failure in Peer-2-Peer based botnets. In this paper we showed the
methodology of botnet detection for botnets with central server to botnet which uses Peer-to-Peer botnets. This
research work is based on the concept of monitoring outbound and inbound traffic i.e. Extrusions and Intrusions.
As a part of the work we have proposed a system known as P2P Botnet Detection and System using an open
source and freely available software. We placed our system in the live environment of SBSSTC for the period of
four weeks and during this analysis we are able to find various infected system, C&C servers, egg download
source list and outbound scanning servers. The main drawbacks of the proposed system are: Firstly, it is unable
to identify the novel botnets. Secondly, it should always update the knowledge base with new signatures which
may reduce the performance and thirdly our system is not able to detect the encrypted C&C communication.
These drawbacks can be removed if we merge behavior-based detection system with P2P- BDS. In future work,
we plan to combine the anomaly based detection and signature based detection for better results. The system can
be extended if we add prevention engine which will react to the network from new kinds of botnets like hybrid
C&C based botnets.
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