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Abstract: There has been an increasing demand for e-learning technologies and especially for digital
watermarking. Using the digital watermarking technology in e-learning is increasingly becoming an important
part of the strategy for trusting on-line materials and activities, especially the on-line certificate both easy and
cheaply in flexible e-learning way. This paper sets out to develop and create a novel approach to digital
watermarking for e-learning certificate that can increase the trustworthiness of e-learning systems in
institutions all over the world. This approach will enable these institutions to create an on-line certificate and to
add a watermark that can be trusted by other institutions. The most important driving force is concern over
protecting copyright, such as for video, audio and other works now available in digital form; it might be that the
ease with which perfect copies can be made will lead to large-scale illegal copying, which will in turn
undermine the creation of new books, films, pictures etc. the main aims of this paper is to introduce high-quality
protected on-line certificates using two kinds of digital watermarking (visible digital watermarking and
invisible digital watermarking) in e-learning systems. In addition, this study aims to enable institutions to offer
e-learning certificate and to embed digital watermarking systematically.
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1. Introduction

E-learning is an interactive learning in which the learning content is available on-line and provides
automatic feedback to the student’s learning activities, and therefore using the Internet to enhance e-learning has
become a trend in modern higher education institutes. For many years being able to hide digital information has
captured the imagination of researchers, and therefore there has been an increasing demand for security
technologies and especially for Digital Watermarking (DW). Using DW in e-learning is increasingly becoming
an important part of the strategy for trusting an on-line e-learning certificate. It is a new technology, which
could solve the problem of enforcing the copyright of content transmitted across shared networks. DW enables a
copyright holder to put in a hidden message within images, pictures, sound files, and even raw text.

This paper sets out to develop and create a novel approach to DW for an on-line certificate that can
increase the trustworthiness of e-learning systems in institutions all over the world. This approach will enable
these institutions to create an on-line certificate and to add a watermark that can be trusted by other institutions.
The most important driving force is concern over protecting copyright, such as for video, audio and other works
now available in digital form; it might be that the ease with which perfect copies can be made will lead to large-
scale illegal copying, which will in turn undermine the creation of new books, films, pictures etc.

Since the beginning of the Internet, a number of individuals have presented their intellectual property
on-line. They started off with just simple watermarking on photography, but then moved on to fields such as
image, audio and video. DW technology is now widely applied to protect the ownership of digital images, audio
files, videos, and even raw text. Thus, DW technology is used to address digital rights management, protect
information, and conceal secrets. For e-learning that involves high-quality images, pdf files etc, DW technology
can also enhance learning efficiency. Additionally, information hiding techniques provide an interesting
challenge for digital forensic investigations.

The main objective of this study is to improve the use of DW for on-line certificates in e-learning. This
approach will increase trust between institutions and allow different institutions in different countries to work
together and share on-line certificates. The main aims of this paper is here listed below: (1) develop and create
high-quality protected on-line certificates using an efficient DW that can increase trustworthiness in e-learning
all over the world , (2) to enable e-learning systems to create an on-line DW and embedded watermarking
system so that responsible users (teachers or administrators) can certificate documents automatically, (3) some
of e-learning systems do not have full certificates for all courses, such as Moodle, which has just a transcript for
each course with its details. This study provides a full certificate for all courses for every student. In addition,
the responsible person can add watermarking automatically, (4) this approach will open a wide door for
collaborative e-learning on-line certificates, which will increase trust between institutions and will enable them
to use the Internet to send their certificates as originals, (5) to find the most suitable technology for supporting
the worldwide trend of offering on-line certificates over the Internet, which includes institutes in a wide variety
of countries, in order that they can exchange on-line certificates both easily and cheaply in a flexible manner.
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This paper is structured as follows: in the beginning, we present the related studies including a
literature review of DW and e-learning, as well as, Moodle as the area of study in Section 2 and Section 3.
Section 4 highlights on architecture of e-learning certificate. An implementation of e-learning certificate using
digital watermarking is presented on Section 5. An analysis and evaluation of e-learning certificate system
(ECS) is presented in Section 6. Finally, the conclusion and future work are in Section 7.

II.  Digital Watermark

The digital information revolution has altered commercial and academic behaviour, and the Internet
has played an important role in this revolution all over the world. The benefits through the broadcasting of data,
easy editing of any kind of digital content, and the ability to reproduce digital content without any loss in
quality, have made digital technology far superior to the old analogue systems [1, 2, 3]. This has generated new
challenges and new opportunities for innovation. The development and growth of novel IT technologies for the
rapid provision of services to both academia and industry over the Internet has resulted in a demand for
dependable and well-protected copyright protection techniques for many kinds of data. For the prevention of
unauthorized tampering of Digital Multimedia Data (DMD), DW is being developed to enhance the protection
and copyright of this data. In recent years, DW has shown significant progress [3, 4, 5].

DW is a powerful technology for identifying copyright data. It is digitized information such as text,
images, audio, and video that is embedded in the original information, and can be extracted correctly by a
watermark extracting method to prove copyright ownership. Moreover, it is not easy for the human eye to notice
the difference between original information and one with a watermark [5]. DW enables an individual to add
hidden copyright messages to digital audio, video, images and text. It is a method for marking data sets and
embedding a mark for ownership registration based on the human visual system. DW is a considerable challenge
for the world's largest computer companies, such as International Business Machines and Intel. DW has two
major research topic areas, which are: 1) the Visible Digital Watermark (VDW) technique, and 2) the Invisible
Digital Watermark (IDW) technique. The VDW technique is not popular because it affects the quality of an
image. On the other hand, IDW has made considerable progress in recent years and has been received
favourably by both academia and industry [6. 7, 8, 9].

The most important aspects of embedded IDW can be divided into three characteristic features, and
they are [10]: (1) Unobtrusiveness: the human eye cannot see the watermark, and it does not affect the quality of
the original image, audio, etc, (2) Robustness: the embedded watermark is still present in the image even if that
image is compressed or processed and (3) unambiguous: Revealing the watermark unmistakably identities the
original image, audio, etc. DW embeds information as machine readable within the content of digital media such
as video, audio and images the data is encoded through slight changes to the format of the media file. Typically,
these alterations will not be perceptible to normal users, and neither will the DW within the content, but they
may be to designers.

DW can embed in: (1) higher frequency, (2) middle frequency and (3) lower frequency. The problem in
higher frequency is that DW does not decompress back to 100% of its original because the high level of
compression involved produces very small compressed files; there is some data quantity loss when
decompressed files are restored, and this also affects DW. The increasing demand for Digital Multimedia
Technology (DMT) and wireless applications is very apparent on the Internet, because currently, the distribution
of DMT data is much faster and easier though the Internet. Accordingly, DW, because of its uniqueness, has
become an important issue facing developers when they send and receive data over the Internet.

DW technology offers many new advantages compared to its old analogue counterpart. In this section,
we assess the advantages and disadvantages of DW, and we focus on its advantages for the field of e-learning.
This section starts with the advantages of DW, as below [4, 10, 11]: (1) DW enables institutions to trust each
other by using an on-line certificate that has watermarking. This is achieved in this paper, and so institutions can
insert and embed VDW and IDW into their certificates, (2) The most important driving force is concern over the
protection of copyright for such works as digital images, video, audio and even raw text, that are available in
digital form. It is now easy to make perfect digital copies, and large-scale illegal copying undermines all
industries involved in books, films, and even academic publications, (3) for e-learning, high-quality images etc,
DW technology can enhance learning efficiency. DW technology can be used in academia to address digital
rights management, protect information, and conceal secrets. Information hiding techniques provide an
interesting challenge for digital forensic investigations and (4) DW enables institutions in different countries to
work together and share and use certificates without fear because DW reduces the forgery and fraud in
certification all over the world.

On the other hand, DW has some disadvantages and we mention some of them, as follows: (1)
attacking DW is simple; it can be corrupted or eliminated if the embedded watermark is in a lower frequency,
(2) with DW, the quality of the image can be affected and (3) With DW, especially IDW, the size of the
document is increased.
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2.1 Architecture Of Digital Watermark

DW is aimed to complement cryptographic procedures, and it is possible for a DW to be a visible or
invisible identification code, which is permanently embedded in DMD, and which remains present within the
data following any decryption procedure [11]. The concept of DW comes from the slightly visible watermark of
a company’s name that can be imprinted into paper for copyright or identification purposes. Accordingly, the
important benefit of DW is to copyright information and to identify the file. DW is the process of embedding a
bits pattern in a digital text video, image or audio but, in this case, the bits pattern will be hidden and difficult to
alter. IDW enhances a copyright defence, therefore guarding and guaranteeing the digital work [12].

‘ Digital Watermark ‘
System

Original Watermarking . Watermarked .
Images/Video/Documents/Graphics/ ] Images/Video/Documents/Graphics/

Algorithm .
Graphic/Programs 8 Graphic/Programs

Figure 1: Digital Watermark System

DW is the use of perceptually visible and invisible authentication techniques but which control the
distortion that is introduced into DMD. The scenario of DW is described in Fig. 1 where an owner places
original elements (images, video, documents, graphics, or programs) on a network server and wants to “protect”
them. Multimedia Security Applications (MSA) is used to enhance the protection and copyright of DMD. In
recent years, MSA has shown significant progress and it includes: (1) Copyright Protection, (2) Privacy, (3)
Intruder Detection, (4) Forgery Detection, (5) Proof of Delivery, and (6) Proof of Purchase. In addition, MSA
has tools and they are: (1) Authentication, (2) Encryption, (3) Time-stamping, (4) Hashing, and (5) DW. Fig. 2
is a diagram from Canon © website that gives a simplified explanation of DW and its scenario [12].
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Figure 2: A simplified explanation of digital watermarking [12]

Currently, the most important tool available to protect data is encryption. This tool defends data
throughout communication between sender and receiver over the Internet. After receiving data and decoding
(decryption), the data is no longer protected. Thus, DW is complementary to encryption. DW has two main
phases [10]: (1) the embedding of DW and (2) the extraction of DW.

2.2 Types of Digital Watermarking

DW can be an institutional logo or a pseudo random sequence or background of an image and pfd file.
The data that has DW may be compressed to decrease the size but it may be corrupted by noise throughout its
broadcast through a noisy channel. We can classify DWs into two categories: (1) Visible Digital watermarking
(VDW) and (2) Invisible Digital watermarking (IDW) [13].

Most studies have researched invisible digital watermarking (IDW) as it is used more in DMD these
days. Visible digital watermark (VDW) has been traced back to the end of 13th century [4, 9]. In this section,
we will concentrate on IDW and VDW as this paper tests both types with e-learning certificate [13].

Visible Digital Watermark: VDW was the initial and mainly primitive method of watermarking, and
covers the object that has a watermark, making it visible on this object for users. While VDW has been used for
a long time, it is not a protected form of watermark for DMD. The algorithm technique is employed for VDW
but this is not sufficient for protecting the DMD. This kind of watermark can only be utilized for holder
identification purposes. In contrast, IDW is used in all other DMD.

VDW is able to be seen as transparent in DMD, which is covered on the primary DMD. Including the
logo and seal of an institution, which holds the rights to the primary DMD, it enables the primary DMD to be
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seen; it marks it obviously as the property of the institution. It is important that the removing the VDW is
difficult; however, it is easy for the owners.

Invisible Digital Watermark: IDW can be executed via various techniques and the easiest part is hiding
a watermark within DMD. The benefits of hiding are that even if a piece of the image is cropped, the recipient
can still obtain the needed message as the watermark is embedded into message many times. In this case, the
message is small, in contrast to the original message [4]. For example, each pixel is represented by 8 bits
(10001100), and the most significant bits are to the left and the least significant bits are to the right. If we
change the most significant bits, it will have a big impact on the colour. In contrast, if we change the least
significant bits, it will have a minimal effect. To be clear, if we change only one or two least significant bits, it
will have a minimal effect because the human eye can only notice about six bits of colour the human eye cannot
note the difference in the last two bits being changed. For example, if we deal with 10001100 and alter it to
10001111, it will be the same colour to the human eye. So we only embed data in those bits [4].

When a DMD that has watermarking is destroyed by manipulating it digitally, an IDW may still be
useful in proving the authenticity of this DMD. If the DW remains unbroken, then the DMD is not lost, but if a
DW is destroyed, then the DMD is indeed lost. IDW is resistant to damage under any DMD manipulation,
making it useful in confirming the ownership of the DMD suspected of fraud [14].

III.  E-learning Systems

E-learning is a term used to demote computer enhanced learning, and it is used interchangeably in
many contexts, but it is critical to be clear what one means when one talks of e-learning [15, 20]. E-learning
systems are a group effort, where administrators, educators, students, guests and all other users from divers
areas of expertise come together in order to serve a community of learners [17, 18]. In order for present and
future generations of personalized e-learning to progress and improve learning effectiveness and efficiency,
some vital requirements must be understood. In the last decade, more than 300 e-learning systems, of which
more than 60 are Open Source Software (OSS), have been developed by universities [19, 20, 21, 22].

The most important reason why e-learning has become popular in many institutions all over the world
is that because there are actual benefits to be gained from the use of e-learning technology and they are [17, 23]:
(1) teacher can use e-learning to manage their courses including timetable, announcements, tests, tracking
student progress, assignments, and so on, (2) it allows user to upload and download files onto the e-learning
system for everyone and anytime, (3) it enables interaction among teachers and students totally free of time and
location, (4) it enables easy on-line delivery of materials, which are easy to use for both lecturers and students
and (5) student can enjoy the privacy at home, from anywhere, currently, the Internet offers cheap and easy
access to information.

3.1 E-learning Architecture

Currently, there is no consistent standard architecture for e-learning products. Most architectures
depend on the type of e-learning system and the institution’s requirements.

An e-learning environment works as a portal for VLE tools including support, technical specifications
and learner tools as shown in Fig. 3. The diagram above is based on the widely circulated one created by BECTa
in 1999. The most important target for this diagram is to position VLE as a sub-system within the e-learning
environment [15].

S N “_t“_"lL_"fr_“l“_g P’_‘V_‘“’f‘i“’_“f __________ .H. Resources 1
I1) Support Tools | '2) Learner Tools | |3] Technical 1] SoTITTTC '_I_
!'je  Administration |' Communication ': Specifications :: Ir====== ~l
: Course Delivery |" Productivity 1 1® Hardware/Software " ' Off-Line : :

¢ Curriculum Design_1le Student Inyolvement _I's Pricing/Licensing_ _ _ _ ! 11 Learning 14
______________________________________________ ! [ R I |
1 I e T T 1 1 f 1
: i Qualle '4—, Information Management System l: - -L-ogin- I :
Sl Security T T TR T T T T ——— :l Registration ! |
y © Trust 1 |m—————— ____i_l 3| 1
1 e Flexibility L——p,; Student Record System b h
! o Changeability ! ~ ———=-=-- [-—==—=---= ———m—m - a
1 1 v v
[} | ————— IIm— === = m ———— -

Figure 3: The E-learning Environment [24]
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3.1 Moodle As A Case Study

Moodle is one of the most user-friendly free open-source products available all over the world. It is an
e-learning system that allows user to provide and share assignments, forums, documents, chat, quizzes, etc. with
learners in an easy educational process. It is a Content Management System (CMS) designed to assist teachers
in creating quality on-line courses. [21]. Now, Moodle has a huge user community with over 64,368,175
registered users on this site alone, speaking 78 languages, and currently 94,941 Moodle sites from around 235
countries have been registered [21]. Martin Dougiamas created Moodle while he was working on a postgraduate
degree at the Curtin University of Technology in Australia. [25].

This section mentions the reasons for choosing Moodle as the area of study and analysis. The most
important reasons for choosing this package are [21, 16, 26]: (1) Moodle is Open Source Software (OSS) and
this means users are free to use it, download it, modify it and even distribute it under the GNU license, (2) itis a
CMS and a Virtual Learning Environment (VLE) that allows tutors to provide and share assignments,
documents, forums, quizzes, etc. with their students, (3) it can be used on almost all servers that can use PHP.
Moodle runs without modification on Windows, Unix, and any other system that supports PHP. It has excellent
documentation, and strong support for security and administration; it is also easy to upgrade from one version to
the next. Data is stored in a single database; PostgreSQL or MySQL are best but it also supports Access, Oracle,
(4) The most important feature of Moodle is that has been developed with both pedagogy and technology.

The Moodle architecture sets a brilliant precedent for good practice, with low coupling and high
consistency, which the other LMSs have not succeeded in achieving. This gives system simplicity and
flexibility, making it easier to be further developed [21]. The Moodle architecture is described in Fig. 4
including the Moodle site and its components. This study has added a new layer that provides a generic solution
for migrating any stand-alone into a DW certificate of e-learning. This layer has three main functions: (1) create
certificate, (2) insert VDW, and (3) embed IDW as in the left top in Fig. 4.

This is new layer provides a generic MOOdle AFChitecture

solution for migrating any stand-alone

into DW certificate of e-learning as _ This is new layer provides a generic
introduce in this study. ¥solution for migrating any stand-alone < ‘L_arTg;aée- i
VR into SOC/VT.E 241 g
: I/ e Web Services N - , - Username &
; e Complex Server P P | & --bﬁ:d . R, Password
%, \@ x-UDDI(NuSOAP) ,,N:Vfill\zmber .
seseeie sl Main Screen \Guest S
° Digital Watermarking o\ = L~~~ )} |  TT=====- Account Form
@ ¢ Create Certificate
® o Insert VDW y y y

® ¢ Embedded IDW
®e000000000®

[ %* Main menu %* Available Courses

%* Site’s Description

Figure 4: Architecture of Moodle.

, People M a5 5 2 ~ ~ N ____ <
I' o Administrator e Teacher s . ~ Category 1 1 I+ Search 1
t o Course creator e Student A _E 8- Miscellaneous , | E.g, History_ ., (R Lanenace ' _ Courses _ !
‘\-Non-editing o Guest ¢ ¢ Y ety atatuialy 2ol
SJeacher . S~ ) oo tl,L -W-e ly 4! Topie 4 Social
Re - Administration
/ e Notifications e Users
,' e Appearance e Courses
1 e Front Page o Grades
“ e Server e Location
\ ® Networking e Language /7 [ ' ¢y 1| _sse==se=e— | T T ATTTTT
‘\ e Reports e Modules
\® Miscellaneous e Security =~ [/ ' —/—— 1 | T zz=====~- = "7~ °
,7 " Activities summary) . \
II . ‘HELesson . %Assignments V\‘:‘\
1 e wif Wikis o Eiyournals \ AN
1 \
. Labels OResource \ N7
\ o o ZEWorkshop 4 I Pluginmoduls !
o ' Survey / | n [—— .Pluszm_mod.u s
Ve ? Choice  * WISCORM/AICC  / | = 17 -~ Z__ 1 Pleinmoduls F='
\ G ’ 1 ,___*___“ , EkResource ya- Mo _ L _ Plueinmodnls_ ' L4
\ ¢ Chats . Glossary 1 Topic I ety — I 1 Pluginmoduls 1! I
S A Quiz o HForums i SODIC ceceee 1 L™ B Workshon o 1 I
--------------- IP==————— - 1 1 ]

S~ I

www.iosrjournals.org



E-Learning Certificate Using Digital Watermarking Technology

IV.  Architecture of E-learning Certificate

Defining a model makes it easier to break up a complex application or software into simple pieces that
can be individually studied. A model lets developers and designers more easily spotlight the smaller parts of a
system. However, the need for a strong methodological base for the development of DW has raised the need for
modelling and method techniques that can promise quality in the development of these kinds of applications and
software, and in this regard the importance of the Unified Modelling Language (UML) for process
modelling in DW schemes has been underplayed [18].

Before determining the architecture of e-learning certificates based on DW, we should decide what
technical requirements are needed to design our approach. Technical requirements are technical aspects that
need to be satisfied before something is deemed possible. At this point, the technical requirements of the
architecture of e-learning certificates based on DW are of two categories: functional and non-functional
requirements. Functional requirements are a piece of the answer to a question around why some process has
happened in the software, and they evolve through a process of selecting goals [27]. In contrast, non-functional
requirements state criteria that can be used to referee the operation of a software rather than specific behaviours.

4.1 Architecture of Digital Watermark

DW is aimed to complement cryptographic procedures and it is possible to use a visible or invisible
identification code, which is permanently embedded in the Digital Multimedia Data (DMD) and remains present
within the data following any decryption procedure [11].

: Watermark | i DW
Original 1 (VDW) ! \ System ,
Images/Video/  ~~=~-r -~~~ =7 ’l' -
Graphics/ /Programs/ Insert VWM in DMD \I/ ________
Documents Fm==T-—- - mm - —————— . Extract DMD :
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Embedder 1 P Algorithm 1 DMD !
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(Security Informationt  mesSses memmss s
1
__®™W)____, :WlthVDWI‘ with IDW

- -

Figure 5: The Typical DW System.

The idea of DW is that it should result in a visible watermark, but principally it is a technique that is
used to convey data that is embedded within the cover DMD. A popular reason for using DW is to give proof of
ownership. It is clear that DW should be robust against any efforts that may try to manipulate or eliminate it
[11]. Fig. 5 displays a typical DW system, which includes a watermark embedder and an extractor. The inputs to
the watermark embedder are watermark (VDW), the cover DMD and security information (IDW). The
watermark can be background, image, a number sequence or a binary bit sequence. The security information is
used to improve the security of DW. The output of DW system is the watermarked data as in Fig. 10.

Visible Digital Watermark: VDW was the initial and mainly primitive method of watermarking, and
covers the object that has a watermark, making it visible on this object for users. While VDW has been used for
a long time, it is not a protected form of watermark for DMD. VDW is able to be seen as transparent in DMD,
which is covered on the primary DMD. Including the logo and seal of an institution, which holds the rights to
the primary DMD, it enables the primary DMD to be seen; it marks it obviously as the property of the
institution. It is important that removing the VDW is difficult; however, it is easy for the owners.

As in Fig. 5, inserting a VDW into the DMD into the on-line certificate is the first target of our system.
Users will be able insert a VDW, which could be logo, stamp, or text into the cover DMD, which in our example
is a certificate. Fig. 10 shows that the certificate has the text “De Montfort University” and the stamp of De
Montfort University. Thus, when users see the VDW on the on-line certificate, they will be sure that this
certificate has been issued by De Montfort University.

Invisible Digital Watermark: IDW can be executed via various techniques and the easiest part is hiding
a watermark within DMD. The benefits of hiding are that even if a piece of the image is cropped, the recipient
can still obtain the needed message as the watermark is embedded into the message many times. IDW is a cover
DMD that cannot be seen by the human eye, but can be discovered by an algorithm [14].

Fig. 1 shows the embedding of IDM in DMD, which is included with the on-line certificate, and is the
second target of our system. User will be able to hide information within the certificate file, and this can be file
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(text or word) or image. Normal users will not be able to see this information or extract it from the certificate,
but they will be able to see the VDW, and this will deceive them into thinking that this certificate has only a
VDW. In addition, this kind of watermarking has a private key, which makes the certificate more secure and
increases the trustworthiness among institutions.

Extracting a Watermark from DMD by pkunzip Software: After embedding information into a
certificate, we need to extract this information. Therefore, we create a new program that can extract information
that has been embedded into a certificate or into any DMD format and this software is pkunzip.

4.2 Requirements for E-learning Certificates

This section emphasizes the functional and non-functional requirements of e-learning certificates (to be
used in Moodle) based on DW. Certain features are taken from the certificate tools that we use, and are
integrated into Moodle activities; these allow for the integration and upload of on-line certificates. This
approach also allows for the automatic marking of certificates with the stamp of any institution that uses
Moodle. The functional and non-functional requirements of e-learning certificates (Moodle) based on DW are:

4.2.1 Functional Requirements

The definition of a functional requirement is that the principle design of a paper is based on the aims of
that paper. It explains why some particular process or object occurs in a system, which has been developed
through a process of specifying exact targets. This kind of requirement shows functionality in precise bulleted
items that accurately identify what a certain service achieves. Service methods, operations, actions etc, have to
be defined in terms of what piece of the functionality it offers [27].

As in Fig. 5, this paper involves marking on-line certificates by using DW technology. The most
important driving force is concern over protecting copyright, such as for video, audio and other works now
available in digital form; it might be that the ease with which perfect copies can be made will lead to large-scale
illegal copying, which will in turn undermine the creation of new books, films, pictures etc. DW in on-line
certificates has some particular functional requirements that enable institutions to create an on-line certificate
and to add a watermark that can be trusted by other institutions, and these functional requirements are as below:
On-line Certificate: recently, e-learning systems have forced institutions to manage on-line certification within
their own differing cultures. Therefore, this paper presents a simple certificate that can be used in all e-learning
systems, and which displays all courses. We offer this because some e-learning systems do not have certificates
for all courses, and just have a transcript for each course with its details. As in Fig. 9, the on-line certificate has
two columns. One of them is for the course and the other for the grade. We kept this certificate simple so as to
enable us to apply it to other e-learning systems and to insert DWs easily. It is simple to update and modify this
certificate and to add more columns and rows or to delete them.

FPDF Class: it is a PHP class that enables PDF files to be generated with pure PHP. It is free and users
can modify and distribute it to suit their needs under the license: FPDF. It is possible to use it without using the
PDFIlib library. Another advantage of FPDF is that has high-level functions. Also, it requires no extension,
except GD for GIF support and zlib to activate compression [28].

Class PDF_Rotate: This class enables performing a rotation about a given centre. The script to set a rotation is:
Rotate($angle,$x=-1,8y=-1)

Table 1: sample and description of PDF Rotate

No Sample Description
Angle Angle in degrees
X Abscissa of the rotation centre. Default value: current position
Y Ordinate of the rotation centre. Default value: current position

PDF Rotate involves all elements that are printed after the call method through the exception areas. The
methods [GetX() and GetY()] are not involved, nor the automatic page break machine. PDF Rotate is not
reserved from page to page and each page starts with a null rotation [28].

This study uses a PDF Rotate with an on-line certificate as a VDW and the script that we use to rotate
VDW in an on-line certificate, which is “De Montfort University”, as in Fig. 10.

Database Query: Moodle uses Structured Query Language (SQL), which enables clients to access data
in relational database management systems, for example Oracle, Microsoft SQL Server, Informix, and Sybase. It
permits clients to explain the data that the requestor wants to see, and it defines the data in that database.
Moodle has more than 200 tables in Version 2.1.2, which this paper has used. Each database has select query
and this depends on some of the Moodle tables and the relationships between them. For example, a certificate
for a student with all courses has a long query and six tables, and the relationships between these tables are
displayed in Fig. 8 [8].
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Database is an important requirement as it is responsible for loading data from DB to create an on-line
certificate. Currently, Moodle does not have on-line certification, therefore, we create a query, which is loading
data from DB to the on-line certificate for all modules in Moodle.

4.2.2 Non-Functional Requirements

This kind of requirement identifies the criteria that can be used to judge the process of the system,
rather than precise behaviours. Non-functional requirements usually contain flexibility, security, trust,
changeability, extensibility, reliability, availability and quality of service issues. This part details the non-
functional requirements that are required when on-line certificates use DW, and these requirements are:

Trust: Trust determines the specifications for secure mechanisms to facilitate trusting relationships in diverse
DW environments. For a secure communication between two institutions, both must exchange security
credentials using a specification. Trust is ‘confident reliance’ in that we may have confidence user, events, or at
least in our beliefs, but if we do not rely on them, our confidence alone does not amount to trust [29].

Security: Security is a significant issue that every developer and researcher has to be concerned with when
writing and designing a system. In the on-line certificate system, the security issue is most important because if
this system not secure, no institution will trust this on-line certificate. Therefore, we have made every effort to
build this system to a high level of security, and therefore we use VDW and IDW steganography [30].

Security specifies the level of on-line certificate confidentiality and non-repudiation by authenticating the parties
involved, encrypting messages, and maintaining access control. An on-line certificate has different security
levels and mechanisms depending on the needs of the institutions [30].

Flexibility: Flexibility refers to the availability of alternative resources and may have diverse parameters,
especially those related to physical and operating systems. Flexibility is one of the most significant advantages
of using DW with on-line certificates. The on-line certificate is accessible using PHP, which offers more
flexibility to developers because they can use the technology that they are most comfortable with [24,31].

V.  E-learning Certificate Implementation

The possibility of a user knowing the algorithm for detecting or decoding DW is negligible. In this
paper, the idea is to embed security data, which is txt, with the certificate, which is pdf. Then, the certificate will
be as a one file, which is a pdf file. The security txt file will be embedded inside the pdf and the user cannot see
it. To open and extract the security txt file, we will give institutions a small program to enable them to extract
the certificate and get the certificate pdf file and the security txt file separately. If anyone tries to open the
certificate without our program, it will be damaged.

5.1 E-learning Certificate System

An on-line certificate has become more significant in modern e-learning systems. Many developers and
researchers have expended a great deal of effort in designing e-learning products with on-line certificates.
Therefore, this study has created an on-line certificate system for any e-learning product that does not have an
on-line certificate. The most significant advantage of the on-line certificate is that it is applicable for any e-
learning product.

Biology
DMU » 31_Bio » Participants » Abdulsalam Al-Ajlan

Abdulsalam AI-Aann Profile | Edit profile | Forum posts | Blag | Mates | Activity reports | Roles

Country: Saudi Arabia
Cityltown: Leicester
| Email address: st310109@yahoo.com=

Courses: History, Quran, WMathematic, Geography , Grammar & hMorphology,
Last access: Friday, 1 February 2013, 01:28 AM (18 secs)

[ Login as ][ Send message ]

Figure 6: on-line Certificate under Activity report page.

As in Fig. 6, we create an on-line certificate for e-learning Moodle under the “Activity report” page; it
is also in Account, so students and teachers can access this certificate by following either of two paths: (1)
Course categories => Course =>Participants => The name of student => Activity report => Grade => View
Certificate and (2) Users => Accounts =>Browse list of users => The name of student => Activity report =>
Grade => View Certificate.
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As we can see in Fig. 7, Moodle just issues a certificate as a report for only one course, which is
“Biology”. On the other hand, this study has succeeded in issuing a certificate for all courses, and this is opened
when the teacher presses on the “View Certificate” button, as in Fig. 10.

Abdulsalam Al-Ajlan

Profile Edit profile Forum posts Blog Motes Activity reports Roles
Outline report Complete report Today's logs Al logs Grade

User report - Abdulsalam Al-Ajlan

Grade item Category Grade Percent Feedback
#Z Assignment_1 Biology 1&8.00 Q0.00 %%
#Z Assignment_2 Biology 14 .00 4B 67T %

Final Quiz Biclogy 4.50 45 .00 %
E Slol Eiclogy 10000 100.00 %
BalLess_ Biology -

X Course total Biology 85.31 85.31 %

iews Certificate
Figure 7: on-line Certificate for only one course

To view the certificate we have chosen a suitable location, which is under the “Grade” page, as in Fig
10. The certificate works when the teacher presses on the “View Certificate” button, as below in Fig. 7. The
code responsible for commanding is created, and also we added a link to ‘view certificate’ and a link to the
showpdf.php file in order to open the pdf.

5.2 E-learning Certificate Implementation

When the on-line certificate is ready, the second target of our paper is to insert and embed DW within
it. The important advantages of DW are that it protects information, manages digital rights, and conceals secrets,
and in the context of e-learning, that involves high-quality images, pdf files etc. At the moment, the on-line
certificate is very simple, as in Fig. 10. This certificate is a student transcript and has two columns, which are
course and grade. The most important benefit of ECS is that responsible users (usually teachers or
administrators) can certify an on-line certificate automatically by pressing on the “View Certificate” button, as
above in Fig. 7. After that ECS will perform two functions, which are: (1) create an on-line certificate and (2)
insert VDW and embed IDW.

ECS has been added to the e-learning Moodle software as a watermark folder under the main folder of
Moodl. The Watermark folder has many files and folders, and this section will mention them and give a brief
description for each as follows:

Conectmysql.php File: Database is an important requirement as it is responsible for loading data from
DB to create an on-line certificate. Currently, Moodle does not have an on-line certificate, therefore, we create
query, which loads data from DB to the on-line certificate for all modules in Moodle. It uses Structured Query
Language (SQL), which lets users access data in relational database management systems, for example
Microsoft SQL Server, Oracle, Sybase, Informix, and others. It allows users to describe the data that the
requestor wants to see, and it defines and manipulates the data in that database [21].

e T S /mdl_role_assi t ) / N
:mdl_user 1 1 mdl_role_assignment 1 , mdl_context 1
-id(U&P) Pk M gusend K M 14-id PK |
\-Username 1 M ! -contf:xt1d FK | | -contextlevel 1

. .l\\ roleid FK ‘ _M.l\-instanceid FK |

---------- N o - - -

‘I e e e e N :mdl_course \.

1 :mdl_course_category : 1 —1.| -id PK :

) ! -id PK ° T M @ -category )
_______________ 7/ === ===

Figure 8: The Relationship of the Select Query of on-line Certificate in Moodle.

Moodle has a very large database (more than 212 tables in Version 2.4.2), which this paper has used.
Each database service has select query and this select depends on some of the Moodle tables and the
relationships between them. For example, a certificate for a student with all courses has a long query and six
tables, and the relationships between these tables are displayed in Fig. 8.

Fpdf.CSS File: Cascading Style Sheets (CSS) define how to display HTML elements. Styles were
added to HTML 4.0 to solve a problem. External Style Sheets can save a lot of work. External Style Sheets are
stored in CSS files. We use this language to enable us to change the appearance and layout of our system, just
by editing one single file.
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FPDF.php File: FPDF.php file version 1.6 was created by Olivier Plathey on 2008-08-03 and it has one
class, which is a PHP class that enables PDF files to be generated with pure PHP. This file is free and users can
modify and distribute it to suit their needs under the license: FPDF. It is possible to use it without using the
PDFIlib library. Another advantage of FPDF is that it has high-level functions. Also, it requires no extension,
except GD for GIF support and zlib for activate compression, and it works with PHP 5 and PHP 4. The latest
version of FPDF requires at least PHP 4.3.1. This class has two kinds of methods and they are [28]: (1) Public
methods (has 47 functions) and (2) Protected methods (has 29 functions)

Rotation.php File: This class enables performing a rotation about a given centre. PDF Rotate involves
all elements that are printed after the call method through the exception areas. The methods [GetX() and GetY()]
are not involved, nor the automatic page break machine. PDF Rotate is not reserved from page to page and each
page starts with a null rotation. We use a PDF Rotate with an e-learning certificate as a VDW in an e-learning
certificate, which is “De Montfort University”, as in Fig. 10 [28].

Showpdf.php File: This file is the heart of ECS and it is the centre of our paper, because it has one class
that has the most important function in our work. In addition, it has a connect database command and sends our
queries to the Moodle database. This file has one class and contains many functions as follows:
user.php File: This file is a user file and has all information related to users, such as activity reports for a course.
We modified this file to be applicable with our paper and we added a link to view certificate and a link to
showpdf.php file in order to open the pdf.

attach_detach Folder: This file has our programs ‘attach’ and ‘detach’ to embed IDW to an e-learning
certificate. In addition, it has the pkunzip software that helps our programs attach and detach to perform
correctly. Moreover, it has the original certificate pdf file, after being created by our ECS technique. Finally, it
has the security code, after our programs (attach and detach) have created it.

VI.  Analysis and Evaluation

The architecture of software is normally complex, and the analysis and evaluation of software are most
significant procedures for breaking any difficult part into smaller parts in order to gain a better understanding of
the software. The purpose of analysis and evaluation in on-line certificates with DW software is to gain an
improved understanding of the requirements of the issuing institutions in order that the on-line certificate
software is sufficiently able to meet those requirements. The most important purpose of this paper is to examine
ECS analysis and evaluation models. It will focus on the value of this research study to the research society,
teachers and students.

6.1 The Research Study Value

This section will focus on the research value for the research society, educators and students. the final
result of the questionnaires have confirmed that the ECS satisfies all three kinds of user, especially the teachers
and students as in table 2. most of the users agree and are very happy with this system.

Table 2: The Final Result for all Questions for all Users

Questionnaires User Strongly Agree | Agree | Normal | Disagree Strongly Disagree
What is your The Research Society 9 21 16 4 0
impression of the site? teachers 9 23 32 5 1
Student 22 32 38 5 3
Are you satisfied with The Research Society 13 15 11 7 4
the interface of the teachers 11 30 22 4 3
result? Student 19 27 38 10 6
Is this system easy to The Research Society 10 11 23 5 1
use? teachers 18 20 26 4 2
Student 25 29 34 8 4
Is this system secure? The Research Society 6 18 26 0 0
teachers 11 20 36 3 0
Student 14 24 53 7 2
Does this system meet The Research Society 10 16 17 4 3
overall goals? teachers 9 35 18 5 3
Student 27 37 33 2 1
Total 213 358 423 73 33

Table 3 summarises all users' answers in this questionnaire. It proves that the most of users are happy
as in columns “Agree” and “Normal”. Table 3 displays the final questionnaire results for all users. There are 213
users who strongly agree with the ECS, and in contrast, there are just 33 who strongly disagree. In addition,
there are 358 who agree with the ECS, but only 73 who disagree. Finally, there are 423 who said that the ECS
is normal.
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6.2 Analysis of E-learning Certificate System

The architecture of the ECS, as in Fig. 5 above, lays the conceptual foundation for establishing
interoperable DW in e-learning. This section will analyse the most significant part in our ECS in order to
measure the quality of this system. The analysis will examine the system and explain the function of each part
and the relationships between them.

An on-line certificate has been created by us, during the research on this study, for any e-learning
system that does not have an on-line certificate. The most important benefit of this certificate is that it is
applicable to any e-learning software. The target of on-line certificate is to give students a certified outcome for
their study. When students graduate, the institution issues a certificate that confirms that these students have
completed the course successfully, with marks for all modules that they have taken during the course.

At the moment, the ECS has a very simple certificate, as in Fig. 9 below. This certificate is a student
transcript and has two columns, which are course and grade. ECS has the flexibility to extend the on-line
certificate for more than just courses, and can add more columns. In addition, it has the ability to change the
appearance and themes of the certificate and to meet the particular needs of each institution.

- dmu.ac.uk
( ri'i DE MONTFORT
) ENVERSITY

Student Transcript
Abdulsalam Al-Ajlan

Grade (100)
Biology 85.31
Chemistry 84.00
Grammar & Morphology 88.00
Geography 82.00
History 84.00
Mathematic 83.00

Figure 9: on-line Certificate.

Digital Watermarking with on-line Certificate: The most significant benefits of DW technology are that
it protects information, manages digital rights, and conceals secrets, and in the context of e-learning, that
involves high-quality images, pdf files etc. DW can also enhance learning efficiency. Furthermore, information-
hiding techniques provide opportunities for digital forensic investigators.

on-line certificates in e-learning are still not generally acceptable to educational institutions. Thus, e-
learning need to develop and create high-quality protected on-line certificates using an efficient DW that can
increase trustworthiness in e-learning all over the world. Therefore, this paper has created an on-line DW
(inserting VDW and embedding IDW) so that responsible users (usually teachers or administrators) can
certificate documents automatically.

As we can see in Fig. 10, the certificate has two kinds of DW, which are VDW and IDW. VDW
appears in two shapes, which are the text “De Montfort University” as a rotation from the bottom left corner to
the top right corner in Fig. 10. The second shape is the stamp as in the bottom left in Fig. 10. Both shapes can be
easily exchanged with the name or stamp of any other institution automatically.

o~ dmu.ac.uk
] DE MONTFORT
o UNIVERSITY

LEICESTER

Student Transcript
Abdulsalam Al-Ajlan

Grammar & Morphology 83.00
Geography 82.00
History 84.00
Mathematic 83.00

UnIvERSITT

Figure 10: on-line Certificate with DW
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IDW in ECS is hiding a watermark within DMD. The benefits of hiding information are that even if a
piece of the image is cropped, the recipient can still obtain the needed message as the watermark is embedded
into the message many times. IDW is a cover DMD that cannot be seen by the human eye, but can be discovered
by an algorithm.

Extracting a Watermark from DMD by pkunzip Software: Extracting an IDW from DMD by pkunzip
software is the second target of our approach. After embedding information into a certificate, we need to extract
this information. Thus, we have created a new program that can extract the information that has been embedded
into a certificate or into any DMD format. This software is pkunzip but this software depends on other software.
The folder “attach_detach” in Fig. 10 has the pkunzip program.

VII. Conclusion and Future Work

This study contains a survey of e-learning and DW technology, a description of the work needed to be
done to satisfy the research problem, and an overview of the results and the contributions we have made. The
main challenge of this study has been to find a suitable solution for using DW technology with e-learning
systems, and to develop and create a high-quality well-protected online certificate using an efficient DW, which
would then promote trust in e-learning certification between institutions all over the world. In addition, the aim
has been to develop a DW that enables institutions in different countries to work together, and to share and use
certificates without fear of forgery or the dangers of copyright infringement. This paper reduces the levels of
forgery and fraud associated with online certification for all institutions across the world.

The most important contribution of this paper has been to improve the use of DW for on-line
certificates in e-learning products. Therefore, this paper increases trust between institutions and allows different
institutions in different countries to work together and share e-learning certificates. The manner in which this
paper has increased trustworthiness to cater for the highly changeable environment of e-learning is through the
use of DW and technology its techniques. It has increased trust between institutions in exchanging on-line
certificates both easily and cheaply in a flexible manner. In addition, the technology used enables a copyright
holder to put in a hidden message within images, moving pictures, sound files, and even raw text. This paper has
succeeded in introducing a DW technology that meets the requirements of e-learning by extending the existing
architecture of the popular e-learning platform “Moodle”.

In the future, when the institutions trust us sufficiently, we will try to build a collaborative e-learning
model, gathering all certificates for all institutions all over the world and protecting these certificates by using
DW technology. This model will help institutions, teachers and students to have highly secure on-line
certificates. We found that there are limitations for using on-line certificates with DW technology in e-learning
systems in Saudi Universities, and this is especially the case at Qassim University. Despite the large number of
e-learning platforms that exist in institutions in Saudi Arabia, on-line certificates with DW are not used and they
continue with normal paper-based certificates. Therefore, in the future, we will try to apply the idea that this
paper has introduced to these institutions.
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