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Abstract: Memory forensics and data carving methods are usually used during volatile investigation and is
nowadays a big area of interest. Volatile memory dump is used for offline analysis of live data. Live analysis of
the running system gives the information of which events are going on. Volatile memory analysis can give the
sensitive information such as User Ids, Passwords, Hidden Processes, Root kits, Sockets etc. which are not
stored on the physical drive. This Paper represents various approaches and tools used to capture and analyse
data from computer memory.
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I.  Introduction

The volatile data is referred to as stateful information from the subject system while it is remain powered on
[1]. Memory forensics can be done by two approaches mainly Hardware based and Software based. For
Analysing the Live Memory we have to first create the dump of the live system. There are so many
Tools are available for dumping the memory. Why the investigator has to dump the live memory?

When an investigator interacts with the live system there may be chances of the altering data which

may cause loss of evidence. Digital evidence is very sensitive and can be easily altered. With live analysis data
is collected from a running system [2].

II. Memory Dump
There are mainly two approaches for acquire physical memory images:
Hardware based tools and Software based tools. In this paper the focus is on the software based tools.

There are so many tools available for capturing the live memory. These tools can give the image of the live
RAM. Here I have explained two different tools for imaging the live memory.

Dumplt is a compact portable tool which makes it easy to save the content of the physical memory [3]. The
Dumplt tool is a very user-friendly just you have to double click on it and the below screen appear.

{'} C:\Documents and Settings\Administrator\Desktop\Dumplt.exe

Dumplt — »1.3.2.20118481 - One click memory memory dumper
Copyright <{c> 2007 — 2811, Matthieu Suiche <http:/suvww_msuiche.net?
Copyright (c> 2818 — 2811, MoonSols <http://wuww.moonsols.com>

Address space size: 1872627712 bhytes ¢ 1822 Mh>
Free space si=z 18358826384 bytes < 9878 Mbh>

# Destination = “??\C:“Documents and Settings“AdministratorsDesktop DIUYANG—
29131127-854981 . raw

—2> Are you sure you want to continue? [y~snl

Figure 1: Creating memory dump using Dumplt.

When you run the Dumplt it will ask for the imaging .and shows the destination path to where the image has
been created. After pressing ‘y’ it will proceed for memory dump and creates the memory image at the
destination path and shows the status ‘success’. The file type is the .raw file.

By using this dump file the investigator has to analyse the data which are stored in the RAM. There are some
analysis tools which are discussed in next section.
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The second software which I have used for memory dump is the FTK Imager from Access Data[4].
Y

I pccessData FTK Imager 3.1.1.8

Wew Mode Help

6 Add Evidence Item. . [ ﬁﬁ 7 .

63 Add Al sttached Devices || e List

& Image Mougting... Hatne | Size | Type | Date Modfied

Create Disk Image. .

Decrypt #D1 image. ..

[ Capture Memory...

Obtain Protected Files.

Figure 2: Memory capture using FTK Imager.

By clicking on a capture Memory option the new window opens which asks about the destination path of the
imaged memory.

i
Memory Capture &

Destination path:
| Ci\Documents and Settings)AdministratoriDe

Ciestination filename:

| memdump. mem

[ Include pagefil

[ Create AD1 file

Capture Memary Cancel

Figure 3: capture memory option using FTK Imager.

The image file which is created by the FTK Imager is having .mem extension.
This will capture the all the processes which are running at the time of imaging and also the dll files which are
used by the processes.

The live memory acquisition is very helpful in the forensic investigation. It will give the sensitive
information which is not stored in the physical memory. It gives the information of the open ports, malwares
and the unusual things happen to the machine.

11 Memory Analysis

After creating the dump of the live memory the next and important step is to analyse the memory. In
this step the investigator has to analyse carefully because he/she can find the potential evidence from the
memory image.

By analysing the memory we can get the running processes, list of dlls which are running at a time,
open ports, network connections. This information is commonly concerned by a forensic investigator [3].

There are different tools used for memory analysis also. Here I have explained some of them. For the
best result of the memory analysis the tool is WinHex [5]. By using the searching ability from the image the
Autopsy [6] is a very good tool for finding the sensitive data in a string format.

Using Autopsy there are some interesting and sensitive data I found. First open the Autopsy and load
the image to which we want to analyse.
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Figure 4 : Memory analysis using Autopsy
By loading the memory image it will gives the list of Email Addresses which are stored in the address book of
email or captured from the websites visited.
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Figlifé 5: Email Ids stored in memory using Autopsy

Analysing memory using Autopsy it will shows the Email messages which are store in the RAM. This may
become the potential evidence.

| Hex View I String View I Result View | Text View | |
Matches on page: 1 of 4  Match > Page: 1 of 103 Page >

oct 3

imessage

http://waw.igeeksblog. com/ fix-imessage-waiting-for-activation/
oct 3

E——

TUEDATED i

—- You received this message because you are subscribed to the Coogle Croups (e grcup
oct 1

e ]

Everyone has to submit it with precise answers within 2 week. From: GEEESEEEES Scnt: CEEEEES 1771
oct 1

Figure 6: Email messages stored in memory dump Using Autopsy

The keyword search is very important for analysing the live memory dump. By using key word searching it will
become the faster to search the evidences.

The Next tool which is used for memory analysis is the WinHex.

The tool WinHex is in its core a universal hexadecimal editor, particularly helpful in computer forensics, data
recovery, low-level data processing, IT security [7].
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The WinHex has showed the visited websites from the memory dump.
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‘e b Oefauk Edi Made
o ] Statee crgral
74 % 6l Ursdo level o
20 1 Undo reverses nia
0723EEBO 01 El
s 50 o Ciostontmec 1172772013
0723EED0 2F 70 6
0723EEE 2F 70 79 on org/pypirs=ty) Lost vz mec 117272213
0723EEF0 23 6 ptools suninstal 072317
0723EF 00 75 3| lingestuptcols 1 Abns N
0723EF10 50 e 41 Python Pl (= 0
0723EF20 BE 4N ckage Indem J
0 a Ted
70 & Character 1 P12
63 2 Offset hesadecimal
o & Bylesperpage 34152542
0723EF70 9 3 /4390 u-00£4 Window I 1
0723EFB0 2D AN A=l mf i J Mo of windows: 1
0723EF50 66 of e ot sr
0 3 3 [ pm—_— Clobowd avaiable
61 70} eessdata.con sup| TEMP foider 8568 hee
SF 73 powt/praduct—doy] IWADMINI™TALOCAL S~ 1ATafra
72 ¢f nlosdsProduct Dol
20 74 wnloads | iccess|
2E 0 Data J- 1
20 3 =
2723 p s & B o
0723020 0o 1 e o AN 127
Page 220212 of 1571743 Difest: T2IEEN =129 | Blck: s | Sizel 16Brie 21999

Figure 7: Visited websites using WinHex.

Using this tool we can find lots of sensitive information. In this memory dump I have found the login in to some
account which shows the username and password.

memcump. mem

T Edt Offsst | 0 1 2 3 4 5 6§ 7 8 9 A B C D E F ~ J——
007B9BE0 | 26 69 73 AL 63 63 65 73 73 44 65 EE 69 65 64 3D LishoosssDenied= memdump.mem
007ESBF0 | EE 75 6C C 26 75 72 6C 3D 6E 7§ £C 6C 26 6D 65 nulliurl=nulline CADacuments and Setings\id
007BSCO0 |73 73 61 67 65 3D 26 63 68 65 63 6B 43 6C 6F 73 ssage=icheckClos
007B3C10 |65 3D 31 26 73 65 73 73 €9 6F 6E 54 69 6D 65 6F e=lisessionTinen File size; 1068
007BIC200 | 75 74 3D 30 26 67 75 65 73 74 6D 73 67 72 65 71 ut-Diguestnsgreq 1.072,627.712 bytes
007B3C30 | 3D 66 61 6C 73 65 26 6C 6F 67 69 6E 74 79 70 65 -falseklogintype
007B9C40 | 3D 32 26 69 70 61 64 64 72 65 73 73 3D 31 37 32 -2kipaddress-172 BRI
007BSCS0 | 2E 31 3¢ 2E 32 2E 31 35 37 26 6F 72 67 §3 €5 73 .18.2.187&orgSes State =iy
QD7ESCE0 | 73 69 6F 6E 54 69 €D 65 6F 75 74 3D 30 26 63 68 sionTimeout-Oich Undoevek 4
007B9C70 | 72 6F 6D 65 3D 2D 31 26 61 6C 65 72 74 74 69 6D rome=—lialerttin Undo reverses: niz
007B9CB0 | £5 3D GE 75 6C 6C 26 74 €9 6D 65 £F 75 74 3D 30
007B9C30 | 26 70 6F 70 75 70 61 6C 65 72 74 3D 30 26 64 74 EeEleni kT
007B9CAD | EF 6C 64 3D 30 26 6D 61 63 3D 36 34 25 33 41 37
007B9CE0 |30 25 33 41 30 32 25 33 41 61 66 25 33 41 61 39 0%3A02%3haf%3Aad Last wite time: 11727201
007BSCCO | 25 33 41 34 37 26 73 65 72 76 6§ 72 GE 61 6D 65[ 73T 07:2317
007B5CD0 | 3D 31 39 32 2E 31 36 38 ZE 32 30 30 2E 31 31 26) =192.168.200.11& Atcibutes: s
007BSCE0 |75 73 65 72 6E 61 6D 65 3D 72 61 68 65 76 65 72| usernane- wem— e C
007BSCFO | 26 @0 61 73 73 77 6F 72 4 3D 53 4E 6E 50 38 34J Spassvord- s
007E3D00 | 77 26 6C F 67 §9 6E 2E 78 3D 34 34 26 6C 6F 67| whlogin.x-ddilog ode Teut
007B3D10 | 69 6E 2E 79 3D 31 35 26 6C 6F 67 69 6E 3D 4C 6F| in.y-15&login-Io Character set CP 125
U07ESD20 |67 69 6E 26 73 61 76 65 €9 6E 66 6F 3D 00 00 00) ginésaveinio- Oifsets: hevadecina
007E3D30 | 5C FS C7 FL 1D EC 04 00 01 00 00 00 42 00 00 T T Bytesperpage:  34+15-544
007B9040 | £1 00 70 00 70 00 6C 00 €9 00 63 00 61 00 74 00 applicat Window # 1
007B90S0 | £9 00 6F 00 6E 00 2F 00 78 00 2D 00 77 00 77 00 ion/x - ww Wi G e 1
007B9DE0 | 77 00 2D 00 66 00 6F 00 72 00 6D 00 2D 00 75 00 w — f @ r m - u
007B9D70 |72 00 6C 00 65 00 6E 00 €3 00 6F 00 64 00 65 00 * Lencaode Cipboaret available

Figure 8: Username and password using WinHex.
As shown in the Autopsy, Here also we can get the information of email message. Here the user
message which is stored in the memory.

got an email

WinHex - [mem dump. mer

BiFle Edt Search Mavigatin Uew Took Specdist Options Window Help BEES

T HaEs iy BRBID ML YHA oPE S5m0 &4 @
memdump mem

Fie Edt Offsst 0 1 2 3 4 & 6 7 8 9 A B CDEF B PR—
0AFB94CO 22 2C 22 SE 69 63 6D 22 2C 22 SE 69 6F SF 69 memdump.mem
0AFB94D0 22 2C 22 SE 69 6F SF 69 6D 63 31 22 2C 22 SE C:ADocuments and Setfings\Ad
0AFB94ED  6F SF 6C 72 22 2C 22 SE 6F 22 2C 22 SE 73 6D
0AFB94FD 72 74 6C 61 62 65 6C SE 67 72 6F 75 70 22 2C 22 rtlabel_group File size: 1068
0AFB9S00  SE 75 6E 73 75 62 22 SD DA 2C 5B 8D 04 2C 22 5C ‘unsub’] .[] ." 1.072627.712 bytes
0AFB9S10 75 30 30 33 63 73 70 61 6E 20 &3 €C 61 73 73 5C y003ccpap class\
0AFB9SZ0 75 30 30 33 64 5C 22 79 50 SC 22 20 65 6D 61 69 [u003d\ yP emar il EL el
0AFEI530 | 6C 5C 75 30 30 33 64 5C 22 6E 69 6C 61 79 6D 69 | 1\ul03d\ essemmm. Stale e
0AFB9S40 73 74 72 79 32 30 40 67 6D 61 69 6C 2E 63 6F 6D gnail.con Undo levet 0
0AFB9SS0  SC 22 20 6E 61 6D 65 5C 75 30 30 33 64 5C 22 4E |\’ nane\u003d\'@ Undo reverses nia
0AFB9SG0 49 4C 41 59 20 4D 43 53 54 §2 59 5C 22 5C 75 30 "l
0AFBYE70 30 33 65 4E 49 4C 41 59 20 4D 49 53 54 52 59 5C N Eemimotic - TR
OAFE9580 75 30 30 33 63 2F 73 ?0 61 6E 5C 75 30 30 33 £5 [u003c/spaniulide 08561
0AFB9SA0 22 2C 22 5C 75 20 30 32 36 6E £2 73 70 9B 22 2C |*, "\ub026nbsp; ", Lastwite me: 1172742013
OAFE9SAD 22 54 6F 70 20 46 6F 72 65 GE 73 €9 63 20 54 6F |"Top Forensic Ta 07:2317
OAFE9SED  6F 6C 79 22 2C 22 44 69 67 69 74 1 6C 20 46 6F [ols’, 'Digital Fo Atrbutes N
OAFE9SCD 72 65 6E 73 69 63 20 49 GE 76 65 73 74 §9 67 61 |remsic Investiga e o
0AFE9SD0 74 69 6F GE 20 54 6F 6F 6C 73 20 46 72 65 65 20 |tion Tools Fres
0AFE9SED 74 6F 20 75 73 65 34 20 48 65 72 65 20 61 72 65 |to use: Here ars Mode: Text
0AFBISFD 20 32 30 20 6F 66 20 74 68 65 20 62 65 73 74 20 | 20 of the best Character sek cP1252
0AFB9600 66 72 65 65 20 74 6F 6F 6C 73 20 74 68 61 74 20 |free tools that Offsels hexadesinal
0AFB9610 77 69 6C 6C 20 68 65 6C 70 22 2C 30 2C 22 22 2C lwill help’.0."" Bytesper page:  3416-544

Figure 9 : Email message showing in WinHex.

These all are the information which we can get through different tools. The tools which are used for the
analysing the memory have their different approach. The above tools are the graphical tools, there are some
other tools which also do the memory analysis.
The volatility framework is also used for the memory analysis. There are so many papers available for the
volatility. The volatility is powerful and gives the information about the hidden processes, dll lists, open ports,
malwares, and registry information [3].

The PTFinder is a perl script that can use for finding out processes and threads. This script searches for
EPROCESS structures and perform a series of comparisons against rules to ensure the authenticity [8][9].
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IV.  Conclusion
There are so many tools and techniques are available for memory acquisition and analysis. They all

have different methods and different approaches. It is very good to find out the sensitive information from the
memory. This is helpful for solving the cyber crimes. The data which is stored in the RAM are changes
repeatedly. The data are overwritten every time. The tools which are used for analysis and capturing the memory
have to be develop more powerful with coming years.
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