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Abstract: Finger vein authentication scheme is a non imitable biometric authentication scheme. By using this 

biometric authentication, we can prevent the non license from driving. So we will avoid accidents. The proposed 

system consists of a smart card capable of storing the finger vein of a particular person. While issuing the 

license, the specific person’s finger vein is to be stored in the card. The same automobile should have facility of 

finger vein reader. A person, who wishes to drive, must match his finger vein with the smart card otherwise the 

car will not ignite. Car theft security module also provided using GSM. The groups of vein images were 

previously stored in the database, when the new vein is introduced the GSM will send a message to the 

authority. The car will ignite, if it gets a positive reply from the authority otherwise the car gets locked and car 

theft information will be sent to the nearby police station. Further, door detector, Seat belt detector and alcohol 

sensor are provided to the authentication module. 
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I.  Introduction: 
Driving without license is a major issue in many countries. Survey says that the accidents happened 

mostly by the unlicensed drivers. The solution for this problem is a smart card capable for storing the vein 

image and the vein reader in a car. The person must match its vein with the smart card, before driving a car. 

Moreover the person must pass the following authentication before driving the car. Firstly, the car door will be 

properly closed and it is checked by the door detector. Secondly, the seat belt should be engaged and is checked 

by the seat belt detector. Thirdly, the person should blow the air in front of the alcohol sensor to prove that he is 

not consumed with any of the alcoholic beverages. Finally, the person matches his vein with the vein image 

stored in the smart card. After passing all authentications, the car will ignite. The car will not ignite if any one of 
the authentications fails and will not proceed the next step. The car smart card reader do not accept the license if 

the license is having any one of the following issues. 
A) If  the license validity is expired 

B) If the license card is disqualified 

C) If the license card is temporarily cancelled. 

The Car security module consists of a data base, which is stored with the vein images of the family or important 

persons. When a new vein is introduced, the GSM will send a alert message to the authority. The car will ignite, 

if it gets a positive reply from the authority otherwise the door gets locked and the car theft message should be 

sent to the nearby police station. 

 

II.      Previous System Model & Problem Statement 
In this system model, the finger print is used as a biometric authentication system. Finger print is to be 

proven as an imitable one and it gives an insecure feeling. Furthermore, in the previous system the vein is used 

for identifying the persons only. The system using a finger print is not having any other securities such as door 

detector, alcohol sensor and seat belt detector. In this system the fingerprint authentication system uses the 

Henry classifier at the enrollment process and Bayes classifier at the authentication process. The system model 

consists of two phases namely enrollment and authentication process. In the enrollment process, user registers 

their personal information with their fingerprint through fingerprint sensor. In the authentication process, the 

database is provided to check whether there is any new fingerprint image is introduced (i.e.) any unauthorized 

person tries to enter in to the system. The fingerprint images are stored after some of the internal process such as 
process enhancement, Feature extraction and classification process. The system model which is in previous case 

is shown below. 

In this system model finger print is used as a biometric authentication and two classifiers are used for 

the finger print identification. 
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Enrollment Process 

 
Figure 2: Fingerprint Authentication System (FPAS) 

 

2.1 Fingerprint Enhancement 

  To reduce the noise present in the image, enhancement process is used. The noise is due to the cut, 

scarred, creased, dry, wet, worn, etc. The image processing operations done for this process are adaptive 

matching and adaptive thresholding. This filter is applied to every pixel in the image. Based on the local 
orientation of the ridges around each pixel, the matched filter is applied to enhance ridges oriented in the same 

direction as those in the same locality, and decrease anything oriented differently. The incorrect will be 

eliminated by the matched filter. 

 

2.2 Feature extraction 

           The feature extraction stage is used to find the minutiae. The minutiae are straightforward to detect, 

when they are operated on thinned image. Endings are found at the termination points. There will be always 

extraneous minutiae due noisy original image. These are eliminated by using determined thresholds. Two 

endings on a very short isolated line are eliminated because this line is likely due to noise. Two endings that are 

closely opposing are eliminated. Fingerprint enhancement and feature extraction is performed as the same for 

both enrollment and authentication process 

 

2.3 Fingerprint Classification 

The system uses the combination of Henry and Bayes classifier. Henry classifier is used at the 

enrollment stage and Bayes classifier is used at the authentication stage. Henry classifier classifies the 

fingerprint image into Right Loop, Left loop, Whorl, Arch. 

 

2.3.1 Henry classification Process 

Normally the fingerprint is classified into loop, Whorl and Arch. The Henry classification system 

classifies the image into Right loop, Left loop, Whorl, Arch and Tented arch. Sixty five percentages of the 

people is having loop domain. So this system further classifies the loop domain into two parts namely left 

domain and right domain. The tented arch image should be under arch class in database. During enrollment 

process, it classifies the human fingerprint image is classified and kept those fingerprints as template in database 
according to the prescribed pattern classes. 

 

2.3.2 Naive Bayes Classifier 

The problem of fingerprint recognition is to associate classes wi,i=1….Nc, where I is the number of 

classes. The NBC in this system allows one of the approaches. It gives the following steps: 

i) Given a input feature vector x, then a training set {x(i) , wi
(j)}, j=1,2,….,Nt for each class wi, where I and 

j are number of classes and training samples respectively. 

ii) Compute probability for each class priory. 

iii) The posterior probability is determined using  

            P (wi|x) = p (x|wi) P (wi) / p(x) 

iv) Repeat it until which class wi gives the highest probability. 
v) The input vector x belongs to the expected class wi decided. 
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It is the probabilistic method to classify the fingerprint images by comparing probability of input vector p(x) 

with associated class probability P (wi).  

 

III.     Proposed Work 
 To overcome the imitable problem in the previous work, here non imitable finger vein is used as a 

biometric authentication. Finger vein is proved as a non imitable biometric authentication and it will be a 

secured key system. The following system uses vein as a biometric key and also it adds more feature for driving 

safety like Door detector, Seatbelt detector, Alcohol sensor and Car theft security using GSM. The proposed 

work consists of two modules namely (i) Car ignition module, (ii) Car security module. Each module can be 

described with its function as follows. 

 

3.1 Car ignition module: 

  In this module, Finger vein reader, Smart card reader, Alcohol sensor, Door detector, Seat belt detector 

is used. The system is programmed with some authentication levels. To ignite the car, the person must pass the 

authentication levels. The car fails to ignite, if the person did not satisfy any one of the authentication levels. To 

start the car the person must close the door properly and then the person will sit on the seat and put the seat belt 
and then the person will blow the air to the alcohol sensor to prove that the person is not consumed with any 

alcoholic beverages. After the completion of these three levels, the person will swipe his card on the smart card 

reader and put the finger on the vein reader for vein matching. The car will start the ignition after the passing of 

all authentication levels. The ignition will fail, when the user removes the seat belt after the car starts. 

 

3.1.1 Smart card Reader 

                 The smart card reader is capable for reading the vein image present in the smart card. The smart card 

is printed with the vein image of the person. The vein of the person printed in the smart card is received by using 

the finger vein reader. When the finger vein of the person is received, the controller will check for the matching 

of the vein of the person and the vein in the smart card. 

   
 3.1.2 Controller: 

The controller here using is the PIC microcontroller. The PIC is mostly used for many experiments and 

it is very easy to use. Because programming for PIC controller is very easy and it is having only 35 instructions. 

It has an inbuilt ADC and it has a heat resistant. It has a high performance RISC. It consumes very low power of 

2- 5 volts. It has a high interrupt capability and high operating speed. It has high interrupt capability. So, in this 

system we are using this controller. The controller is used to check the authentication process. All the devices 

are connected to the controllers to control the device actions. Here controller is used as a comparator to check 

the matching of the vein of smart card and the person. The controller did not accept the license card, if its 

validity is expired. It also do not allow the license card if the license is temporarily banned for any of the 
reasons. If the license date is going to expire, it will give the alert signal to the user about the expired date of the 

license card. When the person inserts the valid license and finger vein is incorrect means, it does not accept the 

license. The following table will explain about the controller functions in license matching. 

 

                                                                                                                                                                                                                                                                                                                                                   

 

 

 

 

 

 

 
 

 

 

 

 

 

 

Figure 3.1.2: Ignition Module 
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Table 1: Input and expected output from the system 

 

 

 

 

 
 

 

 

 

 

3.1.3 Car door detector: 

For door detector IR sensor is used. When the car door is in open condition the sensor will not get any 

contact. When the door gets closed, then the sensor gets some contact with the device. When the person tries to 

ignite the car, the controller will check for the IR sensor result in the door detector. The LED will glow, when 

the door is not closed properly otherwise, it allows the car to ignite. 

 

3.1.4 Seat belt detector: 

For the seat belt detection reed sensors are used. The reed sensor is fixed at the end of the seat belt. 

When the seat belts are engaged, the reed sensor produces a magnetic field and does not allow the dash indicator 

lamp. If the seat belts are not engaged, then the reed sensor does not forms a magnetic field and dash indicator 

lamp will glow.  

 

3.1.5 Finger vein reader 

   The finger vein reader uses the near infrared rays to read the vein images. When the person put the 

finger on the reader, the LED will emit an IR rays. The hemoglobin in our blood absorbs the rays. The place 

where the IR rays are absorbed will be appeared as a dark and remaining will be light. Now the CCD camera 

below the finger vein reader will capture the image appeared. This will be transferred to the display after some 

processing of the captured images. This process takes less than 15 seconds. 
 

3.1.6 Alcohol sensor: 

The alcohol sensor here using is MQ303A.This sensor has high sensitivity, fast detection range. This 

sensor is specially used for detecting the alcoholic gases. Here LM 358 is used as a comparator for detecting the 

alcohol contents present the blown air. Normally the non inverting terminal is higher than the inverting terminal 

so that the input is given to the transistor as a 0volt and then the transistor will give a one as an input to inverter 

to pass the authentication level. In case of any alcoholic gas detection, the inverting terminal is high and the 

transistor will give a 5volt to the inverter and the inverter assumes it as one and it will fails the authentication. 

By this way the alcohol sensor senses the alcoholic content present in the blown air. 

 

3.2 Authentication Module: 
  In this module car theft security is discussed. The vein reader is provided with data base. In the data 

base, the family members or authorized members vein are stored by using the vein reader. Among the persons, 

one of the people is fixed as an authority. When the third person will try to ignite the car by using their license 

means, the controller will identify that the third person will try to drive the car. Then the controller will send a 

message to the authority about the third person. If the authority will know about the third person means, he will 

send a positive reply and then the car will ignite and allows the person to drive. In case of unknown person, the 

negative message will be sent by using GSM and the car will not ignite and the door gets locked automatically. 

Then the car theft message will be sent to the nearby police station. In this case GSM is used for sending and 

receiving the message and to the authority.  

 

 
 

 

 

 

 

 

Figure 3.2: Car authentication module 
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IV.     Results: 
Here the finger vein extracted from the finger vein reader is processed by various processing 

techniques. The below figure shows the various vein images resulted from the various image processing 

techniques. The image processing technique is used to process the image for the purpose to be stored in the 

smart card. For this image processing various filtering techniques are used to get the clear image. Here Gabos 

filter is used to get the clear imge for the process. The main purpose of using filter here is to remove the 

unwanted things in the image as they produce the blurred imge as a output image. 

  

.                      
 

Figure 4.1: a) Enhanced finger vein image b) Output from the matched filter c)Output from repeated line 

tracking d)Output from the maximum curvature e)output from  the Gabos filter f) output from the 

morphological operations  

Thus the clear finger vein image is taken for the storing purpose in the smart card. The Gabos process 

shows the maximum achievement in the joint resolution. The morphological operations are commonly used to 
reduce the computational complexity. The repeated line tracking is used to get the full details of an image. The 

maximum curvature is used to locate the position that possesses the maximum curvature from the image profile, 

and then the profile is acquired in different direction. All points are extracted; they are connected and combined 

according to the rules. Thus the finger vein images extracted from the person will be localized and stretched 

before stored in a smart card. This process is done to get a clear image of acquired finger vein. Thus different 

persons have different finger veins. The captured vein images of the person are shown below. To cut off the 

shaded regions we will use the localization. Localization is necessary to normalize the vein region. We will use 

the predetermined table to localize the vein images. 

 

                                    
Figure 4.2: Finger vein images of different people 

 
Here maskings are used to localize the vein values, normally finger region is brighter than the background 

region. The masking value is calculated in Y direction for each X position. The masking value also calculated 

for the position having high masking value. It was determined between the finger and the background. The main 

aim of this masking is to retain the original value of the image. Because while cutting, there may be a chance of 

changing in values. 

 

V.     Conclusion And Future Work 
From this paper, we conclude that finger vein is a secure biometric authentication and will be used for 

security purposes. By using this system, no one can drive without license and also no one can use the others 
license. In this system, the system will also alert the user about the validity period of the license. Due to this the 

person will not forget about the renewal of the license. This is included to avoid the inconvenience of the 

person who will not renewal the license. In future this system is updated with continuous or random checking 

of the vein (i.e.) the system will check the vein of the driving person and the vein lastly recorded in the card 

reader randomly.  
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