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Abstract: Playfair cipher is one of the better-known multiple letter encryption ciphers. In this method, the 

diagrams in the plaintext are treated as a single unit and then these units converted into ciphertext diagrams. 

This paper implements and discusses a new system which proposed by using 11 × 11 Playfair cipher that 

supports all 26 alphabets in both: upper case letters (A-Z) as well as lower case letters (a-z), ten digits (0-9), 
special characters and the extended special characters. This combination will tackle the limitation of 5×5 

Playfair cipher in which both “i” and “j” letters could not appear simultaneously. In order to increase the level 

of security of this method, the output of an 11×11 Playfair procedure will be an input to the complete procedure 

of a cascade LFSRs. Finally, this system was implemented using MATLAB 8.0 (R2012b). 
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I. Introduction 
Playfair cipher is a primitive block cipher [1]. It is a famous biographic or Polygraphic substitution 

cipher which encipher block of letters, actually two letters at a time instead of a single letter. This leads that the 

cryptanalysis will become harder, as it destroys the single letter frequency distribution. The cryptanalysis of the 

Playfair cipher is aided by the fact that the single unit diagram and its reverse will encrypt in a similar fashion. 

That is, if AB encrypts to XY, the BA will encrypt to YX [2] [3]. So by discovering words that start and end in 

reversed diagram it is easy to compare them with plaintext word that are similar. This leads to modify the 

Playfair cipher with LFSR for random number generator.   
This paper presents a new approach for encipher which uses 11×11 Playfair matrix based on secret 

keywords along with a cascade of LFSRs. Furthermore, the characters of the plaintext in this paper belong to the 

set of ASCII characters denoted by the codes 0 to 255. This will enhance the cipher significantly and decreases 

the possibility of cryptanalytic attack. For this an analysis of all pitfalls and security loopholes will be taken into 

consideration in order to provide a new cipher which is strong enough.   

The section 2 of this paper deals with the work overview which gives a full description of 11×11 

Playfair matrix. The new proposed system for encryption and decryption is described in section 3. Section 4 

presents a practical example of our system. Section 5 involves with cryptanalysis. Finally, conclusion is 

provided in section6.  
 

II. Work Overview 
  Recently, the Playfair cipher was extended by using 6×6 or 8×8 matrix, so it would be using 36 and 64 

grids respectively [4] [6]. In our system not only the alphabet in both cases (upper and lower) encrypts but also 

the numerals, special characters and an extended special characters. At encryption time, the symbol∎is being 

used to provide space between two words. Moreover, # is used as filler character in order to separate two 

alphabets if they are repeated in pair. # will also be used to put at the end if the number of plaintext characters is 

an odd number. During the decryption time,∎ will be substituted by blank space of one alphabet while, the # 

symbol will be suppressed. 
 

TABLE1: 11×11 Playfair matrix based on secret key {NAWROZ Now @Duhok!} 
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Table 1 is used for encryption and decryption procedure by taking into account the secret keyword. The attacker 

now needs to search in 121×121 = 14641 diagrams rather than 64×64, 36×36, or even 26×26 diagrams. This 

definitely increases the resistance dramatically against brute force attack.  

 

1.1 PROBABILITY OF OCCURRENCE 
  Table 2 shows the probability of occurrence of different modified Playfair ciphers. The value of 

occurrence of our work is far less when compared, and frequency analysis is became now a tough issue.    

 

TABLE2: Probability of Occurrence of different modified Playfair Ciphers. 

 

 

 

 

 

 

 

III. Proposed System 
The first step in our proposed system is to convert the plaintext into a matrix of size 2×n, where n represents the 

length of the plaintext. 

 

N = length (pt) 

pt = pt (i, j) ; i = 1: n ; j = 1: 2 

 

𝑝𝑡 =

 
 
 
 
 
 
𝑝𝑡11 𝑝𝑡12

𝑝𝑡21 𝑝𝑡22

. .

. .

. .
𝑝𝑡𝑛1 𝑝𝑡𝑛2 

 
 
 
 
 

 

 
The next step involves constructing and using an 11×11 arranged matrix and the secret keyword after 

suppressing the repeated letters. After that the plaintext matrix (pt) can be converted into corresponding 

Ciphertext matrix (Ct*) by applying the following three rules:  

 

1) If the two characters appear on the same row of an 11 × 11 Playfair matrix, then both of them can be 

replaced with the characters to their immediate right respectively. 

2) If the two characters appear on the same column of an 11 × 11 Playfair matrix, then both of them can be 

replaced with the characters immediately below respectively.  

3) If both of the characters didn’t lies on the same row or column, then replace them with the characters on the 

same row respectively but at the column of the other characters of pair.  

 
 

 

 

 

 

 

 

 

 

 

 

 
 

 

Fig. 1: Block diagram explaining the encryption proposed system. 
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The size of the resultant ciphertext matrix (Ct*) must be equal to the size of the plaintext matrix (pt).  

 

 

𝐶𝑡∗ =

 
 
 
 
 
 
𝐶𝑡11

∗ 𝐶𝑡12
∗

𝐶𝑡21
∗ 𝐶𝑡22

∗

. .

. .

. .
𝐶𝑡𝑛1

∗ 𝐶𝑡𝑛2
∗  

 
 
 
 
 

 

 

The elements of the Ct* matrix are then converted to their corresponding decimal ASCII values. The resultant 

matrix called Asc.  

 

𝐴𝑠𝑐 =

 
 
 
 
 
 
𝐴𝑠𝑐11 𝐴𝑠𝑐12

𝐴𝑠𝑐21 𝐴𝑠𝑐22

. .

. .

. .
𝐴𝑠𝑐𝑛1 𝐴𝑠𝑐𝑛2 

 
 
 
 
 

 

 

Then the elements of Asc matrix are converted into their corresponding binary values. Each element consists of 

8 bits as ASCII values range from 0 to 255. This matrix called Bin. 

 

𝐵𝑖𝑛 =  

 
 
 
 
 
 
𝐵𝑖𝑛11 𝐵𝑖𝑛12 . . . 𝐵𝑖𝑛116

𝐵𝑖𝑛21 𝐵𝑖𝑛22 . . . 𝐵𝑖𝑛216

. . . . . .

. . . . . .

. . . . . .
𝐵𝑖𝑛𝑛1 𝐵𝑖𝑛𝑛2 . . . 𝐵𝑖𝑛𝑛16 

 
 
 
 
 

 

 

Now, the binary representation matrix Bin which represents the output of the Playfair encryption algorithm will 

be applied as an input to a cascade of LFSR, in order to get the permuted sequence of bits. LFSR is a shift 

register of length L which consists of L delay elements numbered 0,1, ….., L-1 each stage capable of storing 
one bit and having one input and one output; and a clock which controls the movement of data. The input state 

of LFSR is a linear function of its previous state. The only linear functions of single bit are XOR and inverse-

XOR, thus it is shift register whose input bit is driven by the exclusive or of some bits of the overall shift 

register value [5] [7].  Figure 2 shows a cascade of LFSR which is used in our design.   

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 
 

 

Fig. 2: A cascade of LFSRs. 
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It is important to choose the design of the LFSR because not all the feedback polynomials are adequate to use in 

cryptography. In addition to that the choose of initial value is also important cause it acts as a secondary key in 

the cipher. Any change in the initial value will affect the overall output sequence. The designer is the only 

person who knows the design of the LFSR and also the initial value. The following figure illustrates an 8 bit 

LFSR that used in our design.  

 

 
 

 

 

 

 

 

 

Fig. 3: An 8-bit LFSRs. 
 

A cascade of LFSR procedure: 
  One of the most important things in the design of a cascaded LFSR is that the last row of the first LFSR 

will be the initial value to the next LFSR and so on; this will lead to increase the security. Because we used 8-bit 

LFSR in our design so we named each bit in LFSR as S1,S2S3,S4,S5,S6,S7,S8, the equivalent binary representation 

for all the elements of matrix Asc will be taken as an input to the LFSR. This input is called X where  

 

X= {X1,X2,X3,X4,X5,X6,X7,X8} = binary equivalent for every element of Asc matrix. 

 

Since we shifted one bit to the right at a time and the number of output of each LFSR is fixed. So we can store 
the sequence of output for each 8bit input into Y where   

 

Y = {Y1,Y2,Y3,Y4,Y5,Y6,Y7,Y8} 

 

The procedure for each binary input will goes like  

 

Set i = 1 

While ( i<= 8) 

{ 

Y[9-i] = S[8] 

SHR(S[i]) /* shift the bits in S to the right  
S[1] = S[1] xor X[9-i] 

i=i+1 

} 

Note that, this procedure will be repeated for every 8 bit cascaded LFSR in our design. After we finished the 

LFSR procedure we get the corresponding 8 bit permuted binary sequence for the 8 bit binary input. These 

binary sequences will converted to decimal to get the last Cipher text which represented as a matrix Ct. 

 

𝐶𝑡 =

 
 
 
 
 
 
𝐶𝑡11 𝐶𝑡12

𝐶𝑡21 𝐶𝑡22

. .

. .

. .
𝐶𝑡𝑛1 𝐶𝑡𝑛2 

 
 
 
 
 

 

 

IV. Cipher Presentation 
Let choose the following Plaintext. 

“ Even the stopped clock is right twice a day. “ 

The first step is to replace the blank space with the ∎symbol. 
So, the plaintext becomes 

“∎ Even ∎ the ∎ stopped ∎ clock ∎ is ∎ right ∎ twice ∎ a ∎ day. ∎ “ 

For simple presentation we have concentrate on the first 18 characters of the plaintext, i.e.  

“∎ Even ∎ the ∎ stopped ∎ clo 

The 18 characters of the plaintext is now arranged into 9 × 2 matrix form  

S1 S2 S3 S4 S5 S6 S8 S7 

Input 

 

Output  
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Pt = 

 
 
 
 
 
 
 
 
 

" 𝐸
𝑣 𝑒
𝑛 𝑡
ℎ 𝑒
𝑠 𝑡
𝑜 𝑝
𝑝 𝑒
𝑑 𝑐
𝑙 𝑜 

 
 
 
 
 
 
 
 

 

 

By using Table1 that mentioned in section tow and the secret keyword {NAWROZ Now @Duhok!}, we can 
encrypt the plaintext in order to get Ct*  

 

 

Ct* = 

 
 
 
 
 
 
 
 
 

, 𝐵
𝑄 𝑗
𝑝 𝑣
𝐶 𝑌
𝑡 𝑣
𝑊 𝑡
𝑠 𝑏
𝑒 𝑑
𝑡 {  

 
 
 
 
 
 
 
 

 

 

Each element in the Ct* matrix will converted into an equivalent ASCII code  

 

Asc= 

 
 
 
 
 
 
 
 
 

44 66
81 106
80 118
67 85

116 118
87 116

115 98
101 100
116 123 

 
 
 
 
 
 
 
 

 

By replacing the elements of Asc with their equivalent binary representation we get the matrix Bin  

Bin= 

 
 
 
 
 
 
 
 
 
0010110001000010
0101000101101010
0101000001110110
0100001101010101
0111010001110110
0101011101110100
0111001101100010
0110010101100100
0111010001111011 

 
 
 
 
 
 
 
 

 

 

The values of Bin are entered to the cascade of LFSRs; we presented the first two steps of a cascaded LFSR 

I/P = 00101100               Initial Value = 10101010                   O/P = 01010101 = 85       
S1 S2 S3 S4 S5 S6 S7 S8 O/P 

1 0 1 0 1 0 1 0 - 

1 1 0 1 0 1 0 1 0 

1 1 1 0 1 0 1 0 1 

0 1 1 1 0 1 0 1 0 

1 0 1 1 1 0 1 0 1 

1 1 0 1 1 1 0 1 0 

0 1 1 0 1 1 1 0 1 

0 0 1 1 0 1 1 1 0 

0 0 0 1 1 0 1 1 1 
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I/P = 01000010                                   O/P = 11011000 =216 
S1 S2 S3 S4 S5 S6 S7 S8 O/P 

0 0 0 1 1 0 1 1 - 

0 0 0 0 1 1 0 1 1 

1 0 0 0 0 1 1 0 1 

1 1 0 0 0 0 1 1 0 

1 1 1 0 0 0 0 1 1 

1 1 1 1 0 0 0 0 1 

1 1 1 1 1 0 0 0 0 

0 1 1 1 1 1 0 0 0 

0 0 1 1 1 1 1 0 0 

 

Bin* represents the binary outputs of LFSR 

 

Bin* = 

 
 
 
 
 
 
 
 
 
0101010111011000
0111110011110011
1001101111110011
1010101101111100
1100110000110100
0100101101001100
0011010010001011
1000010011000100
0011101111001011 

 
 
 
 
 
 
 
 

 

 

Converting this matrix element into equivalent decimal we get  

 

Asc* =  

 
 
 
 
 
 
 
 
 

85 216
124 243
155 243
171 124
204 52
75 76
52 139

132 196
59 203 

 
 
 
 
 
 
 
 

              Ct =  

 
 
 
 
 
 
 
 
 
 
𝑈 ╪

| ≤
¢ ≤
½ |

╠ 4
𝐾 𝐿
4 ï

ä ─

; ╦ 
 
 
 
 
 
 
 
 
 

 

 

Where Ct represents the final ciphertext. The decryption process is merely the reverse procedure of the 

encryption and we can get the plaintext easily. 

 

V. Cryptanalysis 
  Many methods are used to systematically recover plaintext from ciphertext or even to deduce the 

encryption key, these methods are: 1) Ciphertext only attack which is known also Brute Force attack, 2) known-
Plaintext attack, 3) Chosen-Plaintext attack, 4) Adaptive chosen-Plaintext attack, 5) Chosen-Ciphertext attack, 

6) Adaptive chosen-Ciphertext attack.   

  Regarding to the example depicted in section 4 of this paper, the length of the ciphertext in is 18 × 8 = 

144 binary bits and this is equal to the length of the plaintext. So the size of the plaintext space which is to be 

searched by the attacker is 2144≈1043.3. This will cost the attacker an enormous large time. In this case Brute 

Force could not be used.  Not only the combination of alphabets, numerals, special characters and the extended 

special characters that used in 11 × 11 extended Playfair cipher but also the unpredictable random sequences 

that produced from cascaded LFSRs will lead to impossible correlation between Plaintext and Ciphertext. So a 

Known-Plaintext attack is ruled out. 

  Since our design permit an easilyincorporation of confusion and diffusion to Playfair cipher and a 
randomization through LFSR, we can conclude that there is no combination of the Plaintext and the Ciphertext 

could help the cryptanalyst to break this cipher system. 
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VI. Conclusion 
  A new system was presented in this paper based on 11 × 11 Playfair cipher and a cascade of LFSRs. 

This system rapidly increases the security of ciphertext by going for 11 × 11 extended matrix with an ASCII 

range from 0 to 255 to tackle the issue of the traditional Playfair cipher, and then a cascade of LFSRs is used to 
increase the security of the transmission through the use of random numbers concept. Moreover, it’s quite easy 

and cost effective to design and implement it on hardware and software. Our system was built by using 

MATLAB 8.0 (R2012b). 

  Regarding to the discussion and analysis made, we can conclude that the proposed system is very 

effective for area with a very less memory storage and a low bandwidth. It is a very rigid system and it cannot 

be broken by any attacker.  
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