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 Abstract : E-learning is a platform that provides materials online with the objective of improving the users’ 

teaching and learning experience.  The main objective of this paper is to provide security to users’ passwords 

within the E-learning Password Management System (EPMS) in order to protect the database from hackers.  
The protection process is done by implementing a symmetric encryption algorithm named International Data 

Encryption Algorithm (IDEA) on the passwords.  The algorithm will be improved by modifying the size of the 

same secret key that is used in both the encryption and decryption operations of the data.  The proposed 

algorithm is known as Double-Secure IDEA. 
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I. INTRODUCTION 
E-Learning is a platform for providing information online.  The rapid evolution of web-based 

application has led to the utilization of online operations to enhance the learning methods.  One of the methods 
used in e-learning environment is displaying the marks sheets or certificates to the user.  But, the materials must 

be protected from any modification or piracy.  The data protection is performed by implementing some security 

measures.  The most common security measures are confidentiality, integrity and availability (CIA) [1]. 

Database security refers to the protection of the database against unauthorized access that may be 

intentional or accidental.  So, the organizations must take into account the potential threats to their computer 

system seriously.  Database encryption is one of the most effective methods of the database security.  It protects 

the database during the transmission and storage of data.  The encryption concept is based on applying a certain 

encryption algorithm to convert an original message (plain-text) into unreadable message (cipher-text) [2].  The 

security strength without reducing the system’s performance is a critical issue in e-learning systems. 

International Data Encryption Algorithm (IDEA) is one of the encryption algorithms that can be 

implemented in e-learning systems [3].  IDEA is a post-DES algorithm that is widely used because of its high 

safety, and it covers the Data Encryption Standard (DES) problems.  The high speed in encryption/decryption 
process, resisting difference, and correlation analysis are benefits of IDEA algorithm.  It operates on 64-bit 

plain-text/cipher-text blocks and uses 128-bit key. 

According to Alex Biryukov et al. [4], there are large numbers of keys in IDEA that are weak.  Because 

of the attack in round 6 has been detected, the need to increase the security of the algorithm has become 

paramount [4]. This paper aims to increase the strength of IDEA algorithm by modifying the key-size to make 

the algorithm more secure, and hence, increasing the diffusion process.  Diffusion means one arbitrary bit 

influences all the cipher-text [5].  The key-size is increased from 128 bits to 512 bits.  It increases the 

algorithm’s complexity.  The diffusion is increased by using four MA (Multiplicative Additive) blocks that are 

used in one single round.  The algorithm divisions will be running in parallel operation that is suitable for real-

time applications especially in online high-speed networks [6].  

The proposed algorithm is known as Double-Secure IDEA.  It is a modified version of IDEA with four 
64-bit sub-blocks of plain-text that are running in parallel.  Each round contains four divisions i.e., 

transformation and sub-encryption.  The algorithm still contains eight rounds plus a half-round for output 

transformation.  It uses 24 sub-keys in each round, 16 in transformation round and 8 in sub-encryption round.  

The final half round uses 16 keys.  The total sub-keys are 208 sub-keys in 8+1 rounds.  The algorithm is 

designed in Electronic Codebook (ECB) mode and implemented in an E-learning Password Management 

System to protect the database materials using encrypted passwords that are stored in a certain database file [7]. 

 

II. E-LEARNING 
According to Alwi and Fan [8], “e-learning describes the use of the web applications and technologies 

for improving the learning and teaching experience [8]”.  Eklund, Kay and Lynch [9] describe e-learning as a 

form of flexible learning that uses applications such as electronic media.  The maturity of e-learning has begun 

since 1983 when most of the institutions adopted Information and Communication Technology (ICT).  

Currently, the next-generation web has started through advanced website design to streaming media. 
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Web applications have become the goal of the threats by using the Internet.  Many e-learning 

institutions do not understand the importance of the security concerns in the ever-present such as reliability, 

course contents, accessibility and legitimate users.  To face the threats and risks that e-learning has, a security 

risk analysis need to be conducted starting from assets identification to monitoring of the risks [8]. 

 

III. DATABASE SECURITY 
The development expansion of hardware capability, communications technology, World Wide Web 

revolution, e-World environment i.e., e-commerce, e-business, and e-learning has made the database as the 

underlying framework of the information system.  Thus, the web database security plays an important role and it 

has to meet the security measures of confidentiality, integrity and availability (CIA). 

Confidentiality (secrecy), integrity, and availability are fundamental resources that should be secured 

using appropriate controls.  Security measures should not hold on the data itself within the database because it 

may affect the database and the breaches may affect other parts of the system [10].  Confidentiality (secrecy) 

means protecting the data or information from unauthorized people.  Data integrity means protecting the data 

from any alteration or falsification.  Availability means making the information available and easy access to 

authorized users [1]. 
Data is a valuable resource that should be controlled and managed.  Organizations should keep data 

confidentiality.  The system that has functions and services to manage and maintain data is called Database 

Management System (DBMS).  Authorization services are functions in DBMS to ensure that only authorized 

users access the database [10].   

There are millions of data being transferred everyday via the Internet, and also numerous of operations 

executing online, such as critical data transfer and online money transfer and transaction.  The demand of data 

security in databases is essential especially the transferring process over unreliable communication networks 

[11].  The database is the container of stored data.  The security relies on the level and the nature of data or 

information.  The organization can determine the level of security of data and information.  For example, the 

database of ministries of defences has a high level of security because the data is critical and the system cannot 

be accessed by unauthorized users whether inside or outside the organization.  The database contains sensitive 
and important data such that it is necessary to encode it as protection against external threats or illegal access. 

DBMS can access data after decoding it, but there is reduction in performance because of time, and this 

consideration must be taken. 

 

3.1. Database attacks 

Recently, because of the expansion size in the systems of organizations, the authorization, 

authentication, and access controls began to be used.  But, the security measures or countermeasures became 

more complex because of the highly sophisticated threats.  There are some threats for the databases; for 

instance, the user who has excessive privileges could abuse his/her privileges intentionally or unintentionally.  

Data extracted for illegal purposes is called legitimate privilege abuse.  The attacker can benefit from the 

software vulnerabilities to access the sensitive data (Privilege Promotion) or also exploits the operating system 

vulnerabilities (OS Vulnerabilities) [12]. 

 

3.2. Database security techniques 

Encryption is a process or mechanism to encode/encipher the sensitive data (plain-text) by a special 

algorithm (encryption algorithm, such as IDEA and DES) to become unreadable (cipher-text).  Some DBMS 

provides an encryption facility for this purpose.  Encryption also protects the data that are transmitted over 

communication lines.  There are some techniques for encoding data to conceal information either irreversible or 

reversible.  Irreversible means not permitting the original data to be known.  To transmit data securely over 

insecure channel or network, the use of the cryptosystem is needed. Cryptosystem includes [12]: 

 The data (plain-text) is encrypted by an encryption key. 

 An encryption algorithm with the encryption key transforms the plain-text to the cipher-text. 

 The cipher-text is decrypted by a decryption key. 

 A decryption algorithm with the decryption key transforms the cipher-text back into the plain-text. 

There are two techniques of encryption, namely symmetric encryption and asymmetric encryption.  A 

symmetric encryption depends on the safe channel for exchanging the key, and uses the same key in 

encryption/decryption process.  An example of this technique is International Data Encryption Algorithm 

(IDEA) [3].  Symmetric algorithm is much faster than asymmetric algorithm that uses two different keys 

(private and public keys) such as RSA (the name is derived from Ron Rivest, Adi Shamir and Leonard 

Adleman).  Generally, they are often used together, in which public key (asymmetric) encrypts a randomly 

generated encryption key, and the random key encrypts the actual message (using a symmetric algorithm). 
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Encryption scheme of a database should enhance sharing of data within the database without losing 

data privacy.  The researchers address two impacts, which are, how to enhance the security without reducing the 

performance and devise some techniques to manage the keys.  The contribution of this research is an increase in 

the security of the database by using a new web database security that has some modules, login module, audit 

module and program control module.  The audit module keeps track of the user’s activity in log files and the 

conformation of legality of the user.  The log file is an important approach in keeping track of the user’s 

activities related to the database and the changes that are made in the database [10].  Program control module 
disallows the user to access to web applications in the system. 

 

3.3.   Development of a database encryption strategy 

The factors that need to be considered in developing a secure database encryption technique are as 

follows [12]: 

 Encryption basics: The sensitive data should be in encrypted form, legal for authorized users and difficult to 

decrypt.  This depends on the type of the algorithm and key size. 

 Influencing the encrypted data on the database applications: Encryption increases the data size and decreases 

the performance.  This determines the type of data that should be encrypted. 

 The data flowing in application: The data may be at risk, especially when transmitting the data over the 

Internet or the internal network. 

 Managing the key: The number of keys that are used, the location of stored keys and protecting the access to 

the encrypted keys need to considered as they have some effects to the level of security of the database. 

 

IV. IDEA ALGORITHM 
IDEA is a block cipher described in 1991 by Lai and Massey of ETH-Zürich [3, 13].  It is an earlier 

cipher, PES (Proposed Encryption Standard) that is a minor revision [3, 13]; IDEA was originally called 

Improved PES [14].  In the seventies, IDEA was to develop a strong encryption algorithm, which would replace 

Data Encryption Standard (DES) [15].   It also entirely avoids the use of any lookup tables or S-boxes.  IDEA 

algorithm has some benefits as listed below: 

 Resists difference and correlation analysis. 

 Encryption and decryption in high-speed. 

 It is achievable by hardware and software. 

 

4.1.  IDEA description 

IDEA is a part of a class of cryptosystems called the secret-key that is characterized by the symmetry 

of encryption/decryption processes [3].  It is also the possibility of implying the symmetry decryption key from 

the symmetry encryption key and vice versa.  It operates on 64-bit plain-text as inputs and creates 64-bit cipher-

text as outputs using a 128-bit key.  The design of IDEA is based on mixing operations from different algebraic 

groups including XOR, addition modulo (216), and multiplication modulo (the Fermat prime 216+1).  All these 

operations work on 16-bit sub-blocks.  The IDEA block cipher [5] (as depicted in Fig. 1) consists of a sequential 
of eight identical blocks known as rounds, followed by a half-round (output transformation).  In each round, 

three algebraic operations are applied.  IDEA is characterized as cryptographic strength because its operations 

consist of three distinct algebraic groups of 216 elements; multiplication modulo 216+1 that provides preferable 

statistical between the plain-text and the cipher-text, and also having iterative rounds made differential attacks 

difficult [3]. 
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Figure 1. Block diagram of the IDEA algorithm [3, 5] 

 
4.2. Encryption process  

The important security characters in the encryption design are confusion and diffusion.  Confusion 

gives the relationship between the plain-text/cipher-text and the key, and it is complex.  Diffusion means one 

arbitrary bit influences all the cipher-text [5].  The confusion consists of three algebraic operations [3]: 

 XOR operation  with bit unit. 

 Addition modulo  (216 = mod 65536). 

 Multiplication modulo  (216+1= mod 65537). 

The plain-text (64-bit) is divided into four 16-bit sub-blocks; X1, X2, X3 and X4.  The algorithm converts 

the plain-text blocks into the cipher-text blocks of the same bit length, and similarly divided into four 16-bit sub-

blocks, Y1 to Y4.  Fifty-five of 16-bit sub-keys, Zi
(r), where "i" is the sub-key number and "r" is the round 

number, are computed from the 128-bit secret key.  Each round uses six sub-keys and the remaining four sub-

keys are used in the output transformation [5]. 

Computing the encryption sub-keys involves only logical rotations.  Arranging the fifty-two sub-keys 

as “Z1
(1),…, Z6

(1), Z1
(2),…, Z6

(2), Z1
(3),…, Z6

(3), Z1
(4),…, Z6

(4),…, Z1
(1),…, Z4

(9)” (as depicted in Table 1) [3, 5].  The 

process starts with dividing the 128-bit secret key "Z" into eight 16-bit blocks then assigning them directly to the 

first eight sub-keys.  The left rotation of "Z" is done by 25 bits, divided into eight blocks of 16 bits and again 
assigned to the next eight sub-keys.  The procedure continues until all 52 sub-keys are assigned.  For a complete 

round there are fourteen steps as following [13]: 

1. First Multiplication between X1 and the first sub-key Z1. 

2. Addition operation of X2 with the second sub-key Z2. 

3. Addition operation between X3 and the third sub-key Z3. 

4. Second Multiplication between X4 and the fourth sub-key Z4. 

5. Calculating Bitwise XOR from the results of steps 1 and 3. 

6. Calculating Bitwise XOR from the results of steps 2 and 4. 

7. Third Multiplication between the result of step 5 and the fifth sub-key Z5. 

8. Addition operation between the results of steps 6 and 7. 

9. Multiply the result of step 8 and the sixth sub-key Z6. 
10. Add the results of steps 7 and 9. 

11. Bitwise XOR the results of steps 1 and 9. 

12. Bitwise XOR the results of steps 3 and 9. 

13. Bitwise XOR the results of steps 2 and 10. 

14. Bitwise XOR the results of steps 4 and 10. 
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A swap occurs for each round, except the output round (final transformation).  The input to the next 

round is the result of step 11, the result of step 13, the result of step 12, the result of step 14, which becomes X1, 

X2, X3, X4, the input for the next round.  After round 8, a ninth “half round” final transformation occurs [5]: 

 Multiply X1 and the first sub-key. 

 Add X2 and the second sub-key. 

 Add X3 and the third sub-key. 

 Multiply X4 and the fourth sub-key. 

The output is the concatenation of the blocks. 
 

Table 1. Encryption and Decryption of the Sub-keys [5] 

 

 
 

 

 
 

 

 
 

 

 
 

V. COMPARATIVE STUDY: DES, IDEA AND BLOWFISH 
 

Table 2 shows the comparisons among DES, IDEA and Blowfish algorithms. 

 
Table 2. Comparisons among DES, IDEA and Blowfish 

DES IDEA Blowfish 

It is the first encryption standard.  It 

uses 56-bit key and 64 bits of input 

blocks to produce 64 bits of output 

blocks [15] 

It belongs to a class of iterated block 

ciphers involving the sequential 

repetition of a round function and a 

particular sub-key for each round [3] 

Key expansion: converting key to 448 

bits into sub-key arrays [7] 

DES with the 768-bit key IDEA with 832-bit key 

 

Blowfish with 64-bit key 

 

DES needs sixteen 48-bit sub-keys, in 

this way we will obtain the 768-bit 

secret key to protect a 64-bit block of 

data 

The IDEA needs fifty two 16-bit sub-

keys for protecting 64-bit plain-text 

block - it means that the modified 

secret key for this algorithm can 

contain 832 bits 

The data encryption is occurred through 

sixteen rounds which each round 

consists of key independent 

permutation. All operations is XORed 

operation 

 

VI. DOUBLE-SECURE IDEA ALGORITHM (MODIFIED VERSION) 
Large numbers of weak keys have been found in IDEA [4, 16].  Furthermore, a new attack on round 6 

of IDEA has been detected [4].  This paper discusses an improvement made to the original IDEA algorithm to 

make it more secure.  Two factors are included to increase the strength of the security level.  Firstly, by 

increasing the key size, and secondly, by increasing the amount of diffusion. 

The modified design is called DOUBLE SECURE-INTERNATIONAL DATA ENCRYPTION 

ALGORITHM (Double Secure-IDEA).  The modified algorithm’s main aim is to increase the existing IDEA’s 
algorithm strength by exploiting its characters of confusion and diffusion operations.  The modified algorithm 

can be made more powerful and less suggestible to cryptanalysis by increasing the amount of confusion as well 

as diffusion.  The key features of Double-Secure IDEA are as the following: 

 Number of rounds: 8 full rounds - 1 output transformation round. 

 Key’s length: 512 bits. 

 Number of sub keys: 208. 

 The sub-key size: 16 bits. 

24 sub-keys are used in each round.  Four MA blocks are used in each round.  The decryption process 

is the same as the encryption process.  In the decryption, the used sub-keys are different, and they are derived 

from the encryption sub-keys as depicted in Table 1. 

 

Round No. Sub-keys of Encryption Sub-keys of Decryption 

1 Z1
(1) 

Z2
(1)

 Z3
(1)

 Z4
(1) 

Z5
(1)

 Z6
(1)

 Z1
(9)-1

 –Z2
(9)

 –Z3
(9)

 Z4
(9)-1

 Z5
(8)

 Z6
(8)

 

2 Z1
(2)

 Z2
(2)

 Z3
(2)

 Z4
(2) 

Z5
(2)

 Z6
(2)

 Z1
(8)-1

 –Z2
(8)

 –Z3
(8)

 Z4
(8)-1

 Z5
(7)

 Z6
(7)

 

3 Z1
(3)

 Z2
(3)

 Z3
(3)

 Z4
(3) 

Z5
(3)

 Z6
(3)

 Z1
(7)-1

 –Z2
(7)

 –Z3
(7)

 Z4
(7)-1

 Z5
(6)

 Z6
(6)

 

4 Z1
(4)

 Z2
(4)

 Z3
(4)

 Z4
(4) 

Z5
(4)

 Z6
(4)

 Z1
(6)-1

 –Z2
(6)

 –Z3
(6)

 Z4
(6)-1

 Z5
(5)

 Z6
(5)

 

5 Z1
(5) 

Z2
(5)

 Z3
(5)

 Z4
(5) 

Z5
(5)

 Z6
(5)

 Z1
(5)-1

 –Z2
(5)

 –Z3
(5)

 Z4
(5)-1

 Z5
(4)

 Z6
(4)

 

6 Z1
(6)

 Z2
(6)

 Z3
(6)

 Z4
(6) 

Z5
(6)

 Z6
(6)

 Z1
(4)-1

 –Z2
(4)

 –Z3
(4)

 Z4
(4)-1

 Z5
(3)

 Z6
(3)

 

7 Z1
(7)

 Z2
(7)

 Z3
(7)

 Z4
(7) 

Z5
(7)

 Z6
(7)

 Z1
(3)-1

 –Z2
(3)

 –Z3
(3)

 Z4
(3)-1

 Z5
(2)

 Z6
(2)

 

8 Z1
(8)

 Z2
(8)

 Z3
(8)

 Z4
(8) 

Z5
(8)

 Z6
(8)

 Z1
(2)-1

 –Z2
(2)

 –Z3
(2)

 Z4
(2)-1

 Z5
(1)

 Z6
(1)

 

Output transformation Z1
(9)

 Z2
(9)

 Z3
(9)

 Z4
(9)

 Z1
(1)-1

 –Z2
(1)

 –Z3
(1)

 Z4
(1)-1
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6.1. The proposed method 

The basic aim is to increase the security strength of the existing algorithm.  It is required because of the 

attack on round has been detected.  We can suggest the following to enhance the algorithm’s security: 

 Modifying the key size: The key size of original IDEA is 128 bits.  This paper proposes to increase the key 

size to 512 bits.  Increasing the key size adds more complexity to the algorithm and denies attacks. 

 Increasing the amount of the diffusion: The diffusion can be defined as “the process of making the 
relationship between plain-text and cipher-text more complicated and complex [16]”.  If one letter within 

the plain-text changes, then several letters of the cipher-text must change accordingly.  The diffusion is 

proposed by increasing MA (Multiplicative Additive) Block to become four MA blocks in each round. 

 

6.2. Design implementation of Double-Secure IDEA 

In the modified version, the proposed data is to be processed in 128-bit blocks.  The 128-bit block is 

divided into eight 16-bit blocks.  The algorithm still consists of 8 rounds plus 1 output transformation round; but 

now 24 sub-keys are used in each round; 16 in transformation round and 8 in sub-encryption round.  The last 

round uses 16 keys.  In total 208 sub-keys are used in 8+1 rounds.  In the last round the eight 16-bit blocks are 

recombined to form a 128-bit cipher-text block. 

 

VII. THE FRAMEWORK 
The problem of the security for the confidential information in a database can be solved by password 

protection.  E-learning Password Management System (EPMS) manages plenty of different usernames and 

passwords online, which are stored in a certain disk file (called password database) in the form of cipher-text.  

The system is using the modified version of IDEA with Electronic Codebook (ECB) operational mode.   

 ECB mode operates on block cipher.  In ECB mode a block of plain-text encrypts into a block of 

cipher-text [7].   This mode is better than another mode named Cipher Block Chaining (CBC) [7].  ECB is faster 

than CBC because of its simplicity, and it also has the advantage of allowing any block to be decrypted 

independently of the others [7].   Although CBC provides more protection, the proposed modified algorithm is 
expected to have a strong protection by increasing the key size to operate in ECB mode to balance between the 

performance of the system and the strength of the algorithm. 

When the user passes the authentication step by identifying the user name and the password correctly, 

he/she can handle the information according to the given privileges.  After inserting a master key password, the 

user can add, modify and get information from the database.  The modified information will be re-stored to the 

database after encrypted automatically by EPMS.  The structure of the EPMS is depicted in Fig. 2. 

 

 
 

Figure 2. Structure of E-Learning Password Management System (EPMS) 

 

Description of the system: 

a. User searches account from already stored account list; if found then use it; otherwise, user can add new 

account with its password. 

b. Adding new account will add website name, username and password. 

c. EPMS uses Double-Secure IDEA key that encrypts users’ passwords using Double-Secure IDEA (modified 

algorithm). 
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d. Double-Secure IDEA algorithm will generate encrypted password in the form of hexadecimal and unreadable 

cipher-text. 

e. These encrypted passwords are stored in a database, which is locked with one master key that makes it more 

secure. 

f. Deletion and edition operations can be performed on stored account. 

The implemented system uses the modified algorithm, which operates on 512-bit key that is performed 

using EBC mode operation.  The program structure is divided into front-end and back-end.  Data processing in 
the backend is the core of the system and the implementation of Double-Secure IDEA is the key part. The 

framework of the e-learning system is shown in Fig. 3.  When the user logs in for the first time to the system, he 

or she must create a new account by filling out the registration form as required.  If he succeeds, the user’s 

information will be displayed.  The user can also handle the information according to the given privileges.  If the 

user already has an account, he or she must insert the identification information with the password correctly.  

The system then determines if the user is a normal user or an administrator. 

 

 

 
 

 

 
 

 

 
 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 3. The framework of the proposed e-learning system 

 

VIII. CONCLUSION AND FUTURE WORK 
E-learning should meet all the requirements in implementing security measures, which are, 

confidentiality, integrity and availability.  The main contribution of this paper is making e-learning system more 

secure and easier to access.  Security in e-learning requires protecting the system from some threats or 

unauthorized access such as interception, modification and fabrication. 

The main objective of the modified version of IDEA (Double-Secure IDEA) in E-learning Password 

Management System (EPMS) is to provide security to users’ passwords in order to give protection against 

hacking.  The EPMS uses modified IDEA algorithm in EBC mode with 512-bit key size.   
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Information in the database of EPMS are stored in the cipher-text and hexadecimal format that are 

unreadable by others.  The user can use or access the database only by entering a master key password and 

passing the identification step, which means that the system is secure and reliable.  It is hoped that it provides 

better security by using the Double-Secure IDEA algorithm.   

In the future, this framework with the modified version of IDEA algorithm can be improved for e-

business, e-commerce, and e-learning applications using different methods. 
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