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Abstract:  The multi-hop routing in wireless sensor network (WSNs) offers little protection against identity 

deception through replaying routing information. An adversary can exploit this defect to launch various harmful 
attacks like wormhole attack, sinkhole and Sybil attack. Traditional cryptographic techniques used in trust 
aware routing framework (TARF) but it do not effectively address this severe problem. To secure the WSNs 
against adversaries misdirecting the multi-hop routing, we have designed and implemented TARF .Without tight 

time synchronization or known geographic information. TARF provides trustworthy and energy efficient route. 
TARF proves effective against those harmful attacks developed out of identity deception. 

 

I.  INTRODUCTION 
 Wireless sensor networks are highly distributed network in which contain hundreds or thousands of 
nodes. It is used to monitoring the real time environment. Wireless sensor networks are ideal candidates for 
applications to report detected events of interest, such as military surveillance and forest fire monitoring. This 
paper focuses on the kind of attacks in which adversaries misdirect network traffic by identity deception. Based 
on identity deception, the adversary is capable of launching harmful and hard-to-detect attacks against routing, 
such as selective forwarding, wormhole attack, sinkhole attack and Sybil attack. 
Those routing packets, including their original headers, are replayed without any modification. Even if this 
malicious node cannot directly overhear the valid node’s wireless transmission, it can collude with other 
malicious nodes to receive those routing packets and relay them somewhere far away from the original valid 
node which is known as a wormhole attack. In a sinkhole attack, a malicious node may claim itself to be a base 
station through replaying all the packets from a real base station, it is also known as” black hole”.  
This same technique can be employed to conduct another strong form of attack is Sybil attack. An attacker may 
present multiple identities to the network. 
 
 TARF mainly guards a WSN against the attacks misdirecting the multi-hop routing, especially those 
based on identity theft. Finally, we assume a data packet has at least the following fields: the sender id, the 
sender sequence number, the next-hop node id (the receiver in this one-hop transmission), the source id (the 
node that initiates the data), and the source’s sequence number. We insist that the source node’s information 
should be included for the following reasons because that allows the base station to track whether a data packet 
is delivered. 
 

II. RELATED WORKS 
 The multi-hop routing in wireless sensor networks (WSNs) [1] offers little protection against identity 
deception through replaying routing information [3].An adversary can exploit this defect to launch various 
harmful or even devastating attacks like sinkhole attacks [2], wormhole attacks and Sybil attacks. The network 
routing information is not trusted on always. some kind of unknown may direct or give fake identity and 
involved as real node. 
 
 Traditional cryptographic techniques or efforts at developing trust-aware routing protocols do not 
effectively address this severe problem. At that time the file could be affected by hackers. So, the network will 
be damaged. An attacker may tamper nodes physically, create traffic collision with seemingly valid 
transmission, drop or misdirect messages in routes or jam the communication channel by creating radio 
interference. 
 
 Many routing, power management, and dissemination protocols have been specially designed for 
WSNs where energy awareness is an essential design issue. The routing protocols [7] are depending on the 
application and network architecture. Protocols are classified mainly as fat, hierarchical and location-based 
routing. For simulation we have taken heretical type for implementation of this paper. 
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III. SYSTEM DESIGN 
 TARF aims to achieve the following desirable properties such as high throughput, energy efficiency, 
scalability and adaptability. TARF secures the multi-hop routing in WSNs against intruders misdirecting the 
mutli-hop routing by evaluating the trustworthiness of neighboring nodes. It identifies such intruders by their 
low trustworthiness and routes data through paths circumventing those intruders to achieve satisfactory 
throughput. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure.1 System Architecture 

 

 For each node N in a WSN, to maintain such a neighborhood table with trust level values and energy 

cost values for certain known neighbor. The two main components in TARF is Energy Watcher and Trust 

Manager .It is used to calculate energy cost and trust values. Based on signature, energy level and trust values, 

we have to identify the trustworthy neighbor node. The signature is an identity of sensor nodes. Nowadays, 

TARF is mainly used in forest fire monitoring and military surveillance. It is used to avoid those attacks.  
 Energy Watcher is responsible for recording the energy cost for each known neighbor, based on N’s 
observation of one-hop transmission to reach its neighbors and the energy cost report from those neighbors. 
Trust Manager is responsible for tracking trust level values of neighbors based on energy watcher and trust 
manager algorithm.  
 

IV. CONCLUSION 

 We have designed and implemented TARF, a robust trust- aware routing framework for WSNs, to 
secure multi-hop routing in dynamic WSNs against harmful attackers. TARF mainly focuses on trustworthiness 
and energy efficiency to select a reliable route for transmission. 
 

V.  IMPLEMENTATION AND RESULT 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

Figure.2: Screen shots for finding trusted neighbor node in TARF 
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